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Chapter 1. Introduction

Digital Cinemalnitiatives, LLC (DCI) isajoint venture of Disney, Fox, Paramount, Sony Pictures Entertainment, Universal,
and Warner Bros. Studios. The primary purpose of DCI is to establish uniform specifications for d-cinema. These DCI
member companies believe that d-cinema will provide real benefits to theater audiences, theater owners, filmmakers and
distributors. DCI was created with the recognition that these benefits could not be fully realized without industry-wide
specifications. All parties involved in d-cinema must be confident that their products and services are interoperable and
compatible with the products and services of all industry participants. The DCI member companies further believe that d-
cinema exhibition will significantly improve the movie-going experience for the public.

Digital cinemaistoday being used world-wide to show feature motion pictures to thousands of audiences daily, at alevel of
quality commensurate with (or better than) that of 35mm film rel ease prints. Many of these systems areinformed by the first
Digital Cinema System Specification, Version 1.0, published by DCI in 2005. In areas of image and sound encoding, transport
security and network services, today's systems offer practical interoperability and an excellent movie-going experience.
These systems were designed, however, using de-facto industry practices.

With the publication of DCI's Digital Cinema System Specification, Version 1.1 and the publication of required standards
from SMPTE, ISO, and other bodies, it is becoming possible to design and build d-cinema equipment that meets al DCI
requirements. Manufacturers preparing new designs, and theaters planning expensive upgrades are both grappling with the
same question: how to know if a d-cinema system is compliant with DCI requirements?

1.1. Overview

ThisCompliance Test Plan (CTP) was developed by DCI to provide uniform testing proceduresfor d-cinemaequipment. The
CTP detail s testing procedures, reference files, design eval uation methods and directed test sequences for content packages
and specific types of equipment. These instructions will guide the Test Operator through the testing process and the creation
of astandard DCI compliance evaluation report.

This document is presented in three parts and six appendices.
e Part I: Procedural Tests — contains a library of test procedures for elements of a d-cinema system. Many of the test
procedures are applicable to more than one element. The procedure library will be used in Part [11 to produce complete

sequences for testing content and specific types of systems.

» Chapter 2: Digital Cinema Certificates — describes test objectives and procedures to test d-cinema certificates and
devices which use d-cinema certificates for security operations.

« Chapter 3: Key Delivery Messages — describes test objectives and procedures to test Key Delivery Messages (KDM)
and devices which decrypt KDM payloads.

« Chapter 4: Digital Cinema Packaging — describes test objectives and procedures to test the filesin a Digital Cinema
Package (DCP).

e Chapter 5: Common Security Features — describes test objectives and procedures to test security requirements that
apply to more than one type of d-cinemadevice (e.g., an SMS or a projector). Security event logging is also addressed
in this chapter.

¢ Chapter 6: Media Block — describes test objectives and procedures to test that Media Block device operations are
correct and valid.

« Chapter 7: Projector — describes test objectives and procedures to test that projector operations are correct and valid.
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» Chapter 8: Screen Management System — describes test objectives and procedures to test that“Screen Management
System (SMS) operations are correct and valid.

Part I1: Design Evaluation Guidelines, contains two chapters that describe DCI security requirements for the’ design
and implementation of d-cinema equipment, and methods for verifying those requirements through document analysis:
Requirements in this part of the CTP cannot easily be tested by normal system operation. [FIPS-140-2] requirements for
deriving random numbers, for example, must be verified by examining the documentation that is the basis of the FIPS
certification.

» Chapter 9: FIPS Requirements for a Type 1 SPB — provides a methodology for evaluating the results of a FIPS 140-2
security test. Material submitted for testing and the resulting reports are examined for compliancewith [DCI-DCSS-1-1]
reguirements.

¢ Chapter 10: DCI Requirements Review — provides a methodology for evaluating system documentation to determine
whether system aspects that cannot be tested by direct procedura method are compliant with [DCI-DCSS-1-1]
requirements.

Part 111: Consolidated Test Procedures contains consolidated test sequences for testing d-cinema equipment and content.

e Chapter 11: Testing Overview — Provides an overview of the consolidated testing and test reports and a standard form
for reporting details of the testing environment.

» Chapter 12: Digital Cinema Package (DCP) Consolidated Test Sequence — A directed test sequence for testing a
Digital Cinema Package (DCP).

¢ Chapter 13: Digital Cinema Server Consolidated Test Sequence — A directed test sequence for testing a stand-alone
Digital Cinema Server comprising an Image Media Block (IMB) and a Screen Management Server (SMS).

« Chapter 14: Digital Cinema Projector Consolidated Test Sequence — A directed test sequence for testing a stand-alone
Digital Cinema Projector with Link Decryptor Block (LDB).

» Chapter 15: Digital Cinema Projector with IMB Consolidated Test Sequence — A directed test sequence for testing a
Digital Cinema Projector having an integrated IMB and an integrated or external SMS.

Appendix A: Test Materials— Provides a complete description of all referencefiles used in the test procedures including
Digital Cinema Packages, KDMs and Certificates.

Appendix B: Equipment List — Provides alist of test equipment and software used to perform the test procedures. The
list is not exclusive and in fact contains many generic entries intended to alow Testing Organizations to exercise some
discretion in selecting their tools.

Appendix C: Source Code— Provides computer programsin source code form. These programs areincluded here because
suitable alternatives were not available at the time this document was prepared.

Appendix D: ASM Smulator — Provides documentation on asm-requester and asm-responder, two programs that
simulate the behavior of devices that send and receive Auditorium Security Messages.

Appendix E: GPIO Test Fixture — Provides a schematic for a GPIO test fixture.

Appendix F: Reference Documents — Provides a complete list of the documents referenced by the test procedures and
design requirements.

Appendix G: DCI Specification v1.1 References to CTP — Provides a cross reference of [DCI-DCSS-1-1] sections to
the respective CTP sections.

Appendix H: Abbreviations — Provides explanations of the abbreviations used in this document.




Audience

1.2. Audience

This document iswritten to inform readers from many parts of the motion pictureindustry, including manufacturers; content
producers, distributors and exhibitors. Readers will have specific needs from this text and the following descriptions-will
help identify the parts that will be most useful to them. Generally though, the reader should have technical experience with
d-cinema systems and access to the required specifications. Some experience with general operating system conceptsand
installation of source code software will be required to run many of the procedures.

Equipment Manufacturers

To successfully pass acompliance test, manufacturers must be aware of all requirements and test procedures. In addition
to understanding the relevant test sequence and being prepared to provide the Test Operator with information needed
to complete the tests in the sequence, the manufacturer is also responsible for preparing the documentation called for
inPartIl.

Testing Organizations and Test Operators
The Testing Organizations and Test Operators are responsible for assembling a complete test 1aboratory with all required

tools and for guiding the manufacturer through the process of compliance testing. Like the manufacturer, Testing
Organizations and Test Operators must be aware of al requirements and test procedures at a very high level of detail.

System Integrators

Integratorswill need to understand the reportsissued by Testing Organizations. Comparing systems using reported results
will be more accurate if the analyst understands the manner in which individual measurements are made.

1.3. Conventions and Practices

1.3.1. Typographical Conventions
This document uses the following typographical conventions to convey information in its proper context.
A Bold Face styleis used to display the names of commands to be run on a computer system.

A Fi xed W dt h font is used to express literal data such as string values or element names for XML documents, or
command-line arguments and output.

Examples that illustrate command input and output are displayed in aFi xed W dt h font on a shaded background:

$ echo "hello, world"
hell o, world

Lessthan (<) and greater-than (>) symbolsare used toillustrate generalized input val uesin command-line examples. They
are placed around the generalized input value, e.g., <i nput - val ue>. These symbols are also used to direct command
output in some command-line examples, and are also an integral part of the XML file format.

Callouts (H) are used to provide reference points for examples that include explanations. Examples with callouts are
followed by alist of descriptions explaining each callout.

Square brackets ([ and ]) are used to denote an external document reference, e.g., [SMPTE-377M].




Documentation Format

1.3.2. Documentation Format

The test procedures documented in Part | will contain the following sub-sections (except as noted).

Objective —
Describes what requirements or assertions are to be proven by the test.

Procedures —
Defines the steps to be taken to prove the requirements or assertions given in the corresponding objective.

Material —
Describes the material (reference files) needed to execute the test. This section may not be present, for example,
when the objective can be achieved without reference files.

Equipment —
Describes what physical equipment and/or computer programs are needed for executing the test. The equipment
list in each procedure is assumed to contain the Test Subject. If the equipment list contains one or more computer
programs, the list is also assumed to contain a general purpose computer with a POSIX-like operating system (e.g.,
Linux). This section may not be present, for example, when the objective can be achieved by observation alone.

References —
The set of normative documents that define the requirements or assertions given in the corresponding objective.

Thefollowing language is used to identify per sons and organizations by role:

Testing Organization
An organization which offers testing services based on this document.

Test Operator
A member of the Testing Organization that performs testing services.

Testing Subject
A device or computer file which is the subject of atest based on this document.

Thefollowing language is used for referring to individual components of the system or the system as a whole:

Image Media Block and Controlling Devices
This term refers to the combination of Image Media Block (IMB), Screen Management System (SMS) or Theater
Management System (TMS), content storage and all cabling necessary to interconnect these devices. Depending upon
actual system configuration, all of these components may exist in a single chassis or may exist in separate chassis.
Some or all components may be integrated into the projector (see below).

Projector
The projector isthe device responsible for converting the electrical signals from the Media Block to a human visible
picture on screen. Thisincludes all necessary power supplies and cabling.

Projection System
A complete exhibition system to perform playback of d-cinema content. This includes all cabling, power supplies,
content storage devices, controlling terminals, media blocks, projection devices and sound processing devices
necessary for afaithful presentation of the content.

Theater System
The projection system plus al the surrounding devices needed for full theater operations including theater
loudspeakers and electronics (the "B-Chain"), theater automation, atheater network, and management workstations
(depending upon implementation), etc.
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The [DCI-DCSS-1-1] allows different system configurations, meaning different ways of grouping functional modules and”?
equipment together. The following diagram shows what is considered to be atypical configuration allowed by DCI.

Figure 1.1. Typical DCI Compliant System Configuration
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The left side of the diagram shows the extra-theater part, which deals with DCP and KDM generation and transport. The
right side shows the intra-theater part, which shows the individual components of the projection system and how they work
together. This test plan will test for proper DCP and KDM formats (i.e., conforming to the DCI Specification), for proper
transport of the data and for proper processing of valid and malformed DCPs and KDMs. In addition, physical system
properties and performance will be tested in order to ensure that the system plays back the data as expected and implements
all security measures as required by DCI.

Whilethe above diagram showswhat is considered to be atypical configuration allowed by the DCI Specification, the [DCI-
DCSS-1-1] till leaves room for different implementations, for example, some manufacturers may choose to integrate the
Media Decryptor blocksinto the projector, or share storage between d-cinema servers.

1.5. Strategies for Successful Testing

In order to successfully execute one of the test sequences given in Part 111, the Test Operator must understand the details of
many documents and must have assembled the necessary tools and equipment to execute the tests. This document provides
all the necessary references to standards, tutorials and tools to orient the technical reader.




Strategies for Successful Testing

Asan example, Section 7.5.12 requires a cal cul ation to be performed on a set of measured and referencevaluesto determine
whether a projector's colorimetry is within tolerance. Section C.6 provides an implementation of this calculation;,but the
math behind the program and the explanation behind the math are not presented in this document. The Test Operator.and
system designer must read the reference documents noted in Section 7.5.12 (and any references those documentsmay-make)
in order to fully understand the process and create an accurate design or present accurate results on a test report.

Preparing a Test Subject and the required documentation requires the same level of understanding as executing the test,
Organizations may even choose to practice executing the test internally in preparation for atest by a Testing Organization:

The test procedures have been written to be independent of any proprietary tools. In some cases this policy has led to an
inefficient procedure, but the resulting transparency provides a reference measurement that can be used to design new tools,
and verify results obtained from any proprietary tools a Testing Organization may use.
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Chapter 2. Digital Cinema Certificates

Authentication of devices in D-Cinema is accomplished using asymmetric cryptography. Unlike symmetric cryptography;
which uses the same key to encrypt and decrypt data, asymmetric cryptography uses a pair of keys that each reverse theother's
cryptographic operations. data encrypted with one key in the key pair can only be decrypted by the other key in the key pair.
In such a key pair, there is a public key that is distributed freely, and a private key that is closely held and protected. Publi¢
keys are not easily distinguished from one another because they don't carry any identifying information (they're just really long
random numbers). To address this, public keys are distributed with metadata that describes the person or device that holds the
private key, called the subject. This set of metadata and the public key comprise digital certificate. The standard that defines a
digital certificate for Digital Cinemais [SMPTE-430-2]. It is based on the ITU standard for Public Key Infrastructure, called
X.509, and specifies a number of constraints on the X.509v3 standard, such as the X.509 version that can be used and the size
of the RSA keys, among other things.

A digital certificate also contains asignature, created by generating a message digest of the certificate and then encrypting that
message digest with a (usually different) private key. The signature is then added to the certificate, and is used to verify that
the certificate is authentic. The holder of the (private) key used to sign a certificate (encrypt the message digest) is known as
theissuer, and identifying information about the issuer isin the Issuer field of the certificate, linking the issuer to the subject's
certificate. Similarly, identifying information about the subject isin the Subject field. In most cases, the issuer and the subject
are different. When the issuer and subject are the same, the certificate is known as being self-signed. A self-signed certificate
isalso self-validating, asits own public key is used to validate its signature. When a self-signed certificate is used to sign other
certificates, it becomes the Certificate Authority (CA) for those certificates. The collection of certificates, from the top CA
certificate to the last certificate (known as a leaf certificate) are collectively called the certificate chain.

Certificate authentication is recursive: in order to verify that a certificate is valid you have to decrypt the signature using the
public key intheissuer's certificate. Oncethat signatureisvalidated, if theissuer's certificateis not self signed then the signature
validation process continues up the chain until a self-signed (CA) certificate is validated. A certificate is trusted only if its
entire chainisvalid.

The test procedures in this chapter are organized into two groups: tests that evaluate a certificate's compliance to [SMPTE
430-2] and tests that evaluate the behavior of devices that decode certificates. The Certificate Decoder tests are in this section
because they are not specific to any particular type of system. All d-cinema devices that decode certificates must behave in
the manner described by these tests.

2.1. Certificate Structure

The testing procedures that follow make use of the OpenSSL cryptographic tools and library. OpenSSL is a well known,
free, and open source software package available for a number of hardware platforms and operating systems.

Much of the information in a digital certificate can be viewed in a human-readable format using OpenSSL's 'text' option.
The information presented in the text output can be used to validate a number of certificate requirements, and to validate
certificate-related KDM requirements by comparing the values present in the text output to the values in the KDM. The
following example illustrates the features of atypical D-Cinema leaf certificate:

Example 2.1. D-Cinema Certificate

$ openssl x509 -text -noout -in snpte-430-2-|eaf-cert.pem

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 39142 (0x98e6)
Si gnature Al gorithm sha256W t hRSAEncryption B




Certificate Structure

| ssuer: Oe.ca.exanple.com OU=.ra-1b.ra-1la.s430-2.ca. exanple.com
CN=. cc- admi n/ dnQual i fi er=0sdCakN 3z6UPCYnogM-I TbPMbs=
Validity B
Not Before: Mar 9 23:29:52 2007 GVIT
Not After : Mar 8 23:29:45 2008 GMI H
Subj ect: O=.ca. exanpl e.com OU=.cc-adm n.ra-1b.ra-1la. s430-2. ca. exanpl e.com §E
CN=SM ws- 1/ dnQual i fi er=H i 8HyVnKEZSFoTeYl 2UV9aBi q4=FY
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Modul us (2048 bit):
[ hexadeci mal val ues omitted for brevity]
Exponent : 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Key Usage:
Digital Signature, Key Encipherment, Data Enci pherment
X509v3 Basic Constraints: critical
CA: FALSE
X509v3 Subject Key ldentifier:
1F: F8: BC: 1F: 25: 66: 28: 46: 52: 16: 84: DE: 60: 8D: 94: 57: D6: 81: 8A: AE
X509v3 Authority Key ldentifier:
keyi d: D2: C7: 42: 6A: 43: 62: DF: 3E: 94: 3C: 26: 27: A2: 03: 05: 21: 36: CF: 32: 8B
Di r Nane: / O=. ca. exanpl e. coml OU=. r a- 1a. s430- 2. ca. exanpl e. com
CN=. ra- 1b/ dnQual i fi er =3NVh+Nx9WhnbDc XKK1puQ X4l sY=
serial : 56: CE

Si gnature Al gorithm sha256W t hRSAEncrypti on

[ hexadeci mal val ues omitted for brevity]

Certificate descriptions
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Openssl command line and arguments to view the certificate text.
The x509 version of the certificate.

The serial number of the certificate.

The algorithm that was used to sign the certificate.
Information about the Issuer of the certificate.

The validity section of the certificate.

The date the certificate validity period begins.

The date the certificate validity period ends.

The Subject Name of the certificate.

Information about the Subject of the certificate.

Information about the Subject's public key.

The algorithm used to create the public key.

Information about the RSA public key.

One of the components of the used to calculate the public key.
One of the components of the used to calculate the public key.

x509 Version 3 Extensions. These extensions provide more information about the private key, the purposes for which

it can be used, and how it is identified.
Key Usage. These are the actions that the private key can perform.
The enumerated list of actions that the private key can perform.

x509 Basic Constraints. These declare whether or not the certificate is a CA certificate, and whether or not thereisa

path length limitation. Basic Constraints must be marked Critical.

The Subject Key Identifier identifies the public key in the certificate.

The Authority Key Identifier identifies the | ssuer key used to sign the certificate.
The Signature Algorithm used to sign the certificate.

10




Basic Certificate Structure

2.1.1. Basic Certificate Structure

Objective

Verify that the certificate uses the ITU X.509, Version 3 standard with ASN.1 DER encoding as described in [ITU-
X509]. Also verify that the | ssuer and Subj ect fields are present inside the signed part of the certificate.

Procedures

Thecertificate format and encoding can be verified by using the openssl command to display the certificateinformation
as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -informPEM-in <certificate>

A correctly formatted and encoded certificate will be displayed as text output by openssl. An incorrectly formed
certificate will cause openss to display an error. A certificate that causes an error to be displayed by the opensd
command isincorrectly formed and shall be cause to fail this test.

The version of the certificate and the presence of the | ssuer and Subj ect fields in the signed portion of the
certificate can be verified by viewing openssl's text output of the certificate. The version number isindicated by B in
the example certificate, and the issuer and subject fields are indicated by numbers B and Ed, respectively. An x509
version number other than 3, or the absence of either the Subject field or the Issuer field shall be cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
[ITU-X509]
[SMPTE-430-2]

Test Equipment

openss|
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SignatureAlgorithm Fields

2.1.2. SignatureAlgorithm Fields

Objective

Verify that the Si gnat ur eAl gor i t hmof the signature and the Si gnat ur eAl gor i t hmin the signed portion of
the certificate both contain the value " sha256W t hRSAEncr ypti on".

Procedures

Thesignature algorithms of the signature and of the certificate can be verified by using the openssl command to display
the certificate text as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The signature agorithm of the certificate is indicated by @ in the example certificate, and the signature algorithm of
the signature isindicated by number B2 of the exampl e certificate. Verify that these values are identical. Non-identical
values shall be cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openss|
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SignatureVaue Field

2.1.3. SignatureValue Field

Objective

Verify that the Si gnat ur eVal ue field is present outside the signed part of the certificate and contains an ASN.1
Bit String that contains a PKCS #1 SHA256W t hRSA signature block.

Procedures

The certificate signature value can be verified by using the openssd command to display the certificate information
as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

A correct certificate signature will be displayed as colon separated hexadecimal values in the text output by openssl.
The signature block, omitted from the example certificate, will be present bel ow the signature algorithm at the bottom
of the output below callout number B4 of the example certificate. An incorrect certificate signature will cause openssl
to display an error. A certificate that causes openssl to generate errorsis cause to fail thistest. A signature value other
than sha256WithRSAEnNcryption is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openssl
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SerialNumber Field

2.1.4. SerialNumber Field

Objective

Verify that the Seri al Number field is present inside the signed part of the certificate and that it contains a non-

negative integer that is no longer than 64 bits (8 bytes).

Procedures

The certificate serial number can be verified by using the openssl command to display the certificate information as

described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The serial number field isindicated by B in the example certificate. Confirm that the serial number is a non-negative
integer that is no longer than 64 bits (8 bytes), and that the parenthetical phrase "neg" is not present. A negative serial

number or a number larger than 64 bits shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-2]

9.8

Test EQuipment

openss|
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SubjectPublicKeylnfo Field

2.1.5. SubjectPublicKeyInfo Field

Objective

Verify that the Subj ect Publ i c Key | nfo fieldis present inside the signed part of the certificate and that it
describes an RSA public key with a modulus length of 2048 bits and a public exponent of 65537.

Procedures

The subject public key info can be verified by using the openssl command to display the certificate information as
described in Example 2.1, eg.:

$ openssl x509 -text -noout -in <certificate>

The Subject Public Key Infoisindicated by [ in the exampl e certificate. The modulus length and the public exponent
are indicated by [ and 5], respectively. Verify that the modulus length is 2048 bits and that the exponent is 65527.
Any other value for the modulus length or the exponent shall be cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openss|
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RSA Key Format

2.1.6. RSA Key Format

Objective

Verify that RSA public key is 2048 bitsin length.

Procedures

The size of the public key can be verified by using the openssl command to display the certificate information as
described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The size of the public key isindicated in parentheses next to the Subject Public Key key section, which isindicated by
callout ¥ in the example certificate. Confirm that this value is "2048 bits'. Any other value is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.7.6
[RFC-3447]
[SMPTE-430-2]

Test Equipment

openss|




Validity Field

2.1.7. Validity Field

Objective
Verify that the Val i di t y field is present inside the signed part of the certificate and contains timestampsin UTC.

Timestamps with years up to and including 2049 must use two digits (UTCTime) to represent the year. Timestamps
with the year 2050 or later must use four digits (GeneralizedTime) to represent the year.

Procedures

The presence of the validity field can be verified by using the openssl command to display the certificate text as
described in Example 2.1, eg.:

$ openssl x509 -text -noout -in <certificate>

The validity field is indicated by callout [ in the example certificate. Confirm that the field is present and that it
containsa"Not Before" value asaUTC timestamp asindicated by i of the example certificate and a"Not After" value
asaUTC timestamp asindicated by B of the example certificate.

Verifying the format of the timestamps as either UTCTime or GeneralizedTime can be accomplished by viewing the
ASN.1 sequences of the certificate with OpenSSL. Additionally, by using the grep command to specify atext string
to display, in this case, "TIME", the time formats can be quickly identified:

$ openssl asnlparse -in <certificate> |grep TIME
154:d=3 hl=2 |I= 13 prim UTCTI ME : 0703121452127
169:d=3 hl=2 I= 13 prim UTCTI ME : 2703071452127

Confirm that timestamps up to the year 2049 arein UTCTime format, and that timestamps starting with the year 2050
are in GeneralizedTime format. Timestamps in UTCTime format will be formatted as"YYMMDDhhmmssZ", and
Timestamps in GeneralizedTime format will have the year coded as"YYYYMMDDhhmmssZ, where"Y" represents
the year, "M" represents the month, "D" represents the day, and "h", "m", "s", and "Z" represent hours, minutes,
seconds, and the Universal Coordinated Time zone. A timestamp prior to 2049 that isnot in UTC format shall be cause

tofail thistest. A timestamp starting in 2050 or later that isnot in GeneralizedTimeformat shall be causetofail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test Equipment

openssl
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AuthorityKeyldentifier Field

2.1.8. AuthorityKeyldentifier Field

Objective

Verify that theAut hority Key ldentifier fieldispresentinthe X509v3 Ext ensi ons section inside the
signed part of the certificate.

Procedures

Thepresenceof theAut hority Key | denti fi er fieldcanbeverified by using the openssl command to display
the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The Authority Key Identifier of the certificate is indicated by B in the example certificate. Confirm that this field
exists. Theabsence of the Aut hority Key Identifi er fieldshall be causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openss|
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KeyUsage Field

2.1.9. KeyUsage Field

Objective
Verify that the Key Usage field is present in the X509v3 Ext ensi ons section inside the signed part of the
certificate. For signer certificates, verify that only the Certi fi cate Si gn flagistrue, and for leaf certificates,

Certificate Sign (KeyCertSign) is false or not present and that the Di gi tal Si gnature and Key
Enci pher nent flagsaretrue.

Procedures

The presence of the Key Usage field can be verified by using the openssl command to display the certificate
information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

TheKey Usagefield inthe certificateisindicated by [ in the exampl e certificate. For signing certificates, confirm that
thisfield existsand that the only key usagelisted in the usagelist (indicated by &) is" Certificate Sign" (KeyCertSign).
For leaf certificates, confirm that the key usages listed are "Digital Signature" and "Key Encipherment”. Absence of
the Key Usage field shall be cause to fail thistest. For asigner certificate, the absence of the " Certificate Sign” flag or
the presence of any other flag shall be causeto fail thistest. For aleaf certificate, the presence of the " Certificate Sign"
sign flag, or the absence of either the "Digital Signature” or "Key Encipherment” flags shall be cause to fail this test.

Note that leaf certificates may have other Key Usages specified, and the presence of other usages not specifically
referenced here shall not be areason to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test Equipment

openss|
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Basic Constraint Field

2.1.10. Basic Constraint Field

Objective
Verify that theBasi ¢ Constrai nt s fieldispresentinthe X509v3 Ext ensi ons section of the signed portion
of the certificate. For signer certificates, verify that the certificate authority attribute is true (CA:TRUE) and the

Pat hLenConst rai nt value is present and either zero or positive. For leaf certificates, verify that the certificate
authority attributeis false (CA:FALSE) and the Pat hLenConst r ai nt isabsent or zero.

Procedures

The presence of the Basi ¢ Constrai nts field can be verified by using the openss command to display the
certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The Basic Constraints field in the certificate is indicated by Eg] in the example certificate. For signing certificates,
confirm that thisfield exists, that the certificate authority valueistrue (CA:TRUE), and that the path length is present
and is a positive integer. For leaf certificates, confirm that the certificate authority value is false (CA:FALSE) and
that the path length is absent or zero. The absence of the Basic Constraints field shall be cause to fail this test. For
signer certificates, the absence of the CA:TRUE value, or a negative or missing Path Length value shall be cause to
fail this test. For leaf certificates, the presence of the CA:TRUE value or the presence of a path length greater than
zero shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openssl
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Public Key Thumbprint

2.1.11. Public Key Thumbprint

Objective

Verify that there is exactly one DnQual i fi er present in the Subj ect field and that the DnQual i fi er vaue
is the Base64 encoded thumbprint of the subject public key in the certificate. Also verify that there is exactly one
DnQual i fi er presentinthel ssuer field and that the DnQualifier value is the Base64 encoded thumbprint of
theissuer's public key.

Procedures

The presence of asingleinstance of theDnQual i f i er field can beverified by using the openssl command to display
the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The Subject DnQualifier in the certificate is in the Subject information as indicated by g in the example certificate,
and the Issuer DnQuialifier in the certificate isin the Issuer information as indicated by B. Confirm that each of these
fields contain only one DnQualifier. Missing DnQualifier values in either of these fields or the presence of more than
one DnQualifier in either field shall be cause to fail thistest.

The public key DnQualifier must be recal culated to confirm that the DnQualifier valuein each of thesefieldsis correct.
The following steps perform this cal cul ation:

1. Extract the public key from the certificate (using OpenSSL)

2. Convert the public key from Base64 to binary (using OpenSSL)

3. Skip 24 bytesinto the binary form of the public key (using dd)

4. Calculate the SHA-1 digest over the remaining portion of the binary form of the public key (using OpenSSL)
5. Convert the SHA-1 digest value to Base64 (using OpenSSL)

The steps above can be performed in sequence by redirecting the output from one step to the next, and using opensd
and the dd command present on most posix compliant operating systems, such as:

$ openssl x509 -pubkey -noout -in <certificate> | openssl base64 -d \
| dd bs=1 skip=24 2>/dev/null | openssl shal -binary | openssl base64

The resulting value is the calculated DnQualifier of the public key in the input certificate. Confirm that when this
calculation is performed on the public key in the subject certificate, the calculated value is equal to the DnQualifier
present in the Subject field. Confirm that when this calculation is performed on the public key in the issuer certificate,
the calculated value is equal to the DnQualifier present in the I ssuer field of the subject certificate. A DnQualifier that
does not match the calculated value of the corresponding certificate's public key shall be cause to fail this test.

Supporting Materials

Reference Document | D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
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Public Key Thumbprint

Reference Document 1D

Refer ence Document Section(s)

[SMPTE-430-2]

Test Equipment

openssl
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Organization Name Field

2.1.12. Organization Name Field

Objective

Verify that exactly one instance of the Or gani zat i onNare field ispresent inthe | ssuer and Subj ect fields.
Verify that thetwo Or gani zat i onNamne values are identical.

Procedures

The presence of the Or gani zat i onNane in the Subject and Issuer fields can be verified by using the openssl
command to display the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The OrganizationName values are in the Subject and Issuer fields in the certificate as indicated by B and E®in the
example certificate. Confirm that the Organization name, the value specified as " O=<or gani zat i on- nane>",
is the same in both fields. Non-identical Organizational name values in the Subject and Issuer fields shall be cause
to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openss|
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OrganizationUnitName Field

2.1.13. OrganizationUnitName Field

Objective

Verify that exactly one instance of the Or gani zat i onUni t Narmre (OU) value is present in the | ssuer and
Subj ect fields.

Procedures

The presence of the Or gani zat i onUni t Name in the Subject and Issuer fields can be verified by using the openssl
command to display the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The OrganizationUnitName values are in the Subject and Issuer fields in the certificate as indicated by B and g in
the example certificate. The absence of an Or gani zat i onUni t Narre in either the Subject or Issuer fields of the
certificate shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openss|
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Entity Name and Roles Field

2.1.14. Entity Name and Roles Field

Objective
Verify that the CormonNane ( CN) is present exactly once in both the Subj ect and | ssuer fields. Also verify
that the CormonNane fields contain a physical identification of the entity (i.e., make, model, or seria number, for

devices). For leaf certificates (i.e., certificate authority is set to False), verify that at least oneroleis specified and that
it isthe role expected for the certificate.

Procedures

The presence of the ConmonNarnre in the Subject and Issuer fields can be verified by using the openssl command to
display the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The CommonName values are in the Subject and I ssuer fieldsin the certificate asindicated by B and @in the example
certificate. Confirm that the CommonNane, the value specified as "CN=<common-name>" is present only once and
that it contains information that identifies the entity. For leaf certificates, confirm that the common name specifies at
least one role and that it is correct for the certificate. The absence of the CormpnNane vauein either the Subj ect
or | ssuer fields shal be cause to fail thistest. For leaf certificates, the absence of arole designation shall be cause
to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openssl
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Unrecognized Extensions

2.1.15. Unrecognized Extensions

Objective

Verify that any X.509v3 extensionsin the certificate that are not specified in[ SMPTE 430-2] (unrecogni zed extensions)
are not marked critical.

Procedures

Thelist of X.509v3 extensionsin a certificate can be viewed by using the openssl command to display the certificate
information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

Of the X.509v3 extensionslisted in the certificate, only "Basic Constraints" (indicated by EE]) must be marked critical,
and then only for signer certificates (certificates that have CA:TRUE). "Basic Constraints' may be marked critical for
leaf certificates. "Key Usage" (indicated by ) may be marked critical. No other X.509v3 extensions may be marked
critical. A signer certificate with a "Basic Constraints' section that is not marked critical shall be cause to fail this
test. A Certificate that has any X.509v3 extension marked critical other than Basic Constraints and Key Usage shall
be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test EQuipment

openssl
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Signature Validation

2.1.16. Signature Validation

Objective

Using theissuer's public key, verify that the signature contained in the certificate is valid.

Procedures

For this operation to be successful, validation must be performed down the certificate chain, from the self-signed root
certificate (the CA) to theleaf certificate being validated. Certificate chain validation isrecursive, so as each certificate
in the chain isvalidated it isincluded as part of the validation of the next certificate. With OpenSSL, thisresultsin a
file that contains the root certificate and, incrementally, each of the signer certificates of certificate chain of the leaf
certificate. Thisfile is then used to validate the signature on the leaf certificate. A certificate chain containing three
certificates can be validated by following these steps:

1. Verify that the CA certificate signature is valid
2. Verify that the CA's signature on the signer's certificate is valid.
3. Verify that the signer's signature on the leaf certificate is valid.

This example uses openss to validate each certificate, and the unix command ' cat' to append each successive
certificate to asinglefile. Thisfileis specified to openssl using the - CAf i | e option.

$ openssl verify -CAfile caroot.pem caroot.pem
caroot.pem OK

$ cp caroot.pem certchai n. pem

$ openssl verify -CAfile certchain. pem si gner.pem
si gner.pem K

$ cat signer.pem >> certchain. pem

$ openssl verify -CAfile certchain. pem|eaf.pem

| eaf . pem K

Error messages from OpenSSL indicate that a certificate in the chain did not validate, and that the chain is not valid.
Error messages that indicate that the certificate chain is not valid shall be cause to fail this test.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test Equipment

openss|
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Certificate Chains

2.1.17. Certificate Chains

Objective
Verify that the following conditions are true for a given certificate chain:

1. The certificate chain is complete, i.e., for each certificate specifiedinan | ssuer field, thereisacorresponding
certificate whose Subj ect field matchesthat | ssuer field.

2. For each certificate in the chain, the validity periods of any child certificates are completely contained within the
validity period of the parent certificates.

3. That the root certificate (i.e., a self-signed certificate where the CA-flag istrue) isavalid root certificate.

Procedures

A complete certificate chain startswith aleaf certificate and ends with aself-signed (CA root) certificate. Between the
leaf certificate and the CA root certificate there should be one or more signer certificates. A leaf certificateissigned by
asigner certificate, and the signer certificate isidentified by its DnQualifier in the "Issuer" field of the leaf certificate.
In a chain of three certificates, the signer certificate isin turn signed by the CA root certificate, which is similarly
identified by its DnQualifier in the I ssuer field of the signer's certificate. The CA root certificateis self-signed and has
its own DnQualifier in both the Subject and Issuer fields.

To verify that the certificate chain is complete, confirm that the certificates corresponding to the Issuer DnQualifiers
of each of the certificates is present, as explained in Section 2.1.11: Public Key Thumbprint. A certificate chain that
does not contain all of the certificates matching the DnQualifiers specified in the I ssuer fields of the certificates means
the chain is not complete and shall be cause to fail thistest.

The validity period of a certificate can be viewed using the procedure described in Section 2.1.7: Validity Field.
Confirm that for each certificate in the chain, the signer certificate's validity period completely contains the validity
period of the signed certificate. A certificate that has a validity period that extends beyond the validity period of its
signer (either starting before, or ending after, the validity period of its signer) shall be cause to fail this test.

To confirm that the CA root certificate is avalid root certificate:

1. Verify that the DnQualifier in the Issuer field is the same as the DnQualifier in the Subject field as described in
Section 2.1.11: Public Key Thumbprint.

2. Confirm that the Certificate Authority value in the Basic Constraints field is true and the path length value is a
number greater than zero, as described in Section 2.1.10: Basic Constraint Field.

3. Confirm that the X.509v3 Key Usage contains " Certificate Sign" as described in Section 2.1.9: KeyUsage Field.

A CA certificate that is not self signed, or does not have a non-negative path length of zero or greater, or that does
not have the basic constraints extension marked critical and containing CA:TRUE, shall be cause to fail this test.

Supporting Materials

Reference Document |D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
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Certificate Chains

Test Equipment

openss|
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Certificate Decoder Behavior

2.2. Certificate Decoder Behavior

2.2.1. ASN.1 DER Encoding Check

Objective

Verify that acertificateisrejected by the decoding deviceif it contains syntax errors or does not conform to the ASN.1
DER (Distinguished Encoding Rules) format.

Procedures

For the malformed certificate below, perform an operation with the device under test using a malformed certificate.
Verify that the operation fails. A successful operation using a malformed certificate is cause to fail thistest.

1. A certificate encoded as BER (KDS-chain-c3-BER-enc, |MB-chain-a3-BER-enc)

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-2]

Test Material
KDS-chain-c3-BER-enc
chain-cl1-root

chain-c3-root
IMB-chain-a3-BER-enc
chain-a3-root
chain-b1-root




Missing Required Fields

2.2.2. Missing Required Fields

Objective

Verify that certificates with missing required fields are rejected by a device under test.

Procedures

For each of the malformations below, perform an operation on the device with the certificate that contains that
malformation. Verify that the operation fails. A successful operation using a malformed certificate is cause to fail
thistest.

missing SignatureAlgorithm field (i.e, chain-a3-no-saf, chain-a3-no-saf) - reject
missing SignatureV a ue field (chain-a3-no-svf, chain-a3-no-svf) - reject

missing Version field (chain-a3-no-ver, chain-a3-no-ver) - reject

missing SerialNumber field (chain-a3-no-sn, chain-a3-no-sn - reject

missing Signature field (chain-a3-no-sig, chain-a3-no-sig) - reject

missing Issuer field (chain-a3-no-issuer, chain-a3-no-issuer) - reject

missing Subject field (chain-a3-no-subject, chain-a3-no-subject) - reject

missing SubjectPublicKeyInfo field (chain-a3-no-spki, chain-a3-no-spki) - reject
missing Validity field (chain-a3-no-val-f, chain-a3-no-val-f) - reject

missing AuthorityKeyldentifier field (chain-a3-no-aki-f, chain-a3-no-aki-f) - reject
missing KeyUsage field (chain-a3-no-keyuse, chain-a3-no-keyuse) - reject

missing BasicConstraint field (chain-a3-no-basic, chain-a3-no-basic) - reject

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.8

Test Material

chain-a3-no-saf
chain-a3-no-svf
chain-a3-no-ver
chain-a3-no-sn
chain-a3-no-sig
chain-a3-no-issuer
chain-a3-no-subject

31



Missing Required Fields

Test Material

chain-a3-no-spki
chain-a3-no-val-f
chain-a3-no-aki-f
chain-a3-no-keyuse
chain-a3-no-basic
chain-c1-root
chain-c3-root
chain-a3-no-aki-f
chain-a3-no-basic
chain-a3-no-issuer
chain-a3-no-keyuse
chain-a3-no-saf
chain-a3-no-sig
chain-a3-no-sn
chain-a3-no-spki
chain-a3-no-subject
chain-a3-no-svf
chain-a3-no-val-f
chain-a3-no-ver
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PathLen Check

2.2.3. PathLen Check

Objective

Veify that, if the Certificate Authority attribute of the BasicConstraint field is True, the
Pat hLenConst r ai nt valueispresent and is either zero or positive. Verify that if the certificate authority attribute
of the Basi cConst r ai nt fieldisFalse, the Pat hLenConst r ai nt field isabsent or set to zero.

Procedures

1. Perform an operation on the device under test using alesf certificate with a PathLen greater than zero (0). Verify
that the operation fails. A successful operation using a certificate with an incorrect Path Length is cause to fail
thistest.

2. Perform an operation on the device under test using aleaf certificate with a PathLen that is negetive. Verify that
the operation fails. A successful operation using acertificate with anincorrect Path Lengthiscauseto fail thistest.

3. Perform an operation on the device under test using asigner certificate that does not contain a PathLen (PathLen
absent). Verify that the operation fails. A successful operation using a certificate with an incorrect Path Length
iscauseto fail thistest.

4. Perform an operation on the device under test using a signer certificate that contains a PathLen that is negative.
Verify that the operation fails. A successful operation using a certificate with an incorrect Path Length is cause
tofail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8

Test Material

chain-a3-path-1
chain-a3-path-2
chain-a3-path-3
chain-a3-path-4
chain-a3-path-5
chain-a3-path-6
chain-a3-path-7
chain-c3-root

chain-a3-path-1
chain-a3-path-2
chain-a3-path-3
chain-a3-path-4
chain-a3-path-5
chain-a3-path-6
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PathLen Check

Test Material

chain-a3-path-7
chain-a3-root




OrganizationName Match Check

2.2.4. OrganizationName Match Check

Objective

Verify that the certificate is rejected by the device if the Or gani zat i onNan® in the subject and issuer fields do

not match.

Procedures

Perform an operation on the device with acertificate that hasmismatched Or gani zat i onNane valuesinthe Subject
and Issuer fields. Verify that the operation fails. A successful operation using a malformed certificate is cause to fail

this test.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9.8

Test Material

chain-a3-org-name
chain-c3-root
chain-a3-org-name
chain-a3-root
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Certificate Role Check

2.2.5. Certificate Role Check

Objective

Verify that when the validation context includes a desired role, a device under test rejects aleaf certificate with arole
that is different than the role expected.

Procedures

Perform an operation on the device under test using a certificate with a role that is not permitted to perform the
operation. Verify that the operation fails. A successful operation using acertificate with anincorrect rolein avalidation
context that requires the correct role is cause to fail thistest.

 Certificate Authority isFalseand norole specified in CommonName (chain-a3-role-1, IMB-chain-a3-role-1) - reject
» Distribution Root Certificate without a distributor role, Remote SPB root Certificate with a role other than SMS

role (KDSchain-a3-role-2, chain-a3-role-2) - reject

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8

Test Material

chain-a3-role-1
KDS chain-a3-role-2
chain-c3-root
chain-a3-role-1
chain-a3-role-2
chain-a3-root
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Validity Date Check

2.2.6. Validity Date Check

Objective

Verify that the certificate is rejected if it is not valid at the desired time (according to the validation context, e.g.,

time of playback).

Procedures

Perform an operation on the device with a certificate that is not valid. Verify that the operation fails. A successful
operation using a certificate at atime outside of its validity period is cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.8

Test Material

chain-a3-date-exp
chain-c3-root
chain-a3-date-exp
chain-a3-root
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Signature Algorithm Check

2.2.7. Signature Algorithm Check

Objective

Verify that a certificate is rejected by a device under test if the signature algorithms in the certificate body and the
signature are not sha256W t hRSAEncr ypt i on.

Procedures

Perform an operation on the device with a certificate that has mismatched or incorrect signatures for each of the
following types of signature errors. Verify that the operation fails. A successful operation using an incorrectly signed

certificate is cause to fail thistest.

 Signature algorithm of the signature not sha256WithRSAENcryption (chain-a3-osig-type,chain-a3-iosig-type) -

reject

 Signature algorithm of the certificate not sha256WithRSAENcryption (chain-a3-isig-type, chain-a3-isig-type) -

reject

 Signature algorithms identical, but not sha256WithRSAEnNcryption (chain-a3-iosig-type, chain-a3-osig-type) -

reject

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9.8

Test Material

chain-a3-osig-type
chain-a3-isig-type
chain-a3-iosig-type
chain-c3-root
chain-a3-iosig-type
chain-a3-isig-type
chain-a3-osig-type

chain-a3-root
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Public Key Type Check

2.2.8. Public Key Type Check

Objective

Verify that the certificate isrejected if the subject's Public Key isnot 22048 bit RSA key with an exponent of 65537.

Procedures

For each of the types of incorrect public keys bel ow, perform an operation on the device with the certificate that has an
public key that isnot correct. Verify that the operation fails. A successful operation using a certificate with an incorrect
public key is cause to fail thistest.

» Public Key not an RSA Key (chain-a3-no-rsa, chain-a3-no-rsa) - reject
» RSA Public Key Length only 1024 bit (chain-a3-short-rsa, chain-a3-short-rsa) - reject

» Public Key Exponent other then 65537 chain-a3-bad-exp, chain-a3-bad-exp) - reject

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8

Test Material

chain-a3-no-rsa
chain-a3-short-rsa
chain-a3-bad-exp
chain-c3-root
chain-a3-no-rsa
chain-a3-bad-exp
chain-a3-short-rsa
chain-a3-root
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Issuer Certificate Presence Check

2.2.9. Issuer Certificate Presence Check

Objective

Verify that the certificate is rejected if the issuer's certificate cannot be located by looking it up using the value of the
Aut hor i t yKeyl denti fi er X.509v3 extension.

Procedures
Perform an operation on the device under test using certificates that do not include the certificate's signer specified by

theAut hori t yKeyl dent i fi er. Verify that the operation fails. A successful operation using a certificate without
the certificate signer present is cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8

Test Material
KDM without AuthorityKey certificate




Chapter 3. Key Delivery Messages

This chapter contains tests for Key Delivery Messages (KDM). The test procedures in this chapter are organizedsinto,three
groups: teststhat evaluate aKDM's compliance to [SMPTE 430-3], teststhat evaluate aKDM's compliance to [SMPTE43041],
and tests that evaluate the behavior of devices that decode KDMs. The KDM Decoder tests are in this section because theyrare
not specific to any particular type of system. All d-cinema devices that decode KDMs must behave in the manner described
by these tests.

Before diving in to testing KDM files, we will first introduce XML and provide some examples of KDM documents.

3.1. eXtensible Markup Language

XML is afile metaformat: afile format for creating file formats. Many of the files that comprise a d-cinema composition
(e.g., afeatureor trailer), are expressed in XML. Whilethe various d-cinemafile formats represent different concepts within
the d-cinema system, the arrangement of data within the files is syntactically similar for those files that use XML. This
section will provide an overview of XML as used for d-cinema applications. Readers looking for more detailed technical
information are referred to the home of XML at http://www.w3.0rg.

3.1.1. XML Documents

Themain unit of datastorageinan XML documentisthe XML element. XML elementsare expressed in adocument using
tags, strings of human-readabl e text enclosed between less-than (<) and greater-than (>) characters. An XML document
isan element that is meant to be interpreted as a complete unit. Every XML document consists of asingle XML element
having zero or more (usually hundreds more) elements inside. XML documents may be stored as file, transmitted over
networks, etc. The following example shows avery simple XML element, rendered as a single tag:

<Comment />

By itself, this XML element is a complete, though very uninteresting, XML document.

To be more useful, our example element needs some data, or content. XML content may include unstructured text or
additional XML elements. Here we have expanded the element to contain some text:

<Comment >The qui ck brown fox...</Coment >

Notice that when an XML element has content, the content is surrounded by two tags, in this case <Comment> and </
Comment>. The former is an opening tag, the latter a closing tag.

We now have some datainside our element. We could help the reader of our example XML document by indicating the
language that the text represents (these same characters could of course form words from other languages). The language
of thetext ismetadata: in this case, dataabout thetext. In XML, metadatais stored as sets of key/value pairs, or attributes,
inside the opening tags. We will add an attribute to our example element to show some metadata, in this case we are
telling the reader that the text isin English:

<Comment | anguage="en">The qui ck brown fox...</Conment >

The following example shows an actual d-cinema data structure (there is no need to understand the contents of this
example as this particular structureis covered in more detail in Section 4.2.1.):

Example 3.1. Packing List Example (Partial)

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
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XML Schema

<Packi ngLi st xm ns="http://ww. snpt e-ra. or g/ schemas/ 429- 8/ 2007/ PKL" >
<l d>ur n: uui d: 59430cd7- 882d- 48e8- a026- aef 4b6253df c</ | d>
<Annot at i onText >Perf ect Myvi e DCP</ Annot at i onText >
<| ssueDat €>2007- 07- 25T18: 21: 31- 00: 00</ | ssueDat e>
<l ssuer >user @ost </ | ssuer >
<Cr eat or >Packagi ng Tool s v1. 0</Creat or >
<Asset Li st >
<Asset >
<l d>ur n: uui d: 24d73510- 3481- 4ae5- b8a5- 30d9eeced9cl</ | d>
<Hash>AXuf MKY7NyZcf SXQ@sCZl s5dSyE=</ Hash>
<Si ze>32239753</ Si ze>
<Type>appl i cat i on/ nxf </ Type>
<Annot at i onText >i ncl udes Manp; E</ Annot at i onText >
</ Asset >
</ Asset Li st >
</ Packi ngLi st >

3.1.2. XML Schema

You may have noticed that the basic structure of XML allows the expression of ailmost unlimited types and formats of
information. Before a device (or a person) can read an XML document and decide whether it is semantically correct, it
must be possible for the reader to know what the document is expected to contain.

The XML standard dictates some initial requirements for XML documents. The document shown in Example 3.1 above
illustrates some of these requirements:

1. Element tags must be correctly nested: an element must be closed in the same scope in which it was opened. For
example, the following XML fragment shows incorrect nesting of the El enent 3 element (it should close before
El enent 2 closes, not after).

<El enent 1>
<El enent 2>
<El enent 3>
</ El ement 2>
</ El enent 3>

</ El ement 1>

2. The document may not contain specia characters in unexpected places. For example, the &, < and > characters
may not appear except in certain cases. Special encodings must be used to use these characters literally within an
XML document.

A document which meetsthese requirementsissaid to bewell formed. All XML documents must bewell formed. An XML
parser (aprogram that reads XML syntax) will complain if you give it XML that is not well-formed. Well-formedness,
however, does not help us understand semantically what's in an XML document. To know the meaning of a particular
XML structure, we have to have a description of that structure.

The structure and permitted valuesin an XML document can bedefined using XML Schema. Thereare other languagesfor
expressing the content model of an XML document, but XML Schemais the standard used by the SMPTE specifications
for d-cinema. XML Schemais alanguage, expressed in XML, which allows the user to define the names of the elements
and attributes that can appear in a XML document. An XML Schema can aso describe the acceptable contents of and
combinations of the XML elements.

Given an XML Schema and an XML document, a validating XML parser will report not only errors in syntax but also
errorsin the use and contents of the elements defined by the schema. Throughout this document, we will use the schema-
check program to test XML documents. The command takes the instance document and one or more schema documents
as arguments:

$ schema-check <input-file> snpte-430-3-2007.xsd
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XML Signature Validation

If this command returns without errors, the XML document can be said to be both well-formed and valid;

Some XML documents are defined using more than one schema. In these cases, you can supply the names of any number
of schemas on the command line;

$ schema-check <input-file> snpte-430-3-2007.xsd snpt e- 430-1-2007. xsd

3.1.3. XML Signature Validation

XML Sgnature is a standard for creating and verifying digital signatures on XML documents. Digital signatures are
used to allow recipients of Composition Playlists, Packing Lists and Key Delivery Messages (KDM) to authenticate the
documents; to prove that the documents were signed by the party identified in the document as the document's signer,
and that the documents have not been modified or damaged since being signed.

The checksig program (distributed with the XML Security library) can be used to test the signature on an XML document.
The program is executed with the name of afile containing asigned XML document:

Example 3.2. checksig execution

$ checksig test-kdm xml
Signature verified OK!

The program expects that the first certificate in the <Keylnfo> element is the signer. This has two implications:
» Theprogram will fail if the signer is not the first (SMPTE standards allow any order)
* The program does not check the entire certificate chain

To solvethefirst problem, the dsig-cert.py (see Section C.8) can be used to re-write the XML document with the signer's
certificate first in the <KeyInfo> element. Thisis demonstrated in the following example:

Example 3.3. dsig-cert.py execution

$ dsig-cert.py test-kdmxm >tnp. xnl
$ checksig tnp. xm
Signature verified K

The second problem is solved by extracting the certificates from the document's XML Signature data and validating them
directly with openssl. This procedure is the subject of the next section.

3.1.3.1. Extracting Certificates from an XML Document

In order to test certificates separately from the XML document in which they are embedded, it is necessary to manually
extract them into separate PEM files (see[RFC-1421]). A PEM file contains acertificate (more than oneif desired, but
we're not going to do that just yet) as a DER-encoded binary string which is then encoded using Printable Encoding
(see [RFC-1421]). The encoded text is prefixed by the string - - - - - BEA N CERTI FI CATE- - - - - followed by a
newline. The encoded text is followed by the string - - - - - END CERTI FI CATE- - - - - . An example of thisformat
can be seen below. Note that the Printable Encoding has newlines after every 64 characters.

43




Extracting Certificates
from an XML Document

Example 3.4. An X.509 certificate in PEM format

————— BEG N CERTI FI CATE- - - - -

M | EdzCCA1+gAw BAgl CNBowDQYJKoZI hvc NAQEL BQAWG YQXx GTAXBgNVBAO TECS)
YS5j aWbl Y2VydC5] b20x LDAgBgNVBASTI y5y YSOxYi 5y YSOx YS5z NDMM.TI uY2Eu
Y21 uzZWN cnQuY29t MRl wEAYDVQQDEWKUY2M YWRt aWAxJ TA] BgNVBCA THG\WSKw
NDBCMDhqSGIk O JIWhps Vi 9DUOXmMNDOW Bc NMDeWMTELM | 00TQOWAgPM AwODAX
MIyM Q6NDJaM GLMRkwFwYDVQQKEXAuY2EuY2l uZWNl cnQuY29t MIruwMvY DVQQL
EywuY2M YWRt aWtucmEt MY ucmEt MAEucz Qz MCOy LmNhLnNpbmVj ZXJ0Lm\vbTEQ
MA4 GA1UEAX VHUOOud3M MTEl MCMGALUELhMedC8z @x NW di QARGUNhnaml TRTFn
NGY4NUhNPTCCASI wDQYJKoZI hvc NAQEBBQADg g EPADCCAQo CggEBAOBej VA3Lg+Y
uvTYhCaFyOET6zH6Xr B3r LRr | beM r TUUMCX0YSMA7m8Z01Bd/ HQr Ixyq6hJnmPCGu
auxwwW F4Aw+Aaj BRp4eSi At 8sr ACc Eny qGHwPLoaKVEaHXSOY8gJ plk ZwgGamoR40
RQusf Ab2/ L76+R MJyACoJuR6k4k OBV\Bbj EE4E76KKRAk5K580d7uFf 5G86GhG U
Af XHIXbogzHnxQHaM dKNaSskxW WBGr X43+2ZZUHVRZKeOPs/ 9g2gCRZ6eYai ma
UF+szHOEUYOMox4pogn+SZFr UN EoW DM6PSTTgCQVOQLBt z D1l BQONQGOIcd73N
9f 5M G oWk CAWEAAaOB5z CB5 DAL Bg NVHQB EBAMCBL AWDAYDVROTAQH BAI wADAd
BgNVHQ4EFgQUt / 3CI MZ7bAdFRxgj nSE1g4f 85HMwgac GA1UdI wSBnz CBnl AUcpJl
p40B3H Hod8ol Zz| V/ CSLf 6hf 6ROMHs x GTAXBgNVBAOTECSj YS5j aWsl Y2VydC5j
b20xJj AkBgNVBAsS THS5y YSOX YS5z NDMM.TI uY2EuY2| uZWN cnQuY29t MBwWDQYD
VQQDEWYucnEt M xJTAj BgNVBCATHEJt eVdZV3dOM2OFN JGSTVYdDd3KOhGaEt W
Zz2CAWDpz TANBgk ghki GOwWOBAQs FAACCAQEAoW AFQsyoKt 07+WBe F9HUCRpKkxk
6gMyXzgAf JFRk/ pi 7C nf j xvWikJgq4HWIWHpXs G-f / RTp08naV1UHNe71sDYV2Fb
MOSFRi 20r RWZEXO9SBKQHLZ7ZdLU+6G HXKj mp9Di of UNOgvZPQnvwd CoB4CpG
K14kt xt OghczzEi JCk2KI SsgOU6NK4cnt Ff M ukl TwrD5C6 TvaawkveNIQel dj Uw
TWovd+Edf 9wk HNv BERRII bCGW 16 C5BVQZt FBJAU++3gul/ 4Qn4l kel gnR6099S
UQ+T344CBS| y06zt i WZi uxoONoXf y12DTSepB+QShnuhsScr f vOQbB5hw==
————— END CERTI FI CATE- - - - -

Within an XML document signed using XML Signature, certificates are stored in <dsi g: X509Certifi cate>
elements. These elements can be found at the end of the document, withinthe</ dsi g: Si gnat ur e> element. The
encoding method for storing certificate datain XML Signatureisvirtually identical to PEM. The Base64 encoding (see
[RFC-2045]) uses the same mapping of binary datato text characters, but the line length is not limited as with PEM.

Itisarelatively easy task to use atext editor to copy and paste certificate data from an XML document:

1. Open a new text editor window, and paste - - - - - BEG N CERTI FI CATE- - - - - , then press the Enter key.
Note that the number of '-' (dash) characters on either side of the BEG N CERTI FI CATE label isfive (5).

2. Copy the content of the selected <dsi g: X509Certi fi cat e> element (but not the element tags) from the
KDM and paste it into the new editor window. The cursor should now be positioned at the last character of the
certificate; press the Enter key.

3. Paste--- - - END CERTI FI CATE- - - - - at the end of the new editor window and press the Enter key.

4. Note again that Printable Encoding lines in PEM format files must be no more than 64 characters in length. If
the Baseb4 certificate string copied from the KDM containslong lines, manually break the lines using the cursor
and the Enter key.

5. Save the editor's contents to afile, usually with a. pemsuffix.

In most cases the procedure given above can be automated using the dsig-extract.py program (see Section C.9). As
shown below, the - p option can be used to provide a prefix for the automatically-generated filenames. Inthisexample,
the input document contained four certificates.

Example 3.5. dsig-extract.py execution

$ dsig-extract.py -p my_prefix_ test-kdm xmnl
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$ Is ny_prefix_*
my_prefix_1. pem
my_prefix_2. pem
my_prefix_3. pem
my_prefix_4. pem

Y ou can test that the certificate has been correctly extracted by using openssl to view the contents of the certificatefile;

$ openssl x509 -text -noout -in <certificate-file.penr

The output from this command should look similar to Example 2.1: D-Cinema Certificate.

To validate a complete chain of extracted certificates, use the procedure in Section 2.1.16.

3.2. Key Delivery Message Example

The Key Delivery Message (KDM) is an XML document that contains cryptographic information necessary to reproduce
an encrypted composition. A KDM also contains metadata about the cryptographic information, such as the validity period
and the associated Composition Playlist (CPL). The format of the KDM file is specified by [SMPTE-430-1]. A KDM isa
type of Extra-Theater Message (ETM), as specified by [SMPTE-430-3].

The following examples show the elements of the KDM that will be examined during the procedures. Each example is
followed by alist of descriptivetext that describesthe variousfeatures of the KDM called out in the examples. These features
will be referred to from the test procedures.

Example 3.6. KDM - AuthenticatedPublic area

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<DCi nemaSecurityMessage xm ns="http://ww. snpt e-ra. or g/ schemas/ 430- 3/ 2006/ ETM
xm ns: dsi g="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" xm ns: enc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<Aut henti cat edPubl i c | d="1D_Aut henti cat edPubl i c">
<Messagel d>ur n: uui d: b80e668c- al75- 4bc7- ae48- d3al9c8f ce95</ Messagel d>
<MessageType>htt p: // ww. snpt e-ra. or g/ 430- 1/ 2006/ KDMtkdm key- t ype</ MessageType>
<Annot at i onText >Per f ect Movi e KDVK/ Annot ati onText > B
<l ssueDat €>2007- 07- 24T17: 42: 58- 00: 00</ | ssueDat e>
<Signer> H
<dsi g: X509I ssuer Nane>dnQual i fi er =wBz3ypt kPxbHI / \ +LUUeH5R6r (¥ | =, CN=. cc- admi n- X,
QOU=. cc-ra- la. s430- 2. ca. exanpl e. com C=. ca. exanpl e. conx/ dsi g: X5091 ssuer Name>
<dsi g: X509Ser i al Nunber >6992</ dsi g: X509Ser i al Nunber >
</ Si gner >
<Requi r edExt ensi ons>
<KDMRequi r edExt ensi ons xm ns="htt p: // ww. snpt e-ra. or g/ schemas/ 430- 1/ 2006/ KDM' >
<Reci pi ent> E
<X509I ssuer Seri al >
<dsi g: X509I ssuer Nane>dnQual i fi er =wBz3ypt kPxbHI / \ +LUUeH5R6r (¥ | =, CN=. cc- admi n- X,
OU=. cc-ra- la. s430- 2. ca. serverco. com O=. ca. server co. conx/ dsi g: X509I ssuer Nane>
<dsi g: X509Ser i al Nunber >8992</ dsi g: X509Ser i al Nunber >
</ X509I ssuer Seri al >
<X509Subj ect Name>dnQual i fi er =83R40i cxCej FRR61 j 6i wdf 2f aTY=, CN=SM x_Mast eri ng,
OU=. cc-ra- la. s430- 2. ca. exanpl e. com C=. ca. exanpl e. conx/ X509Subj ect Nane>
</ Reci pi ent >
<Conposi ti onPl ayl i st d>
urn: uui d: 20670ba3- d4c7- 4539- ac3e- 71e874d4d7d1
</ Conposi tionPl ayli st d>
<Content Titl eText >Per f ect Movi e</ Content Ti t| eText >
<Cont ent KeysNot Val i dBef or e>2007- 07- 24T17: 42: 54- 00: 00</ Cont ent KeysNot Val i dBef or e>
<Cont ent KeysNot Val i dAf t er >2007- 08- 23T17: 42: 54- 00: 00</ Cont ent KeysNot Val i dAf t er >
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<Aut hori zedDevi cel nf 0>
<Devi ceLi stldentifier>urn:uuid: d47713b9- cdel- 40a9- 98f e- 22ef 172723d0</ Devi ceLi stl dentifier>
<Devi ceLi st >
<Certificat eThunmbpri nt >j k4Z8haFhqCGAVbC W65 VSO b4=</ Certi fi cat eThunbpri nt >
</ Devi celi st >
</ Aut hori zedDevi cel nf 0>
<Keyl dLi st >
<TypedKeyl d>
<KeyType scope="http://ww. snpt e-ra. org/ 430- 1/ 2006/ KDMtkdm key-t ype" >MDI K</ Key Type>
<Keyl d>ur n: uui d: 15€929b3- 1d86- 40eb- 875e- d21c916f dd3e</ Keyl d>
</ TypedKeyl d>
<TypedKeyl d>
<KeyType scope="http://ww. snpt e-ra. org/ 430- 1/ 2006/ KDMtkdm key-t ype" >MDAK</ Key Type>
<Keyl d>ur n: uui d: ca8f 7756- 8c92- 4e84- a8e6- 8f ab898934f 8</ Key| d>
</ TypedKeyl d>
[remai ning key IDs omtted for brevity]
</ Keyl dLi st >
<For ensi cMar kFl agLi st >
<For ensi cMar kFl ag>
http://ww. snpt e-ra. or g/ 430- 1/ 2006/ KDM¥#nt kf | g- audi o- di sabl e
</ For ensi cMar kFl ag>
</ For ensi cMar kFl agLi st >
</ KDMRequi r edExt ensi ons>

</ Requi r edExt ensi ons>
<NonCri ti cal Ext ensi ons/ >

</ Aut hent i cat edPubl i c>

KDM AuthenticatedPublic area descriptions

N =

EEEEEEEEEREEEEREEEER

XML Declaration. This specifies the version of the XML standard to which the document conforms, and the character
encoding of the document.

The root DCinemaSecurityMessage element. This element contains the XML namespace declaration for a KDM as
specified in [SMPTE-430-1].

The beginning of the AuthenticatedPublic section of the KDM.

The Unique Universal ID (UUID) of the KDM. Thisis used to uniquely identify the asset map.

The type of message, in this case aKDM.

An annotation text describing the contents or purpose of the KDM.

The date the KDM was issued.

The portion of the KDM that holds information about the certificate used to sign the KDM.

The portion of the KDM that contains information about the recipient (target) certificate.

The serial number of the recipient certificate.

The Subject Name information from the recipient certificate.

The UUID of the CPL used to create the KDM.

The ContentTitleText from the CPL used to create the KDM.

The starting validity date of the KDM.

The ending validity date of the KDM.

Devicelist. Thislist containsthe list of certificates thumbprints authorized for use with at least a portion of the KDM.
A certificate thumbprint in the devicellist.

Thelist of KeylDs and their associated type.

The type of key represented by the KeylD.

The KeyID.

Thisflag determines whether forensic marking is enabled or disabled. The ForensicMarkFlagList may contain multiple
instances of ForensicMarkFlag.

Example 3.7. KDM - AuthenticatedPrivate area

<Aut henti cat edPri vate |d="1D_Aut henti cat edPri vate">
<enc: Encrypt edKey xml ns: enc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod
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Al gorithm="http://ww.w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/>
</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey><enc: Encrypt edKey xm ns: enc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod Al gorithn¥"http://ww. w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/>
</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey>
<enc: Encrypt edKey xml ns: enc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod Al gorithn¥"http://ww.w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/>
</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey><enc: Encrypt edKey xm ns: enc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod Al gorithn¥"http://ww. w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/>
</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey>
[additional EncryptionKey entries omitted]
</ Aut hent i cat edPri vat e>

KDM AuthenticatedPrivate area descriptions

The start of the AuthenticatedPrivate section of the KDM.

The EncryptedK ey element indicates there is data encrypted with an RSA public key algorithm.

The algorithm used to encrypt the data in the CipherData element.
A 256 Byte long block of RSA encrypted data.

Example 3.8. KDM - Signature area

<dsi g: Si gnat ure xm ns: dsi g="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zat i onMet hod

Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n- 20010315#W t hComment s"/ >
<dsi g: Si gnat ur eMet hod Al gorithn="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >

<dsi g: Ref erence URI ="#| D_Aut hent i cat edPubl i c">
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<dsi g: Di gest Val ue>cnn8MA1NR4j QF+9GZi NJTI f | +C/ | 81 BFI j uCuq9l Qe=</ dsi g: Di gest Val ue> B

</ dsi g: Ref er ence>
<dsi g: Ref erence URI ="#| D_Aut henti cat edPri vate">
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<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<dsi g: Di gest Val ue>TEW't PWM_2i Okl pK2/ 4r ZbJbKgnnXj At Jwe9QJSe8u4=</ dsi g: Di gest Val ue>
</ dsi g: Ref er ence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>uH41s90dRPXzFz+BF3dJ/ nyG09cLSE9cLzf 2C7f 2Fn49P9C53T5RSeEl yqt 6p51 | B
z| H293ZJRZcZuV5VAT7 k| b4z6U4CGUTUS1D8! L/ anY1gl LFddj Ui DU/ OnnC4uAsH
r zwQgzOTZnZd2eLoON70DBt NhTcJZf t KUN2QRybHZaJ7Q aBxAi CK3h/ f RW b7zM
bcbsD9/ Vf JFI 7VQCOLYWTxq643EXxj 7sYGKI Srj uN+MLAubG50hu74YLO:x A/ dnGB1
4VeXkBBR/ BEj OEeoxyf FpxbZwkdol 18/ Qd1JF32xpELPI TLr JoRyj r X/ 6gkm@QJ
X9GyFNd8j VxdYNI 4s1JCnQ==</ dsi g: Si gnhat ur eVal ue>
<dsi g: Keyl nf 0>El
<dsi g: X509Dat a>
<dsi g: X509l ssuer Seri al >
<dsi g: X509 ssuer Nane>dnQual i fi er =wBz3ypt kPxbHI /\ +LUUeH5R6r (X | =,
CN=. cc- admi n-x, OU=. cc-ra- la. s430- 2. ca. exanpl e. com C=. ca. exanpl e. conx/ dsi g: X509| ssuer Name>
<dsi g: X509Ser i al Nunber >6992</ dsi g: X509Ser i al Nunber >
</ dsi g: X509I ssuer Seri al >
<dsi g: X509Certifi cat e>
[ PEM encoded certificate om tted]
</ dsi g: X509Certificate>
</ dsi g: X509Dat a>
<dsi g: X509Dat a>
<dsi g: X509l ssuer Seri al >
<dsi g: X509I ssuer Nane>dnQual i fi er =8C8WBoYH f 97Y8n0OkdAgMJ7/ j UU=,
CN=. s430- 2, QU=. ca. exanpl e. com O=. ca. exanpl e. conx/ dsi g: X509| ssuer Name>
<dsi g: X509Ser i al Nunber >50966</ dsi g: X509Ser i al Number >
</ dsi g: X509I ssuer Seri al >
<dsi g: X509Certifi cat e>
[ PEM encoded certificate om tted]
</ dsi g: X509Certifi cate>
</ dsi g: X509Dat a>
<dsi g: X509Dat a>
<dsi g: X509l ssuer Seri al >
<dsi g: X509I ssuer Nane>dnQual i fi er =8C8WBoYH f 97Y8n0OkdAgMJ7/ j UU=,
CN=. s430- 2, OQU=. ca. exanpl e. com O=. ca. exanpl e. conx/ dsi g: X509| ssuer Name>
<dsi g: X509Ser i al Nunber >13278513546878383468</ dsi g: X509Ser i al Nunber >
</ dsi g: X509 ssuer Seri al >
<dsi g: X509Certifi cat e>
[ PEM encoded certificate omtted]
</ dsi g: X509Certifi cate>
</ dsi g: X509Dat a>
</ dsi g: Keyl nf 0>
</ dsi g: Si gnat ur e>
</ DG nemaSecur it yMessage>

KDM Signature area descriptions

Start of the signature section of the KDM.

The canonicalization algorithm of the signature.

Specifies the signature algorithm (RSA) and the digest algorithm (SHA-256) of the signature.
The AuthenticatedPublic reference element.

The method used to create the digest of the AuthenticatedPublic portion of the KDM.

@ Thedigest of the AuthenticatedPublic portion of the KDM.

The AuthenticatedPrivate reference element.

B TheRSA encrypted form of the two digests.

E The section of the signature portion that contains the singer certificate and its certificate chain.
The certificate used to sign the KDM.

Since the KDM carries encrypted data, a tool that can decrypt the encrypted portions of the KDM has been provided in
Section C.1. kdm-decr ypt takestwo arguments, aK DM and the RSA private key that correspondsto the certificate to which
the KDM was targeted, and displays the contents of the encrypted section. Here is an example of kdm-decrypt and the
resulting output:
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Example 3.9. kdm-decrypt Usage and Output

$ kdm decrypt <kdmfile> <rsa-private-key. penr
Ci pherDatal D: f1dc124460169a0e85bc300642f 866ab
Si gner Thunbprint: g50gr 6Gkf G6WW2HzcBTee5mDQ zw=
CPL Id: 119d8990-2e55-4114- 80a2- e53f 3403118d
Key 1d: b6276c4b- b832-4984- aab6- 250c9e4f 9138
Key Type: MK
Not Before: 2007-09-20T03: 24:53-00:00 @&
Not After: 2007-10-20T03: 24: 53-00: 00
Key Data: 7f2f711f 1b4d44b83eldd1bf 90dc7d8c H

kdm-decrypt output descriptions

The CipherData ID. Thisvalue is defined in [SMPTE-430-1].

Thumbprint of the certificate that signed the KDM.

The UUID of the CPL associated with this KDM.

The KeyID that corresponds to the key contained in this EncryptedKey cipherblock.
The type of key contained in this EncryptedK ey cipherblock.

The beginning of validity period of the key.

The end of validity period of the key.

The encryption key.

EEEEEENE
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3.3. ETM features

3.3.1. ETM Structure

Objective

Verify that the ETM portion of the KDM validates against the ETM schemain [SMPTE-430-3].

Procedures

To verify that the ETM defined elements of the KDM are well formed, validate the KDM against the ETM schemain
[SMPTE-430-3], use the procedure described in Section 1.3, i.e.,

$ schema- check snpte-430-3-2007. xsd <input-file>
schema val i dati on successf ul

If the KDM isnot valid or well formed, the program will report an error. A reported error is cause to fail this test.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-3]

Test Equipment

schema-check
Text Editor




ETM Validity Date Check

3.3.2. ETM Validity Date Check

Objective

Verify that the signer's certificate chain was valid at the date specified in the <l ssueDat e> element in the

<Aut hent i cat edPubl i ¢c> areaof the KDM.

Procedures

1. Extract each of the certificates in the signer's certificate chain from the KDM using a text editor, then, using the
process described in Section 2.1.16: Signature Validation, validate the certificate chain. Validation failure of the

certificate chain is cause to fail this test.

2. Oncethe certificate chain has been successfully validated, view the signer certificatein text form using the openssl
command as described in Example 2.1: D-Cinema Certificate. Locate the Val i di t y section of the certificate

asindicated by @ in the example certificate.

3. Using atext editor, view the contents of the KDM and locate the <I| ssueDat e> element as shown in i of

Example 3.6: KDM - AuthenticatedPublic area.

4. Comparethe Not Bef or e and Not Af t er valuesof the signer certificateto thedateinthe <l ssueDat e>
element of the KDM and confirm that it is within the date range. An <l ssueDat e> value outside the date

ranges of the certificate is cause to fail thistest.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9.8

Test Equipment

Text Editor
openss|
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3.3.3. ETM Signer Element

Objective

Verify that the certificate chain in the <Si gner > element of the KDM isvalid.

Procedures

1. Extract each of the certificates in the signer's certificate chain from the KDM using a text editor as described
in Section 1.3.

2. Using the process described in Section 2.1.16: Signature Validation, validate the certificate chain. Validation
failure of the certificate chain is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]
[SMPTE-430-2]

Test Equipment

Text Editor
openss|




ETM EncryptionMethod Element

3.3.4. ETM EncryptionMethod Element

Objective

Verify thatthe Al gor i t hmattribute of the<Encr ypt i onMet hod> for theencrypted key hasthevalue" ht t p: / /
www. W3. or g/ 2001/ 04/ xm enc#r saoaep- ngf 1p".

Procedures

Using a text editor, view the KDM and confirm that the Al gor i t hmattribute of the <Encr ypt i onMet hod>
element in the <Aut hent i cat edPri vat e> element for each of the encrypted keys, as indicated by H in the
example KDM, is " htt p: / / www. w3. or g/ 2001/ 04/ xm enc#r saoaep- ngf 1p". Any other value in this
attribute is cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor
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3.3.5. ETM AnnotationText Language

Objective

Verify that the content of the <Annot at i onText > element is in a human-readable language. If the optional
xm : | ang attribute is present, the language must match. If the xni : | ang attribute is not present, the language
must be English.

Procedures

Using a text editor, view the KDM and confirm that the <Annot at i onText > element as indicated by @ in the
Example 3.6: KDM - AuthenticatedPublic area is a human-readable language. The presence of hon-human-readable
data or text in alanguage other than English without that language's corresponding xm : | ang value is cause to fail
thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor




ETM Referencelist Element

3.3.6. ETM ReferencelList Element

Objective

Verify that the <Ref er encelLi st > element of the <Encr ypt edKey> element is not present.

Procedures
Using a text editor, view the KDM and confirm that, for each instance of the <Encr ypt edKey> element, the

<Ref er enceLi st > element is not present. The presence of the <Ref er enceli st > element indicates that the
KDM is malformed and is cause to fail this test.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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3.3.7. ETM SignedInfo CanonicalizationMethod Element

Objective

Verify that the value of the Al gorit hm attribute of the <Canoni cal i zati onMet hod> element of the
<Si gnedl nf 0> element in the <Si gnat ur e> areaof the KDM is" ht t p: / / www. w3. or g/ TR/ 2001/ REC-
xm - c14n- 20010315#W t hComment s".

Procedures

Using a text editor, view the KDM and confirm that the value of the Al gorithm attribute of the
<Canoni cal i zat i onMet hod> of the <Si gnedl nf 0> element of the <Si gnat ur e> elementis" htt p://
www. W3. or g/ TR/ 2001/ REC- xnl - c14n- 20010315#W t hComment s", as shown in B of Example 3.8:
KDM - Signature area. Any other value in this attribute is cause to fail this test.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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ETM Signature Reference Elements

3.3.8. ETM Signature Reference Elements

Objective

Verify that the <Si gnedl nf o> element of the <Si gnat ur e> area of the KDM contains at least two child
<Ref er ence> elements. The value of the URI attribute of each <Ref er ence> element must correspond to
the respective | D attribute of the digested element. Verify that the URI attribute of one of the <Ref er ence>
element identifies the Aut hent i cat edPubl i ¢ portion of the KDM. Verify that the URl attribute of one of the
<Ref er ence> element identifiesthe Aut hent i cat edPr i vat e portion of the KDM.

Procedures

1. Using atext editor, view the KDM and confirm that the <Si gned| nf o> element of the<Si gnat ur e> areaof
the KDM has at least two child <Ref er ence> elements as shown in [ and [ of Example 3.8: KDM - Signature
area. The presence of fewer than two <Ref er ence> elementsis cause to fail this test.

2. Confirm that the URI attribute of one of the <Ref er ence> element matchesthe value of the | D attribute of the
Aut hent i cat edPubl i ¢ element, asshown by B in Example3.8: KDM - Signature areaand B in Example 3.6:

KDM - AuthenticatedPublic area. The absence of this association in the KDM is cause to fail this test.

3. Confirm that the URI attribute of one of the <Ref er ence> element matches the value of the | D attribute
of the Aut hent i cat edPri vat e element, as shown by [ in Example 3.8: KDM - Signature area and | in
Example 3.7: KDM - AuthenticatedPrivate area. The absence of this association in the KDM is cause to fail this

test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-1]

Test Equipment

Text Editor
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ETM SignatureMethod Element

3.3.9. ETM SignatureMethod Element

Objective

Verify that the <Si gnat ur eMet hod> element of the <Si gnedI nf 0> element of the <Si gnat ur e> areaof the
KDM containsthe URI value" ht t p: / / www. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256".

Procedures

Using atext editor, view the KDM and confirm that the <Si gnat ur eMet hod> element of the <Si gnedl nf 0>
element of the <Si gnat ur e> section of the KDM containsthe URI value™ ht t p: / / www. w3. or g/ 2001/ 04/
xm dsi g- nor e#r sa- sha256", as shown in @ of Example 3.8: KDM - Signature area. Any other valueis cause
to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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ETM Signature Transforms Field

3.3.10. ETM Signature Transforms Field

Objective

Verify that <Ref er ence> elements of the <Si gnedl nf 0> element in the <Si gnat ur e> section of the KDM

do not contain aTr ansf or ns attribute.

Procedures

Using atext editor, view the KDM and confirm that the <Ref er ence> elements of the<Si gnedl nf 0> element in
the<Si gnat ur e> section of the KDM do not containaTr ansf or s attribute. The presence of the Tr ansf or s

attribute is cause to fail thistest.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[SMPTE-430-1]
[SMPTE-430-3]

Test Equipment

Text Editor
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ETM Signature DigestM ethod Element

3.3.11. ETM Signature DigestMethod Element

Objective
Veify that the value of the Al gorithm attribute of the <Di gest Met hod> element of each of the

<Ref er ence> elementsinthe<Si gnedl nf o> element of the<Si gnat ur e> section of theKDM is" htt p: //
www. W3. or g/ 2001/ 04/ xm enc#sha256".

Procedures

Using atext editor, view the KDM and confirm that the value of the Al gor i t hmattribute of the<Di gest Met hod>
element of each of the <Ref er ence> elementsis” htt p: / / www. w3. or g/ 2001/ 04/ xm enc#sha256", as
shown in B of Example 3.8: KDM - Signature area. Any other valueis causeto fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-3]

Test Equipment

Text Editor

60



ETM Signature Validity

3.3.12. ETM Signature Validity

Objective

Verify that the signature is properly formed, i.e., the <Si gnat ur e> element is properly encoded, al digests
are properly formed, the <Si gnat ur eMet hod> and <Canoni cal i zat i onMet hod> in the <Si gnedl nf 0>
element are correct, and the <Ref er ence> values are correct. Verify that the signature isvalid.

Procedures

Verifying that the signature is well formed (the XML structure is correct) and verifying that the signatureis valid (is
properly encoded) can be done by validated the signature XML against the schema using an validating XML parser,
then validating the signature.

1. Using the schema validating tool schema-check, validate the KDM against the schemafound in [SMPTE-430-3]
as described in Section 1.3, i.e.,

$ schema- check <input-file> snpte-430-3-2007. xsd
schema val i dati on successf ul

If the KDM isnot valid or well formed, the program will report an error. A reported error isreason to fail thistest.

2. Using the checksig software utility, verify that there is a signature included in the KDM and that it is valid. A
missing or invalid signature is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-3]

Test Equipment

Text Editor
schema-check
checksig
dsig_cert.py
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KDM features

3.4. KDM features

3.4.1. KDM MessageType Element

Objective

Verify that the <MessageType> element of the KDM contains the string "http://wwv. snpt e-
ra. org/ 430-1/ 2005/ KDMtkdm key-t ype"

Procedures
Using atext editor, view the KDM and confirm that the <MessageType> element of the KDM contains the string

"http://ww. snpt e-ra. org/ 430-1/ 2005/ KDMtkdm key-t ype" asshowning of Example 3.6: KDM
- AuthenticatedPublic area. Any other value in this element is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor




KDM SubjectName Element

3.4.2. KDM SubjectName Element

Objective

Verify that the Subject Name of the recipient X.509 certificate (target certificate) is identical to the value of the
<Subj ect Name> element of the <Reci pi ent > element of the <KDVRequi r edExt ensi ons> element in the
KDM.

Procedures

Comparison of the Subject Name of the certificate against the content of the SubjectName element can be achieved
by viewing the text version of the certificate and comparing it to the KDM element to verify they are the same.

1. Using the method described in Example 2.1: D-Cinema Certificate, view the text information of the certificate
and identify the x.509 subject name as shown in[g .

2.Using atext editor, view the contents of the KDM and identify the <Subj ect Name> of the <Reci pi ent >
element as shown in 4.

3. Confirm that the value of the <Subj ect Nanme> element is the same as the Subject Name of the certificate.
Differing values are cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]
[SMPTE-430-2]

Test Equipment

Text Editor
openssl
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KDM ContentAuthenticator Element

3.4.3. KDM ContentAuthenticator Element

Objective

Verify that, when present, the <Cont ent Aut hent i cat or > element of the <KDVRequi r edExt ensi ons>
element of the KDM contains one of the certificate thumbprints of one of the certificates in the chain of the signer

of the CPL.

Procedures

If the element exists in the KDM:

1.Usng a text editor, view vaue of

<KDIVRequi r edExt ensi ons> element of theKDM. If theelement isnot present, thistest isconsidered passed
and the remaining procedure steps are not performed.

the <Cont ent Aut henti cat or >

2. Extract the certificates from the KDM as described in Section 1.3.

3. Using the certificate thumbprint cal culator tool dc-thumbprint, calcul ate the thumbprint each of the certificates:

$ dc-thunbprint <certificate.penp

4. Confirm that the <Cont ent Aut hent i cat or > value matches one of the thumbprints of the certificate chain

of the signer certificate.

Presence of the <Cont ent Aut hent i cat or > with a value that does not match one of the thumbprints is cause

to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-429-7]
[SMPTE-430-1]

9.8

Test Equipment

Text Editor
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KDM Signer Certificate Presence

3.4.4. KDM Signer Certificate Presence

Objective

Verify that the certificate that signed the KDM is present in one of the <X509Dat a> elements of the <Key| nf 0>
elementsin the signature portion of the KDM.

Procedures
Testing that the certificate that signed the KDM is present in an <X509Dat a> element can be achieved by validating

the signature. If the validation is successful then the certificate that signed the KDM is present. The signature can be
validated using the checksig command:

$ checksig <kdmfile. kdm xni >

A KDM that causes checksig to display errors indicates that the signature did not validate and shall be cause to fail
thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
checksig

dsig_cert.py
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KDM KeyldList/TypedKeyld Field

3.4.5. KDM KeyldList/TypedKeyld Field

Objective

Verify that <TypedKeyl d> element of the <Keyl dLi st > element in the <KDMRequi r edExt ensi ons>
element is well formed. Verify that the element contains one of the following values: MDI K, MDAK, MDSK, FM K,
or FMAK.

Procedures

To complete this test, validate the KDM against the schemain [SMPTE-430-1], then verify that one of the required
valuesis present in the element.

1. Validate the KDM against the schemain [SMPTE-430-1] using the procedure described in Section 1.3, i.e,,

$ schema- check <input-file> snpte-430-1-2007. xsd
schema val i dati on successf ul

If the KDM isnot valid or well formed, the program will report an error. A reported error is cause to fail thistest.

2. Very that the <TypedKeyl d> element contains one of: MDI K, MDAK, MDSK, FM K, or FMAK, as shown in
of Example 3.6. Any other value in this element is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor
schema-check
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KDM ForensicMarkFlagList Element

3.4.6. KDM ForensicMarkFlagList Element

Objective

Verify that, if present, the <For ensi cMar kFl agLi st > element contains a list of one or both of the following
two URIs:

e http://ww. snpt e-ra. org/ 430-1/ 2005/ KDM#nT kf | g- pi ct ur e- di sabl e

e http://ww. snpt e-ra. org/ 430-1/ 2005/ KDM#nT kf | g- audi o- di sabl e

Procedures

Using atext editor, view the KDM and confirm the presence of the <For ensi cMar kFl agLi st > element. The
absence of the element is cause to pass this test and the remainder of this procedure can be skipped. If present, the
element must contain one or both of the following URI values:

o http://ww. snpte-ra. org/ 430- 1/ 2005/ KDM#nT kf | g- pi ct ur e-di sabl e
e http://ww. snpt e-ra. org/ 430-1/ 2005/ KDM¢#nr kf | g- audi o- di sabl e

as shown by B of Example 3.6. The presence of the element with any other value, or no value, is causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM EncryptedData Element

3.4.7. KDM EncryptedData Element

Objective

Verify that element <EncryptedData> is not present.

Procedures

Using atext editor, view the KDM and confirm that the <Encr ypt edDat a> element is not present. The presence

of the element is cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-1]

9.8

Test Equipment

Text Editor
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KeylInfo Element

3.4.8. KeyInfo Element

Objective

If present, verify that the values of each <Keyl nf o> element of al <Encrypt edKey> elements in the
<Aut hent i cat edPri vat e> section of the KDM are identical.

Procedures
Using atext editor, view the KDM and, if present, confirm that the <Key| nf 0> values are identical in all instances

of <Encr ypt edKey> elements. The absence of <Key| nf 0> elements is cause to pass this test. The presence of
differing <Key| nf o> valuesin <Encr ypt edKey> elementsis cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM DevicelistDescription Element

3.4.9. KDM DevicelListDescription Element

Objective

Verify that when present, thevalue of the<Devi celLi st Descri pti on> elementisin ahuman-readablelanguage.
If the optional xm : | ang attribute is present, the language must match. If the xm : | ang attribute is not present,
the language must be English.

Procedures
See Objective.

Using atext editor, view the KDM and confirm that the <Devi ceLi st Descri pti on> element is either absent
or is present and contains human-readabl e text. The presence of non-human-readable data or text in a language other
than English without that language's corresponding xm : | ang value is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM ContentTitleText
Language Attribute

3.4.10. KDM ContentTitleText Language Attribute

Objective
Verify that value of the <Content Tit| eText > element is in a human-readable language. If the optional

xm : | ang attribute is present, the language must match. If the xm : | ang attribute is not present, the language
must be English.

Procedures

Using atext editor, view the KDM and confirm that the <Cont ent Ti t | eText > element asindicated by [ in the
Example 3.6 is ahuman-readable language. The presence of non-human-readable data or text in alanguage other than
English without that language's corresponding xmi : | ang valueis cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM KeyType Scope Attribute

3.4.11. KDM KeyType Scope Attribute

Objective

Verify that the optiona scope attribute of the <TypedKey| d> element of the<Key| dLi st > element is absent or
containsthevalueht t p: / / ww. snpt e-r a. or g/ 430- 1/ 2005/ KDM¢kdm key- t ype.

Procedures
Using atext editor, view the KDM and confirm that the scope attribute of the <TypedKey| d> element is either

not present or is present and containsthevalueht t p: / / www. snpt e-r a. or g/ 430- 1/ 2005/ KDMtkdm key -
t ype, asshown in ] of Example 3.6. Presence of the scope attribute with any other value is cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-1]
[SMPTE-430-3]

Test Equipment

Text Editor
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KDM EncryptionMethod

3.4.12. KDM EncryptionMethod

Objective

Verify that the Al gor i t hmattribute of the<Encr ypt i onMet hod> element of the<Encr ypt edKey/ > element
hasthevalue" ht t p: / / www. W3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p".

Procedures

Using a text editor, view the KDM and confirm that the Al gor i t hmattribute of the <Encr ypt i onMet hod> of
the<Encr ypt edKey/ > element containsthe value ht t p: / / www. w3. or g/ 2001/ 04/ xm enc#r sa- oaep-
ngf 1p, as shown in @ of Example 3.7: KDM - AuthenticatedPrivate area. Presence of the scope attribute with any

other value is cause to fail this test.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[SMPTE-430-1]
[SMPTE-430-3]

Test Equipment

Text Editor
openss|
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KDM CompositionPlaylistld Element

3.4.13. KDM CompositionPlaylistld Element

Objective
Verify that the value of the <Conposi ti onPl ayl i st | d> element in the KDM matches the value in the RSA

protected <Encr ypt edKey> structure, and that these values match the value of the <I d> element in the respective
composition playlist.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1.

To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfile> <rsa-private-key. penr

Verify that the <Conposi ti onPl ayl i st d> element of the <KDVRequi r edExt ensi ons> element in the
plaintext portion of the KDM containsthe same value asthe CPL 1D present inthe RSA protected <Encr ypt edKey >
structure. Non-identical values shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-429-7]
[SMPTE-430-1]

Test Equipment

Text Editor
kdm-decrypt
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KDM Vdlidity Fields

3.4.14. KDM Validity Fields

Objective

Verify that value of the<Cont ent KeysNot Val i dBef or e>and <Cont ent KeysNot Val i dAf t er > elements
match their counterparts in the RSA protected <Encr ypt edKey> structure and that the values arein UTC format.

Procedures
The information in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in

Section C.1. To view the data contained in the encrypted section of the KDM, run the command specifying the KDM
and the RSA private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfile> <rsa-private-key. penr

Verify that the<Cont ent KeysNot Val i dBef or e> element of the <KDVRequi r edExt ensi ons> element has
the same value as the corresponding field inside the RSA protected EncryptedKey structure, and that it isin UTC
format as specified in [RFC-3339]. Non-identical values shall be cause to fail thistest.

Verify that the <Cont ent KeysNot Val i dAf t er > element of the <KDMRequi r edExt ensi ons> element has
the same value as the corresponding field inside the RSA protected EncryptedKey structure, isin UTC format as
specified in [RFC-3339]. Non-identical values shall be cause to fail this test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
[RFC-3339]
[SMPTE-430-1]

Test Equipment

Text Editor
openssl
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KDM KeyldList Element

3.4.15. KDM KeyldList Element

Objective

Verify that each of the KeylD values in the <Keyl dLi st > element of the <KDMRequi r edExt ensi ons>
element matches a KeyID in the RSA protected <Encr ypt edKey> structure and that there are no Keyl Ds without
corresponding <Encr ypt edKey> structures, nor <Encr ypt edKey > structures with KeylDs that are not present
inthe KeyIDList.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1.

To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

Compare the list of KeylDs to the KeylDs in the RSA protected EncryptedKey structures and verify that each of the
KeylDsinthelist correspond to aKeylD in an RSA protected EncryptedK ey structure. The presence of KeylDsin the
KeylDList that do not correspond to a KeylD in an RSA protected EncryptedKey structure shall be cause to fail this
test. The presence of a KeyID in an RSA protected EncryptedK ey structure that is not also present in the KeyIDList
shall be causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test EQuipment

kdm-decrypt
Text Editor
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KDM CipherData Structure ID

3.4.16. KDM CipherData Structure ID

Objective

Verify that the value of the CipherData Structure ID in the RSA protected <Encrypt edKey> structure is

f1dc124460169a0e85bc300642f 866ab.

Procedures

The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1.
To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfile> <rsa-private-key. penr

Verify that the plaintext value of the CipherData Structure ID isf 1dc124460169a0e85bc300642f 866ab. Any

other value shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-1]

9.8

Test EQuipment

kdm-decrypt
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KDM CipherData Signer Thumbprint

3.4.17. KDM CipherData Signer Thumbprint

Objective

Verify that the thumbprint of the signer's certificate in the RSA protected <Encr ypt edKey> element matches the
thumbprint of the certificate that signed the KDM.

Procedures

The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1.
To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfile> <rsa-private-key. penr

A certificate thumbprint can be calculated using the dc-thumbprint tool included in Section C.1. Calculate the
thumbprint with dc-thumbprint, i.e.,

$dc-t humbprint <certificate. penr

Identify the certificate used to sign the KDM and calculate its thumbprint. Compare this thumbprint against the
thumbprint decrypted from the <Encr ypt edKey> element and confirm that they are the same. Non-identical values
shall be causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]
[SMPTE-430-2]

Test Equipment

dc-thumbprint
kdm-decrypt
Text Editor
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KDM CipherData Validity

3.4.18. KDM CipherData Validity

Objective

Verify that the two CipherData validity fields contain UTC format time values.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1.

To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfile> <rsa-private-key. penr

Verify that the plaintext representation of the <Encr ypt edKey > element contains two validity time stampsin UTC
format. Time stamps that are not present or that are not in UTC format shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test EQuipment

Text Editor
kdm-decrypt
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KDM CipherData CPL ID

3.4.19. KDM CipherData CPL ID

Objective

Verify that the CipherData Composition Playlist ID isidentical to the value of the <Conposi ti onPl ayl i st d>
element in the other portions of the KDM.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1.

To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfile> <rsa-private-key. penr

Verify that the decrypted plaintext value of the CompositionPlaylistiD the same as the
<Conposi ti onPl ayl i st1d> element in the AuthenticatedPublic area of the KDM. Mismatching composition
playlist IDs shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test EQuipment

Text Editor
openss|
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KDM EncryptedKey KeyType

3.4.20. KDM EncryptedKey KeyType

Objective

Verify that the key typesin the <Encr ypt edKey> elements of the KDM use only the alowed key types ( MDI K|
MDAK, MDSK, FM K and FMAK), and that they match the plaintext fieldsin the <TypedKey| d> element values for
the KeylDsinthe<Keyl dLi st > element.

Procedures

The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1.
To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfile> <rsa-private-key. penr

For each <Encr ypt edKey > element, verify that the plaintext representation contains akey typethat isone of MDI K,
MDAK, MDSK, FM K or FMAK, and that the key type is identical to the key type for the corresponding KeyID in the
KeylDList. A key typethat is not either MDI K, MDAK, MDSK, FM K or FIMAK shall be causeto fail thistest. A key type
in the <Encr ypt edKey> element that does not match the key type for the corresponding KeyID in the KeylDList
shall be causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
kdm-decrypt
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KDM Recipient X509IssuerName

3.4.21. KDM Recipient X509IssuerName

Objective

Verify that the Distinguished Name value in the <X5091 ssuer Name> element is compliant with [RFC-2253].

Procedures

Using a text editor, view the KDM and confirm that the <X5091 ssuer Name> element as shown below B of
Example 3.6: KDM - AuthenticatedPublic area. Verify that any special characters are properly escaped, and the
seguence is correct and valid. Improperly escaped characters or sequences that do not conform to [RFC-2253] shall
be cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)

[RFC-2253]
[SMPTE-430-1]

Test Equipment

Text Editor




KDM Decoder Behavior

3.5. KDM Decoder Behavior

The tests in this section describe the correct behavior of a KDM decoding device.

3.5.1. KDM NonCiriticalExtensions Element

Objective

Verify that a decoding device does not reject a KDM when the <NonCr i t i cal Ext ensi ons> element is present
and not empty.

Procedures
Perform an operation on the device under test using KDM with non-empty NonCritical Extensions, aK DM that contains

the<NonCri ti cal Ext ensi ons> with values. Verify that the operation is successful. A failed operation shall be
causetofail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]
[SMPTE-430-3]

Test Material
KDM with non-empty NonCritical Extensions
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ETM IssueDate Field Check

3.5.2. ETM IssueDate Field Check

Objective

Verify that the device under test verifies that the signer's certificate is valid at the time when the KDM was issued.
Verify that the device under test verifies that the KDM validity does not extend beyond the ending validity period
of the certificate.

Procedures

For each of the malformations below, perform an operation on the device under test with the test material that has that
malformation. Verify that the operation fails. A successful operation is cause to fail thistest.

1. KDM inwhich the certificate that signed the KDM has an ending validity date prior to the KDM issue date (KDM
with expired Sgner certificate).

2. KDM in which the certificate that signed the KDM has a starting validity date after to the KDM issue date (KDM
issued before certificate valid).

3. KDM inwhichthevalidity period extends beyond the end of the signing certificate'svalidity period (KDM validity
exceeds signer validity).

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8

Test Material
KDM with expired Signer certificate
KDM issued before certificate valid




Maximum Number of DCP Keys

3.5.3. Maximum Number of DCP Keys

Objective

Verify that the system supports compositions with up to 256 different essence encryption keys.

Procedures

1. Create a show that contains the encrypted compositions KDM for 128 Reel Composition, "A" Series and KDM

for 128 Reel Composition, "B" Series. Each composition contains 128 reels of encrypted picture and sound.

2. Play the show and record the following:

a. Whether the playout completes.

b. The presence of any observable artifacts in the reproduced picture and/or sound.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9.7.7

Test Material

KDM for 128 Reel Composition, "A" Series
KDM for 128 Reel Composition, "B" Series
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Structure ID Check

3.5.4. Structure ID Check

Objective

Verify that the device under test checks the validity of the CipherData Structure 1D as specified in [SMPTE-430-1]
and rejects the KDM if the Structure ID isincorrect.

Procedures

Perform an operation on the device under test using KDM with corrupted Cipher Data block, the KDM with an invalid
CipherData Structure. Verify that the operation fails. A successful operation is cause to fail this test.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[SMPTE-430-1]

Test Material
KDM with corrupted CipherData block




Certificate Thumbprint Check

3.5.5. Certificate Thumbprint Check

Objective

Verify that the device under test checks that the thumbprint of the signer's certificate matches the signer of the KDM
and rejects the KDM if it does not.

Procedures
Perform an operation on the device under test using the KDM with a signer's certificate whose thumbprint does not

match the thumbprint of the certificate used to sign the KDM (KDM with incorrect signer thumbprint). Verify that the
operation fails. A successful operation is cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.8
[SMPTE-430-1]

Test Material
KDM with incorrect signer thumbprint
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Certificate Presence Check

3.5.6. Certificate Presence Check

Objective
Verify that when the <Cont ent Aut hent i cat or > element is present, the device under test checks that one of

the certificates in the certificate chain supplied with the CPL has a certificate thumbprint that matches the value of
<Cont ent Aut hent i cat or > element.

Procedures
Perform an operation on the device under test using the KDM with a <Cont ent Aut hent i cat or > value of a

certificate thumbprint that does not match the thumbprint of one of the certificatesin the certificate chain (KDM without
signer certificate). Verify that the operation fails. A successful operation is cause to fail this test.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-1]

Test Material
KDM without signer certificate
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Keylnfo Field Check

3.5.7. KeyInfo Field Check

Objective
Verify that when Keylnfo elements are present in the <EncryptedKey> elements of the

<Aut hent i cat edPri vat e> areaof theKDM, the device under test verifiesthat they all match, and that the device
under test rejects the KDM if they do not match.

Procedures

Perform an operation on the device under test using the KDM with Keylnfo element values that do not match (KDM
with Keylnfo mismatch). Verify that the operation fails. A successful operation is cause to fail this test.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[SMPTE-430-1]

Test Material
KDM with Keylnfo mismatch
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Chapter 4. Digital Cinema Packaging

The DCP is the file format for d-cinema content. Entire suites of standards documents from SMPTE define this format, most
notably the 428 and 429 multi-part documents. In addition, many IETF documents and some 1SO documents are referenced
from the SMPTE works. Reading and understanding all of these documentsis a substantial task, but it is essential knowledge
for accurate and efficient analysis of d-cinemafiles.

In the following procedures, simple tools are used to display the contents of d-cinema files. Example output from these tools
is shown with descriptions of the features that will be interesting to the Test Operator. In addition to the tools used in this
text, the Test Operator may use more sophisticated methods so long as the results obtained are equivalent to the procedures
presented here. The reader should also note that a programmer's text editor and a binary viewer or editor are essential tools
for direct inspection of data.

4.1. Asset Map

D-cinema track files and composition playlists are identified by unique, embedded identifiers. These identifiers, called
UUIDs, are defined by [RFC-4122]. d-cinema XML files use UUIDs to refer to other d-cinema XML files and MXF files
(assets). When d-cinema assets are written to a filesystem (e.g., adisk volume), a mechanism is needed to relate the UUID
valuesto filename valuesin the filesystem. An Asset Map isan XML document that provides a mapping from UUID vaues
to filesystem paths. When a d-cinema package is written to a volume, an Asset Map is created that includes the size and
location of every file in the package. ! Along with the Asset Map, each volume has a Volume Index file. The Volume Index
fileis used to differentiate volumes in a multiple-volume distribution. Both Asset Maps and Volume Indexes are XML files
(asdescribed in Section 3.1). The formats of the Asset Map file and the Volume Index file are specified in [SMPTE 429-9].

Example 4.1. Asset Map

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Asset Map xm ns="htt p: //ww. snpt e-ra. or g/ schemas/ 429- 9/ 2007/ AM' >
<l d>ur n: uui d: 425e93f 7- bca2- 4255- b8ec- 8c7d16f c8881</ | d>
<Cr eat or > Packagi ng Tools v1.0 </Creator>
<Vol uneCount >1</ Vol uneCount >
<l ssueDat €>2007- 07- 06T18: 25: 42- 00: 00</ | ssueDat e>[
<l ssuer >user @ost </ | ssuer >
<Asset List> H
<Asset> H
<l d>ur n: uui d: 034b95b0- 7424- 420f - bbf f - a875a79465a5</ | d>
<Packi ngLi st >t r ue</ Packi ngLi st >
<ChunkLi st >
<Chunk>
<Pat h>per f ect _novi e_donesti c_51. pkl . xm </ Pat h>
<Vol unel ndex>1</ Vol unel ndex>
<O f set >0</ O f set >
<Lengt h>14366</ Lengt h>
</ Chunk>
</ ChunkLi st >
</ Asset >
<Asset >
<l d>ur n: uui d: 4f 89a209- 919b- 4f 21- ald6- 21ad32581115</ | d>
<ChunkLi st >
<Chunk>
<Pat h>per f ect _novi e_j 2c_r 01. nxf </ Pat h>
<Vol unel ndex>1</ Vol unel ndex>
<O f set >0</ O f set >

or packages; volumes can contain multiple DCPs.
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Asset Map

<Lengt h>342162304</ Lengt h>
</ Chunk>
</ ChunkLi st >
</ Asset >
<Asset >
<l d>ur n: uui d: e522f 7b6- 6731- 4df 5- a80e- 8cf d74f 82219</ | d>
<ChunkLi st >
<Chunk>
<Pat h>per f ect _novi e_wav_r 01. nxf </ Pat h>
<Vol unel ndex>1</ Vol unel ndex>
<O f set >0</ O f set >
<Lengt h>34591246</ Lengt h>
</ Chunk>
</ ChunkLi st >
</ Asset >

[additional assets omtted for brevity]

</ Asset Li st >
</ Asset Map>

Assetmap descriptions

N =

EEEEEEECECEENEE

=
E

XML Declaration. This specifies the version of the XML standard to which the document conforms, and the character
encoding of the document.

The root Assetmap element. This element contains the XML namespace declaration for an Assetmap as specified in
[SMPTE-429-9].

The Unique Universal ID (UUID) of the asset map. Thisis used to uniquely identify the asset map.

The date the asset map was issued.

The organization or entity that issued the asset map.

The person, software, or system that generated the asset map.

The Volume count indicates the total number of volumes that are referenced by the asset map.

TheAssetList containsall of the assetsin the asset map. Each asset isdescribed in an Asset sub-element of the AssetList.
The Asset element contains all the data about an asset necessary to locate it in the filesystem.

The Asset UUID isthe unique ID of aparticular asset in the asset map.

The Packinglist element identifies whether or not the asset being described is a Packing List document.

The Chunklist contains the list of chunks that comprise the complete asset.

The Chunk element.

The asset chunk path is the path and filename, in the file system, of the file that contains the asset data.

The chunk volume index indicates the volume number on which the chunk resides.

The chunk offset isthe number of bytes from the beginning of the complete asset file that this chunk begins. A chunk
that is either acomplete file or that is the beginning of afile will have an offset of 0.

The chunk length is the length, in bytes, of the chunk of the asset.

Example 4.2. Volume Index

<?xm version="1.0" encodi ng="UTF-8"?> H

<Vol unel ndex xm ns="http://wwmw. snpt e-ra. or g/ schemas/ 429-9/ 2007/ AM'> H
<l ndex>1</| ndex> H

</ Vol unel ndex>

Volume Index descriptions

XML Declaration. This specifies the version of the XML standard to which the document conforms, and the character
encoding of the document.

The root Assetmap element. This element contains the XML namespace declaration for an Assetmap as specified in
[SMPTE-429-9].

The index number of the volume.
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Asset Map File

4.1.1. Asset Map File

Objective

Verify that the Asset Map fileisin theroot of the volume, and that it it named ASSETMAP. xmi . Verify that the Asset
Map validates against the schema defined in [ SMPTE-429-9-2007].

Procedures

1. Mount the media that contains the volume with a computer, and obtain a directory listing of the root of the
filesystem. The absence of the file ASSETMAP. xnl is causeto fail thistest.

2.Using the schema-check software utility, validate the file ASSETMAP. xm against the schema in
[SMPTE-429-9-2007]. Failure to correctly validate is cause to fail this test. For more information on schema
validation see Section 1.3: Conventions and Practices

E.g.

$ cd/
$1s -F
ASSETMAP. xmi

PKL_c2434860- 7dab- da2b- c39f - 5df 000eb2335. xni
J2K _al3c59ec-f 720- 1d1f - b78f - 9bdead4968c7d_vi deo. nxf
WAV_22d190bd- f 43b- a420- al2e- 2bf 29a737521_audi 0. nxf

$ schema- check ASSETMAP. xml snpt e- 429- 9-2007. xsd

schema val i dati on successf ul
$

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-429-9-2007]

5521

Test EQuipment

schema-check
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Volume Index File

4.1.2. Volume Index File

Objective

Verify that the Volume Index file is in the root of the volume and that it it named VOLI NDEX. xm . Verify that the

Volume Index file validates against the schema defined in [SMPTE-429-9].

Procedures

1. Mount the media that contains the volume with a computer, and obtain a directory listing of the root of the

filesystem. The absence of the file VOLI NDEX. xm is causeto fail thistest.

2.Using the schema-check software utility, validate the file VOLI NDEX. xm against the schema in
[SMPTE-429-9-2007]. Failure to correctly validate is cause to fail this test. For more information on schema

validation see Section 1.3: Conventions and Practices

E.g.

$ cd/
$1s -F
VOLI NDEX. xmi

PKL_c2434860- 7dab- da2b- c39f - 5df 000eb2335. xni
J2K _al3c59ec-f 720- 1d1f - b78f - 9bdead4968c7d_vi deo. nxf
WAV_22d190bd- f 43b- a420- al2e- 2bf 29a737521_audi 0. nxf

$ schenma- check VOLI NDEX. xml snpt e- 429- 9-2007. xsd

schema val i dati on successf ul
$

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

5521

Test Equipment

schema-check
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Packing List

4.2. Packing List

The Packing List (PKL) isan XML document (see Section 3.1) that specifiesthe contents of a d-cinema Package. It contains
the UUID, file type (MXF track file, CPL, etc.), and a message digest of each file in the DCP. This information is used-te
ensure that all of the expected files have been included and have not been modified or corrupted in transit. The format of

the Packing List file is specified by [SMPTE-429-8].

Example 4.3. Packing List

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>

<Packi ngLi st xm ns="http://ww. snpt e-ra. or g/ schemas/ 429- 8/ 2007/ PKL" >

<l d>ur n: uui d: 59430cd7- 882d- 48e8- a026- aef 4b6253df c</ | d>
<Annot at i onText >Perf ect Myvi e DCP</ Annot ati onText >
<l ssueDat €>2007- 07- 25T18: 21: 31- 00: 00</ | ssueDat e>
<| ssuer >user @ost </ | ssuer> H
<Cr eat or >Packagi ng Tool s v1. 0</Creat or >
<AssetList> H

<Asset> H

<l d>ur n: uui d: 24d73510- 3481- 4ae5- b8a5- 30d9eeced9cl</ | d>

<Hash>AXuf MKY7NyZcf SX(®sCZl s5dSyE=</ Hash>
<Si ze>32239753</ Si ze>
<Type>appl i cat i on/ nxf </ Type>

</ Asset >

<Asset >

<l d>ur n: uui d: 456e547d- af 92- 4abc- baf 3- c4d730bbcd65</ | d>

<Hash>k AAoOk XYVDBJ Uphl! | DB9zauv50w=</ Hash>
<Si ze>86474446</ Si ze>
<Type>appl i cat i on/ nxf </ Type>

</ Asset >

<Asset >

<l d>ur n: uui d: e4a4e438- 63ec- 46cb- b9aa- 43acee787d79</ | d>

<Hash>kt 5bP8y4zmHNAY1qVnuj | t Ab4sY=</ Hash>
<Si ze>12163</ Si ze>
<Type>t ext / xm </ Type>

</ Asset >

<Asset >

<l d>ur n: uui d: 3d445456- 54d5- 42bc- a7cc- a8c00b20f f b7</ | d>

<Hash>AQMWKCxxM/001zTS3Y3Q 8M+d9s=</ Hash>
<Si ze>62500144</ Si ze>
<Type>appl i cat i on/ nxf </ Type>

</ Asset >

[ Renmi ni ng assets and signature omtted for brevity]
</ Asset Li st >

[Signature onmitted for brevity]

</ Packi ngLi st >

Packing List descriptions

XML Declaration. This specifies the version of the XML standard to which the document conforms.
The root packing list element. This element contains the XML namespace declaration for the packing list as specified

in [SMPTE-429-8].
The Unique Universal ID (UUID) of the packing list.
The date the packing list was issued.
@ Theorganization or entity that issued the packing list.
The person, software, or system that generated the packing list.
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The Annotation text is a plain text, human readable language description of the packing list's contents.

The assetlist contains all of the assets in the packing list.

The Asset element contains all the metadata necessary to identify thefile.

The Asset UUID isthe unique ID of aparticular asset in the packing list.

The asset hash is a message digest of the asset file.

The asset sizeisthe size, in bytes, of the asset's file in the filesystem.

The asset type contains the mime type of the asset, which is a generic description of the file format. It also containsan
attribute that specifies the specific kind of type, such asa CPL, Picture, or Sound file.

4.2.1. Packing List File

Objective

Verify that the Packing List is an XML document and that it validates against the schema defined in
[SMPTE-429-8-2007].

Confirm that if the | anguage attribute of the <Annot ati onText > element is not present, or present with a
value of "en", that the Annotation text is in human-readable English.

Verify that the Packing List contains urn:uuid values as specified in [RFC-4122].

Verify that the listed file sizes match those for each of the referenced assets.

Procedures

In the following procedures, the callout numbers refer to Example 4.3: Packing List

1.Using the schema-check software utility, validate the XML file structure against the schema in
[SMPTE-429-8-2007]. Failure to correctly validate is cause to fail this test. For more information on schema
validation see Section 1.3: Conventions and Practices.

$ schema_check. py <input-file> snpte-429-8-2007. xsd
schema val i dation successf ul
$

2. Openthe Packing List filein atext editor and verify that if the "language” attribute of the<Annot at i onText >
element isnot present, or present withavalue of "en", that the contentsof the<Annot at i onText > g element
is human readable English. Failure to meet this requirement is cause to fail this test.

$ vi <input-file>
<Annot ati onText >Perfect Myvi e Reel #1 Picture</AnnotationText >

<Annot ati onText | anguage="en">Perfect Myvie Reel #1 Sound</Annotati onText >

3. Supply the filename of the Packing List file as an argument to the uuid_check.py software utility. Examine the
output for error messages that identify expected UUID values that do not conform to the format specified in
[RFC-4122]. One or more occurrencesis cause to fail thistest.
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$ uui d_check. py <input-file>
all UU Ds conformto RFC- 4122
$

4. To verify that the real file sizes of the referenced assets are equal to the values of the related XML elements;the
path to those assets must be known. Thefollowing procedure may beusedif the ASSETVAP. xml fileisavailable,
otherwise the tester will need to devise a method for locating the relevant assets. For each of the <Asset > E
elements contained in the Packing List, compare the contents of the child <I d> g element with the contents of
the ASSETMAP. xmi fileto discover the path to the asset. List thefile size of the referenced asset and verify that
itisidentical to the value of the child <Si ze> [ element inside the <Asset > El element. One or more failures
to verify thefile sizesis cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 55.31,5532
[SMPTE-429-8-2007]
Test Equipment
schema-check
uuid_check.py
Text Editor
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Packing List Signature Validation

4.2.2. Packing List Signature Validation

Objective

Verify that the Packing List is signed and that the signature validates.

Procedures

Using the checksig software utility, verify that there is a signature included in the Packing List and that it isvalid. If
the signature is missing, or invalid, thisis cause to fail thistest.

$checksi g <input-file>
The supplied signature is valid
$

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 55.2.3,55.32
[PKCS-1]
[RFC-3174]

[SMPTE-429-8-2007]

Test EQuipment

checksig
dsig_cert.py




Composition Playlist

4.3. Composition Playlist

The Composition Playlist (CPL) isan XML document (see Section 3.1) that contains the information necessary to réproduce
a composition. It contains metadata about the composition such as the title and the rating, and references to the track-files
that contain the composition's essence. The format of the Composition Playlist file is specified by [SMPTE-429-7].

Example 4.4. Composition Playlist

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>

<Conposi tionPl aylist xm ns="http://ww. snpte-ra.org/schemas/429-7/2006/ CPL" >
<l d>ur n: uui d: 20670ba3- d4c7- 4539- ac3e- 71e874d4d7d1i</ | d>
<l ssueDat €>2007- 07- 25T00: 35: 03- 00: 00</ | ssueDat e>
<l ssuer >user @ost </ | ssuer >
<Creat or> Packaging Tools v1.0 </Creator> @
<Content Ti tl eText >Perfect Movi e</ ContentTitl eText>
<Cont ent Ki nd>f eat ur e</ Cont ent Ki nd> H
<Cont ent Versi on> H
<l d>ur n: uui d: e5alb4dc- f af 3- 461b- a5e2- 9d33088b1b28</ | d>
<Label Text >Perfect Myvie - Donestic - US 5.1 </Label Text>
</ Cont ent Ver si on>
<Rati ngLi st/ >
<Reel Li st >
<Reel >
<l d>urn: uui d: f 62cf f €9- 2da7- 4d28- b73e-f 21c816ab02f </ | d>
<Asset Li st >
<Mai nPi ct ur e>fg
<l d>ur n: uui d: 93270dd0- 8675- 42f a- 9ce8- 34b61c963997</ | d>
<Edi t Rat e>24 1</ Edi t Rat e>f
<IntrinsicDuration>480</Intrinsi cDurati on>gg
<Ent r yPoi nt >0</ Ent r yPoi nt >gi
<Dur at i on>480</ Dur at i on>g4
<Fr aneRat e>24 1</ Fr aneRat e>E
<Scr eenAspect Rati 0>1998 1080</ Scr eenAspect Rat i 0>E4
</ Mai nPi ct ur e>Eg
<Mai nSound>g3g
<l d>ur n: uui d: e33b7b37- da90- 4429- 88af - 5c5b63506017</ | d>
<Edi t Rat e>24 1</ Edi t Rat e>
<l ntrinsicDurati on>2880</|ntrinsi cDuration>
<Ent r yPoi nt >120</ Ent r yPoi nt >
<Dur at i on>2760</ Dur ati on>
</ Mai nSound>
</ Asset Li st >
</ Reel >
</ Reel Li st >

[Additional reel data and CPL Signature omtted for brevity]
</ Conposi tionPl ayl i st >

Composition Playlist descriptions

=

[

[~ o ol ~J ol

The XML version of the XML standard to which the document conforms, the character encoding of the document, and
whether the document relies on external declarations or parameter entities.

The Root Composition Playlist element. This element contains the XML namespace declaration for the Composition
Playlist as specified in [SMPTE-428-7].

The Unique Universal ID (UUID) of the composition playlist.

The date the CPL was issued.

The organization or entity that issued the CPL.

The person, software, or system that generated the CPL.

A descriptive string that describes the composition and is displayed to the user.

99




Composition Playlist File

~l ~l =
EEB

N NN EEENEEDENE
EEBEEEEEEE

R N
EE

N
B

Thekind of presentation the CPL represents, such as afeature, trailer, or advertisement.

The version of the content represented by the composition playlist. This element contains sub-el ements;that.contain
adescriptive label and UUID of the content.

The unique ID of the version of the content represented by the CPL (as opposed to the unique ID of the CPL).

A text description of the version of the content represented in the CPL.

The list of ratings applied to the content represented by the CPL. In compositions that contain rating information;
the <Rat i ngLi st > element contains at least one instance of the <Rat i ng> element, which in turn contains twe
eements, <Agency >, that containsaURI that representsthe agency that issued therating, and <Label >, that contains
the rating.

Thelist of reels that comprise the composition.

A redl of the composition.

The unique ID of the redl.

Thelist of assets that comprise the redl.

The element in the reel that contains the information required to produce images onscreen.

The unique ID of the MXF track file that contains the picture essence (the picture track file) to be reproduced onscreen.
The edit rate, or the number of editable units of content, per second, of the picture track file.

The total number of framesin the track file, inclusive of frames not intended for reproduction onscreen.

Thefirst frame of the track file to be reproduced onscreen.

The number of frames of the track file to be reproduced onscreen. When a picture track fileis present in acomposition,
its duration is effectively the duration of thereel.

Therate, in frames-per-second, at which the essence in the track file will be reproduced.

The aspect ratio of the essence in the picture track file. This is represented in the CPL as a ratio of two numbers
separated by a space.

The element in thereel that contains the information required to reproduce sound essence through the primary speaker
system. The parameters of a MainSound track file are the same as those of a picture track file.

4.3.1. Composition Playlist File

Objective

Verify that the Composition Playlist is an XML document and that it validates against the schema defined in
[SMPTE-429-7].

Procedures

Using the schema-check software utility, validate the XML file structure against the schema in [SMPTE-429-7].
Failure to correctly validate is cause to fail this test.

$ schema-check <input-file> snpte-429-7.xsd
schema val i dati on successf ul
$

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 5.23,5.4.2,54.3,9.7.7,5432,5433,54.3.4
[SMPTE-429-7]
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Test Equipment

schema-check
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Composition Playlist
Signature Validation

4.3.2. Composition Playlist Signature Validation

Objective

Verify that the Composition Playlist is signed and that the signature validates.

Procedures

Using the checksig software utility, verify that there is a signature included in the Composition Playlist List and that
itisvalid. If the signature is missing, or invalid, thisis cause to fail this test.

Example:

$checksi g <input-file>
The supplied signature is valid

Supporting Materials

Reference Document | D Refer ence Document Section(s)
[DCI-DCSS-1-1] 5.23,5.4.36,54.4,9.75

Test Equipment

dsig_cert.py

checksig
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4.3.3. Track File Key Epoch

Objective

Anencrypted Asset isassociated with aDecryption Key that iseffectivefor aperiod of time equal to oneReel. Only one
Decryption Key shall be associated with a specific encrypted Asset. Each unique Decryption Key shall be associated
with only one encrypted Asset.

» Verify that for each encrypted Asset present in the Composition Playlist, only one <Keyld> value is listed. If an
Asset 1d occurs more than once in the CPL, verify that the same <Keyld> is utilized throughout.

 Verify that each <Keyld> is associated with only one Asset Id.

Procedures

1. Use atext editor to view the Composition Playlist. For all encrypted Assets (those that have a <Keyld> value)
make alist of all Asset Id values and the associated <Keyld> values.

2. Examine the list to determine that each Asset Id has exactly one <Keyld>. If Asset Ids are repeated in the CPL,
the same <Keyld> should be associated for that Asset every time. Any deviation is cause to fail this test.

3. Examine the list to determine that each <Keyld> is associated with exactly one Asset Id (i.e. a particular
Decryption Key should only be associated with one, unique Asset). Any deviation is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 5.3.1.7

Test Equipment

Text Editor

103



Track Files

4.4. Track Files

A Track Fileisacontainer for encoded essence. In the d-cinema system, each Track File contains a single track of asingle
type of essence?. For example, a Track File may contain images or sound or timed text, but never more than one type-of
essence.

D-cinema Track Files are based on the Materia eXchange Format (MXF). MXF is a file metaformat, i.e., a file format
for creating file formats. While the various d-cinema Track File formats represent different methods of encoding essence
data, the arrangement of metadata within the files is syntactically similar. This section will provide an overview of MXF
as used for d-cinema applications. Readers looking for more detailed technical information are referred to [SMPTE-EG41]
and [SMPTE-EG42).

4.4.1. MXF Internals

4.4.1.1. Overview

Before diving head-first into examining M XF files, it isimportant to understand the structure of the files. This section
will briefly describethe contents of some example M XF filesby displaying thefiles header metadatausing the klvwalk
software utility from the free ASDCPLib software package.

Briefly, an MXF file [SMPTE 377M-2004] contains a sequence of Key-Length-Value (KLV) packets. Some packets
carry essence and some carry metadata. MXF files are divided into partitions. Each partition is comprised of a set of
KLV packets. The first KLV packet in each partition is a Partition Pack.

The number of partitionsin adigital cinema sound or picture Track Fileisusually three (Timed Text Track Files may
have more than three partitions). The first partition in an MXF file contains the metadata which describe the coding
parameters of the essence and the MXF file itself. The second partition contains the essence data as a sequence of
KLV-wrapped frames. The final partition contains the index table.

To display the metadata in the header partition of an MXFfilet est fi | e. nxf , use klvwalk like so:

$ klvwal k -r testfile.nxf

The following sectionsillustrate the expected output.

4.4.1.2. MXF Header Partition

As shown in Example 4.5, the first structure to be output is the Partition Pack of the Header Partition. This structure
documentsthe M XF version that the file conforms to and provides a description of the general architecture to be found
inside.

Example 4.5. MXF Partition Header

06. Oe. 2b. 34. 02. 05. 01. 01. 0d. 01. 02. 01. 01. 02. 04. 00 | en: 120 (C osedConpl et eHeader)

2 Strictly speaking, a Timed Text Track File may contain font and image resources in addition to the XML timed text data, but these resources are considered
integral to the timed text essence.
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File Package

Maj or Ver si on =1

M nor Ver si on =2

KAGSi ze =l

Thi sPartition =0

Previ ousPartition =0

Foot erPartition = 218362864

Header Byt eCount = 16244

| ndexByt eCount =0

I ndexSI D =0

BodyOf f set =0

BodySI D =1

Qper ational Pattern = 060e2b34. 0401. 0101. 0d010201. 10000000 H
Essence Cont ai ners: 3]

060e2b34. 0401. 0103. 0d010301. 027f 0100
060e2b34. 0401. 0107. 0d010301. 020b0100

MXF Partition Header

Thisis an MXF Partition Pack structure. The Universal Label (UL) value indicates that the file is "Closed and
Complete".

The Operational Pattern UL indicates that the file conforms to OP Atom [SMPTE 390M].

Essence Container label sindicate thetype of essence and the wrapping format. This example showstwo container
|abels: the JPEG 2000 container [SMPTE-422M] and the Generic Container [SMPTE-379M] (the file contains
encrypted JPEG 2000 essence).

The following table givesthe list of valid Essence Container ULs for d-cinema Track Files.

Table 4.1. Essence Container UL Values for d-cinema

UL Value Container Type
060e2b34.0401.0101.0d010301.02060100 Linear PCM Audio [SMPTE-429-3], [SMPTE-382M]
060e2b34.0401.0107.0d010301.020c0100 JPEG 2000 Images [SMPTE-429-4]

**Not yet assigned** Timed Text [SMPTE-429-5]
060e2b34.0204.0101.0d010301.027€0100 Encrypted Essence [SMPTE-429-6]

4.4.1.3. File Package

An MXF file may contain zero or more continuous segments of essence data. Each segment is described by a Source
Package structure. Per [SMPTE-429-3-2006], MXF filesfor digital cinemamust contain exactly one top-level Source
Package (thus one segment of essence), referred to in MXF jargon as a File Package. Example 4.6 shows a Source
Package structure that points to JPEG 2000 essence data.

Example 4.6. Source Package structure

06. Oe. 2b. 34. 02. 53. 01. 01. 0d. 01. 01. 01. 01. 01. 37.00 | en: 294 (Sour cePackage) H
I nst anceU D = 42b5a376- c740- 42e2-99f 1- 4ec782c4837e

PackageUl D = [ 060a2b34. 0101. 0105. 01010f 20], 13, 00, 00, 00
[ b4af 492cd. b89b. Of 65. 490c35ec. 5f 6340b7] H
Nane Fi | e Package: SMPTE 429-4 franme w appi ng of JPEG 2000 codestreans

PackageCr eat i onDat e 2007-03-21 07:42:04.000
PackageModi f i edDat e 2007-03-21 07: 42:04.000
Tracks: H
9227a330- 7e64- 4c90- b4ef - d057ed6ef 159
0de983e3- 255b- 4d26- bde7- f 33¢530c077d
54e13d93- abcf - 4869- b008- ¢59573b8d01d
Descri ptor = c6a35640-d6d8-433c-82c9- 23df 2eae9311 &
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Encrypted Essence

Source Package structure

Thisis a Source Package structure [SMPTE-377M].

A Unique Material Identifier (UMID) value which identifies the essence in the file. It has a UUID)component
which isthe value that external entities (e.g. Packing Lists and Composition Playlists) use to refer to the essence
in thefile. See [SMPTE 429-3] for details about how d-cinema UMIDs are formed.

Thelist of tracksthat appear inthefile. Thereisonly one essencetrack, but it isaccompanied by avirtual timecade
track and, optionally, a descriptive metadata track that gives cryptographic information (see Section 4.4.1.4
below).

Thisvalue gives the internal ID of a data set that describes the essence encoding. This set is called an Essence
Descriptor. Two examples of essence descriptors are given below in Section 4.4.1.5 and Section 4.4.1.6.

4.4.1.4. Encrypted Essence

If the MXF file contains encrypted essence, the header metadata will contain one Cryptographic Framework set
with a link to a single Cryptographic Context set (defined in [SMPTE-429-6-2006]). These structures are shown in
Example 4.7.

Example 4.7. Cryptographic Framework and Cryptographic Context

06. Oe. 2b. 34. 02. 53. 01. 01. 0d. 01. 04. 01. 02. 01. 00. 00 | en: 40 (Crypt ographi cFranmewor k)

b98ca683- 2e49- 4eba- 88f f - af 33910ba334
8dcd2f 7b- f dOb- 4602- bae7- 806c82dcf d94

I nst anceUl D
Cont ext SR

06. Oe. 2b. 34. 02. 53. 01. 01. 0d. 01. 04. 01. 02. 02. 00. 00 | en: 120 (Crypt ogr aphi cCont ext )

Sour ceEssenceCont ai ner

8dcd2f 7b- f dOb- 4602- bae7- 806c82dcf d94
3472d593- e9f f - 4b2e- 84ca- 5303b5ce53f 7
060e2b34. 0401. 0107. 0d010301. 020c0100
060e2b34. 0401. 0107. 02090201. 01000000
060e2b34. 0401. 0107. 02090202. 01000000
c030f 37a- bf 84- 496b- bdc2- 81744205a944

I nst anceUl D
Context| D

Ci pher Al gorithm
M CAl gorithm
Crypt ogr aphi cKeyl D

[of ol Al ol

Cryptographic Framework and Cryptographic Context

ERNE

B

&

Thisisa Cryptographic Framework structure [SMPTE-429-6-2006].

Thisis a Cryptographic Context structure [ SMPTE-429-6-2006].

A UL that identifies the type of essence inside the encrypted container. It should be a JPEG 2000 or PCM audio
descriptor.

A UL that identifies the type of encryption wused. This value should aways be
060e2b34. 0401. 0107. 02090201. 01000000.

A UL that identifies the agorithm wused to calculate the Message Integrity Check vaue
in each Encrypted KLV (EKLV) packet. When present, this vaue should aways be
060e2b34. 0401. 0107. 02090202. 01000000.

A UUID vauethat identifiesthe 16-byte symmetric key (stored externally) that is required to decrypt the essence
data. The key isusually delivered to a system viaa Key Delivery Message (see Chapter 3).

4.4.1.5. Essence Descriptor for JPEG 2000

If the MXF file contains image essence for DCI-compliant digital cinema, the header metadatawill contain an RGBA
Essence Descriptor (defined in [SMPTE-377M-2004], with a strong link to a JPEG 2000 Picture SubDescriptor
(defined in [SMPTE-422M]. These structures are shown in Example 4.8

Example 4.8. Essence Descriptor for JPEG 2000
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Essence Descriptor for PCM Audio

06. Oe. 2b. 34. 02. 53. 01. 01. Od
I nstanceU D =

Locat ors:

SubDescri pt ors:

.01. 01. 01. 01. 01. 29. 00

len: 169 (RGBAEssenceDescri ptor)
18a47da5- 53d1- 4785- a91le- 41155753a02f

05f 80258- beb2- 4769- b99a- af 4d6¢c3895da

Li nkedTr ackl D
Sanpl eRat e

Cont ai ner Dur ati on
EssenceCont ai ner
Codec

Fr aneLayout

St oredW dt h

St or edHei ght
Aspect Rati o
Conponent Max Ref
Conmponent M nRef

06. Oe. 2b. 34. 02. 53. 01. 01. Od

I nst anceUl D

Rsi ze

Xsi ze

Ysi ze

XGCsi ze

YGCsi ze

XTsi ze

YTsi ze

XTGCsi ze

YTGCsi ze

Csi ze

Pi ct ur eConponent Si zi ng
Codi ngSt yl eDef aul t
Quant i zat i onDef aul t

2
24/1 A
720 H

060e2b34. 0401. 0107. 0d010301. 020c0100
060e2b34. 0401. 0109. 04010202. 03010103 &
0

2048 H

1080 @

2048/ 1080

4095

0

01.01.01.01.01.5a.00 Ilen: 174 (JPER0O0OPI ctureSubDescriptor) W
05f 80258- beb2- 4769- b99a- af 4d6c3895da

3

2048

1080

0

0

2048

1080

0

0

3

00000003000000030b01010b01010b0101
01040001010503030000778888888888

227f 187f 007f 007ebc76ea76ea76bc6f 4c6f 4c6f 645803580358455f d25f d25f 61

Essence Descriptor for component images

NE

Thisisan MXF RGBA Essence Descriptor structure.
The frame rate of the underlying essence. The essence may be sampled on a finer scale, but this value is the

smallest temporal increment than can be accessed in thefile.

=

seconds.

The width of the encoded

[~J ol ol ~

JPEG 2000 encoding.

This UL value indicates the type of compression and the color space of the encoded essence.

image as a count of pixels.

The height of the encoded image as a count of pixels.
Thisisan MXF JPEG 2000 Picture SubDescriptor structure. It provides additional metadata associated with the

4.4.1.6. Essence Descriptor for PCM Audio

The number of frames in the file. Divide this value by the SampleRate to get the duration as a time value in

If the MXF file contains audio essence for DCI-compliant digital cinema, the header metadata will contain a Wave
Audio Descriptor (defined in [SMPTE-382M]). This structure is shown in Example 4.9.

Example 4.9. Essence Des

06. Oe. 2b. 34. 02. 53. 01. 01. 0d

I nstanceU D =

Locat ors:
SubDescri ptors

Li nkedTr ackl D
Sanpl eRat e

Cont ai ner Dur at i on

criptor for PCM Audio

.01.01.01.01.01.48.00 Ilen: 134 (WaveAudi oDescriptor) H
Ob7eac6c- 85e2- 47e4- bObf - b3e60f 6e6cd7

2
24/1 A
528 H
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MXF Header Partition

EssenceCont ai ner 060e2b34. 0401. 0101. 0d010301. 02060100

Audi oSanpl i ngRate = 48000/ 1 &

Locked = 0
Audi oRef Level = 0

Channel Count = 6 H

Quanti zationBits = 24 @
Di al Norm = 0

Bl ockAlign = 18 W@
SequenceCf fset = 0

AvgBps = 144000

Essence Descriptor for PCM Audio

ThisisaWave Audio Descriptor structure [SMPTE-382M].

The frame rate of the underlying essence. The essence may be sampled on a finer scale, but this value is the
smallest temporal increment than can be accessed in thefile.

The number of frames in the file. Divide this value by the SampleRate to get the duration as a time vaue in
seconds.

The base sample rate of the essence.

The number of channelsin the file. Each frame of essence will have the same number of channels, multiplexed
in the same order.

@ Thenumber of bits used to encode a sample of asingle channel.

The size, in bytes, of a set of samples for all channelsin a single sample period. This value should be equal to

( QuantizationBits/ 8) * ChannelCount.

4.4.1.7. MXF Header Partition

All d-cinema Track Files end with aRandom Index Pack (RIP). The RIP provides alookup tablethat givesthelocation
of all partitions in the file for easy random access. The number of partitions shown by the RIP should be three if the
MXF fileisasound or picture Track File, and may be more than three for a Timed Text Track File.

Example 4.10. MXF Random Index Pack (RIP)

06. Oe. 2b. 34. 02. 05. 01. 01. 0d. 01. 02. 01. 01. 11. 01. 00 | en: 40 (Random ndexMet adata) H
0 0
1 . 16384
0 : 110688380

MXF Random Index Pack (RIP)

The Random Index Pack (RIP) maps the location of each partition in an MXF file. This example shows three
partitions.
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Image and Audio Packaging Standard

4.4.2. Image and Audio Packaging Standard

Objective

 Verify that sound and image essence arewrapped in filesconforming to Material Exchange Format (M XF) as defined
by [SMPTE-377M-2004], and further constrained by [ SMPTE-379M-2004], [SMPTE-429-3], and [SMPTE-429-4],
[SMPTE-422M-2006] for image, or [SMPTE-382M] for sound.

« If the Essence Container is encrypted, verify that this conforms to [SM PTE-429-6].

Procedures

1. Using the klvwalk software utility, produce a listing of the MXF KLV Header Metadata Structure. Error free
completion of the command confirms the validity of the MXF structure. Any other result is cause to fail the test.

2. Examine the listing for the MXF Partition Pack structure with a ClosedCompleteHeader Universal Label (UL)
value:
060e2b34. 0205. 0101. 0d010201. 01020400
as shown in Example 4.5: MXF Partition Header item F. Absence of thisvalueis cause to fail thistest.

3. Examine the listing for the Operational Pattern value:
060e2b34. 0401. 0101. 0d010201. 10000000,
as shown in Example 4.5 item . Absence of thisvalue is cause to fail thistest.

4. Examine the listing for the Essence Container values as shown in Example 4.5 item E. There are three valid
possibilities for the datain thisfield:

a. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
060e2b34. 0401. 0107. 0d010301. 020c0100,
then thefileis an Image file. For more information see Section 4.4.1.5: Essence Descriptor for JPEG 2000.

b. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
060e2b34. 0401. 0101. 0d010301. 02060100,
then thefileisan Sound file. For more information see Section 4.4.1.6: Essence Descriptor for PCM Audio.

c.If thereisasingle value:
060e2b34. 0401. 0107. 0d010301. 020b0100,
the Essence is Cyphertext and an additional procedure, listed below, must be carried out.
Failure to meet exactly one of the valid possibilitiesis cause to fail this test.

5. Examine the listing and locate the EssenceContainerData set, UL value:
060e2b34. 0253. 0101. 0d010101. 01012300.
This should contain exactly one LinkedPackageUID value. Verify that there is only one SourcePackage set, UL
value:
060e2b34. 0253. 0101. 0d010101. 01013700
and that the PackageUID value exactly matches the LinkedPackageUID value of the EssenceContainerData set.
Failure of any of the above conditions is cause to fail this test.

6. Only for the case of Encrypted Essence, the SourcePackage set, UL value:
060e2b34. 0253. 0101. 0d010101. 01013700,
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Image and Audio Packaging Standard

should contain athird Track UID that matches the InstanceUID value of asingle StaticTrack set,/ UL value:
060e2b34. 0253. 0101. 0d010101. 01013a00.

The StaticTrack set should have a Sequence value that matches the InstanceUID of a Sequence set; UL value:
060e2b34. 0253. 0101. 0d010101. 01010f 0O.

The found Sequence set should have a Structural Components value that matches the InstanceUID of .a.single
DM Segement set, UL value:

060e2b34. 0253. 0101. 0d010101. 01014100.

The DM Segment set should have a DMFramework value that matches a single CryptographicFramework sef,
UL value:

060e2b34. 0253. 0101. 0d010401. 02010000.

The CryptographicFramework set should have a ContextSR value that matches the InstanceUID of a single
CryptographicContext set, UL value:

060e2b34. 0253. 0101. 0d010401. 02020000.

The CryptograhicContext set has a SourceEssenceContainer value, which should contain either the UL value:
060e2b34. 0401. 0107. 0d010301. 020c0100

for an Imagefile, or:

060e2b34. 0401. 0101. 0d010301. 02060100

for a Sound file. For more information see Section 4.4.1.4; Encrypted Essence. Failure of any of the above
conditionsis cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 5222,5223,5224,5225,5.2.2.6,5.3.1.2,
53.1.10,531.11,53.1.12

[SMPTE-377M-2004]
[SMPTE-379M-2004]
[SMPTE-382M]
[SMPTE-422M-2006]
[SMPTE-429-3]
[SMPTE-429-4]
[SMPTE-429-6]

Test Equipment

klvwalk
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Timed Text Track File Format

4.4.3. Timed Text Track File Format

Objective

* Verify that timed text essence is wrapped in files conforming to Material Exchange Format (MXF) as defined by
[SMPTE-377M-2004] and [SMPTE-410M], and further constrained by [SMPTE-379M-2004] and [SMPTE-429-5].

» Verify that timed text essence is encoded according to [SMPTE-428-7].

« If the Essence Container is encrypted, verify that this conforms to [SMPTE-429-6].

Procedures

1. Using the klvwalk software utility, produce a listing of the MXF KLV Header Metadata structure. Error free
completion of the command confirms the validity of the MXF structure. Any other result is cause to fail the test.

2. Examine the listing for the MXF Partition Pack structure with a ClosedCompleteHeader Universal Label (UL)
value:
060e2b34. 0205. 0101. 0d010201. 01020400
as shown in Example 4.5: MXF Partition Header item F. Absence of thisvalueis cause to fail thistest.

3. Examine the listing for the Operational Pattern value:
060e2b34. 0401. 0101. 0d010201. 10000000,
as shown in Example 4.5 item . Absence of thisvalue is cause to fail thistest.

4. Examine the listing for the Essence Container values as shown in Example 4.5 item E. There are two valid
possibilities for the datain thisfield:

a. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
**UL val ue TBD**,
then the file is a Timed Text file. For more information see Section 4.4.1.5: Essence Descriptor for JPEG
2000.

b. If thereisasingle value:
060e2b34. 0401. 0107. 0d010301. 020b0100,
the Essence is Cyphertext and an additional procedure, listed below, must be carried out.
Failure to meet exactly one of the valid possibilitiesis cause to fail this test.

5. Examine the listing and locate the EssenceContainerData set, UL value:
060e2b34. 0253. 0101. 0d010101. 01012300.
This should contain exactly one LinkedPackageUID value. Verify that there is only one SourcePackage set, UL
vaue:
060e2b34. 0253. 0101. 0d010101. 01013700
and that the PackageUID value exactly matches the LinkedPackageUID value of the EssenceContainerData set.
Failure of any of the above conditions is cause to fail this test.

6. Only for the case of Encrypted Essence, execute sub-procedure #6 as given in Section 4.4.2.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 3.34
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Timed Text Track File Format

Reference Document 1D

Refer ence Document Section(s)

[SMPTE-428-7]
[SMPTE-429-5]
[SMPTE-429-6]

Test Equipment

klvwalk
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Track File Length

4.4.4. Track File Length

Objective

For each Track File, verify that the minimum duration is a number of frameswhich is greater or equal to one second
of content playback at the specified edit rate. This means that each image Track File needs to contain at least 24 (at
24 fps framerate) or 48 (at 48 fps frame rate) frames, and that each audio Track File needsto contain at least 48,000
(at 48kHz sampling rate) or 96,000 (at 96 kHz sampling rate) audio samples.

Procedures

Thismay be accomplished by using the asdcp-test software utility to provide information about the file and confirming
that the reported ContainerDuration value is equal or greater than the SampleRate value. Failure to meet the above
conditions is cause to fail thistest.

E.g.

$ asdcp-test -i -v <input-file>
Sanpl eRate: 24/1
Cont ai ner Durati on: 528

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 5.3.1.3

Test Equipment

klvwalk
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Image Track File Frame Boundary

4.4.5. Image Track File Frame Boundary

Objective

» Image Track Files must begin and end with complete frames that allow for splicing. Verify that both the first and

the last JPEG2000 image in a sequence are completely contained within the Image Track File, i.e., no other Track
Files are needed for complete decoding or displaying of the first and the last frame.

» Each complete Frame of Image Data must be wrapped within the KLV structure according to [SMPTE 336M] and

[SMPTE-422M-2008].

Procedures

1. Determine the number of frames contained in the Track File. This will be used in the next step to extract the
last framein the file. This can be achieved by using the asdcp-test software utility, and subtracting one from the
ContainerDuration value, as shown below.

$ asdcp-test -i -v PerfectMvie-j2c-pt.nxf
Fil e essence type is JPEG 2000 pictures.
Product UUI D: 43059ald- 0432-4101- b83f - 736815acf 31d
Product Versi on: Unrel eased 1.1.13
ConpanyNane: DCl
Product Nanme: asdcplib
Encr ypt edEssence: No
Asset UUI D: 0e676f bl- 951b- 45c4- 8334- ed2c59199815
Label Set Type: SMPTE
Aspect Rati o: 2048/ 1080
EditRate: 24/1
St oredW dt h: 2048
St or edHei ght : 1080
Rsi ze: 3
Xsi ze: 2048
Ysi ze: 1080
XGCsi ze: O
YGCsi ze: O
XTsi ze: 2048
YTsi ze: 1080
XTGCsi ze: O
YTGsi ze: O
Cont ai ner Dur ati on: 240
Col or Conponents:
11.1.1
11.1.1
11.1.1
Default Coding (16): 01040001010503030000778888888888
Quanti zation Default (33): 227f187f007f007ebc76ea76ea76bc6f 4c6f4c6f 645803580358455f d25f d25f 61

2. Using the asdcp-test software utility, extract the first and the last frames of content from the Track file.

$ asdcp-test -x first -d 1 -f O PerfectMyvie-j2c-pt.nxf
$ asdcp-test -x last -d 1 -f 239 PerfectMyvie-j2c-pt.nxf
$1s

first000000.j2c

| ast 000239. j 2c

Per f ect Movi e-j 2c- pt . mxf
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Image Track File Frame Boundary

3. Veify that the first and the last frames of content decode completely, and without errors. Failtre to-correctly
decode either frame is cause to fail this test. This can be achieved by using JPEG 2000 decoding software”An

example is shown below. (Note that the output of the j 2k-scan program is long and has been truncated here for
brevity. Please see Section C.5 for adetailed example.)

$ j 2k-scan franme000000. j 2c
digital cinema profile: none
rsiz capabilities: standard
pi xel offset fromtop-left corner: (0, 0)
tile w dth/height in pixels: (2048, 1080)
image width/height in tiles: (1, 1)
tile #1
coding style: 1
progression order: Conponent-Position-Resol ution-Layer
POC marker flag: O
nunber of quality layers: 1
rate for layer #1: 0.0
mul ti-conmponent transformflag: 1

Supporting Materials

Reference Document 1D
[DCI-DCSS-1-1] 5.3.3.2
[SMPTE-336M]
[SMPTE-422M-2006]

Reference Document Section(s)

Test Equipment

asdcp-test
j2c-scan
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Audio Track File Frame Boundary

4.4.6. Audio Track File Frame Boundary

Objective

The Audio Track File isrequired to begin and end with complete frames that are associated with its Image Track File
to allow for a clean transition between reels. The audio data within the Track File shall be wrapped using KLV on
an image frame boundary.

Procedures

Verify that exactly the expected number of Audio bytes are embedded within each KLV encoded triplet for each
frame of the Audio Track File. This can be achieved by using the software command klvwalk to display the length
of every WAV Essence set (UL value 060e2b34. 0102. 0101. 0d010301. 16010101) and checking that each
frame contains the appropriate number of bytes. The expected number of Audio Bytes per frame can be calculated by
using the formula len=BPS* Ch* SPF, where BPS is the number of Bytes Per Sample (BPS=3), Ch is the number of
Audio Channelsin the DCP, and SPF is the number of Samples Per Frame value taken from Table 4.2.

If any frame has an actual | en that differs from the expected value, calculated from the formula, thisis cause to fail
thistest.

The example below shows eight frames of a composition containing six channels of 48kHz samples at 24fps,
completely wrapped in KLV triplets (3* 6 * 2000 = 36000).

$kl vwal k Per f ect Movi e- pcm pt . nxf

060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)

The possible values for the Samples/Frame are shown in table below.

Table 4.2. Audio Samples Per Frame

FPS Sample Rate |Samples/Frame
24 48 kHz 2000
24 96 kHz 4000
48 48 kHz 1000
48 96 kHz 2000

Supporting Materials

Reference Document | D Refer ence Document Section(s)
[DCI-DCSS-1-1] 5.34.2
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Audio Track File Frame Boundary

Test Equipment

klvwalk
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Essence

4.5. Essence

4.5.1. Image Structure Container and Image Container Format

Objective

» Verify that the images contained in the Track Files conform to an Image Structure Container that consists of either
4K (4096x2160) (Operational Level 1) or 2K (2048x1080) (Operationa Level 2 and 3). It isexpected that theimage
structure shall use one of the two containers such that either the horizontal or vertical resolution isfilled.

» Verify that both the horizontal and vertical dimensions of the image structure container are divisible by four for
Level 1, or two for Level 2 and 3 image structures. This ensures that the image can be centered correctly.

 Verify that the bit depth for each code value for a color component shall be 12 bits. Thisyields 36 bits per pixel.

Procedures

1. Using the software command klvwalk, locate the RGBAEssenceDescriptor set and record the StoredWidth,
StoredHeight, and AspectRatio values within. The failure to meet any of the following conditions is cause to
fail thistest:

a. Verify that the first number (numerator) of the AspectRatio field is the same as the StoredWidth value.
b. Verify that the second number (denominator) of the AspectRatio field is the same asthe StoredHeight value.

c. Verify that exactly one of the StoredWidth or StoredHeight values are equal to the Maximum Horizontal
Pixels or Maximum Vertical Pixels values from Table 4.3: Image Structure Operational Levels below.

d. Verify that both the StoredWidth and StoredHeight valuesare equal to, or lessthan, the Maximum Horizontal
Pixels or Maximum Vertical Pixels values, respectively, from Table 4.3 below.

e. Verify that both the Storedwidth and StoredHeight values are exactly divisible by two for a 2K file, and
four for a4K file.

An example of the RGBAEssenceDescriptor set is shown below:

$ klvwal k -r PerfectMvie-j2c-pt.nxf

060e2b34. 0253. 0101. 0d010101. 01012900 | en: 169 (RGBAEssenceDescri ptor)

I nstanceUl D = 82141918- celb- 47a5- ac13- c47cf b2e51a7
Generati onU D = 00000000- 0000- 0000- 0000- 000000000000

Locat ors:

SubDescri pt or s:

92e96e5e- 6bef - 4985- 8117- 7df a541f 96f a
Li nkedTr ackl D 2
Sanpl eRat e 24/ 1
Cont ai ner Dur at i on 240

EssenceCont ai ner 060e2b34. 0401. 0107. 0d010301. 020c0100
Codec 060e2b34. 0401. 0109. 04010202. 03010103

Fr ameLayout 0
St oredW dt h 2048
St or edHei ght 1080
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Image Structure Container
and Image Container Format

Aspect Rati o = 2048/ 1080
Conponent MaxRef = 4095
Conponent M nRef = 0

The valid Image Structure Container values are shown in table below.

Table 4.3. Image Structure Operational Levels

Operational hﬂoiir)i(lzrg:tg M aximum Frames
Leve . Vertical Pixels| per Second
Pixels
4096 2160 24
2048 1080 48
2048 1080 24

2. Using the software commands asdcp-test and j 2k-scan, extract an image frame from the file and verify that the
bit depth for each component is 12 bits. A component bit-depth value other than 12 shall be causeto fail thistest.

An example of this operation is shown below:

$ asdcp-test -d 1 -x frane j2c/ PerfectMvie-j2c-pt.nxf
$ j2c-scan franme_000001.j 2c
codi ng paraneters
digital cinema profile: none
rsiz capabilities: standard
pi xel offset fromtop-left corner:
tile width/height in pixels: (2048,
image wi dth/height in tiles: (1, 1)

(0, 0)
1080)

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 3212,3213,3217
[SMPTE-428-1]
Test Equipment
klvwalk
asdcp-test
j2c-scan

119




Image Compression Standard
& Encoding Parameters

4.5.2. Image Compression Standard & Encoding Parameters

Objective

Verify that the image encoding parametersin a Picture Track File conform to [SMPTE-429-4].

Procedures

1. Verify that the UL valuein the Codec field of the MXF RGBAEssenceDescr i pt or (seed in Example 4.8)
is one of:
060e2b34. 0401. 0109. 04010202. 03010103 (2K images) or
060e2b34. 0401. 0109. 04010202. 03010104 (4K images).

If the UL value does not match one of those listed above, or is the wrong value for the contained essence, this
is causeto fail the test.

2. Using a software command such as asdcp-test, extract all theframesin the Track Fileto adirectory. An example
is shown below.

$ asdcp-test -x frame j2c/PerfectMvie-j2c-pt.nxf
$1s j2c

f rame000000. j 2c
f rame000001. j 2c
f rame000002. j 2c

f rame000057. j 2c
f rame000058. j 2c
f rame000059. j 2c
f rame000060. j 2c

frame000124. ) 2c
frame000125. j 2c
frame000126. j 2c
frame000127.j 2c

frame000191. j 2c
frame000192. j 2c
frame000192. j 2c
frame000194. j 2c

f rame000003. j 2c

3. Verify that every frame is correctly JPEG 2000 encoded as described in [1SO 15444-1]. Verify that the proper
JPEG 2000 encoding parameters as specified in [ISO PDAM-1] were used. The Codestream Specifications for
2K and 4K distributions are listed in [DCI-DCSS-1-1], section 4.4. This can be achieved by using JPEG 2000
decoding software. An example is shown below. (Note that the output of the j2k-scan program is long and has
been truncated here for brevity. Please see Section C.5 for a detailed example.) If any frame fails to correctly
decode or does not conform to the appropriate Codestream Specifications, thisis cause to fail the test.

$ j 2k-scan franme000000. j 2c
digital cinema profile: none
rsiz capabilities: standard
pi xel offset fromtop-left corner: (0, 0)
tile w dth/height in pixels: (2048, 1080)
image width/height in tiles: (1, 1)
tile #1
coding style: 1
progressi on order: Conponent - Position-Resol ution-Layer
POC marker flag: O
nunmber of quality layers: 1
rate for layer #1: 0.0
mul ti-conmponent transformflag: 1
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& Encoding Parameters

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 3215,42,44
[1SO-15444-1]
[1SO-15444-1-AMD-1]

Test Equipment

asdcp-test
OpenJPEG
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Audio Characteristics

45.3. Audio Characteristics

Objective

Sound Track Files shall conform to the specifications given in [SMPTE-428-2] and [SMPTE-428-3], and be
constrained as specified in [SMPTE-429-2]. A Sound Track File shall contain linear PCM audio sampled at 48000 or
96000 samples per second, 24 bits per sample. The file shall contain no more than 16 channels of audio.

Procedures

Using the software command klvwalk, locate the WaveAudioDescriptor set which starts with the Universal Label
(UL) of 060e2b34.0253.0101.0d010101.01014800. An example is shown below.

$ klvwal k -r PerfectMvie-pcm pt. nxf

060e2b34. 0253. 0101. 0d010101. 01014800 | en: 134 (WaveAudi oDescri pt or)
I nstanceUl D = elc4c755-2c3e-4274- a3bf - 581laadd63a4b
CGenerationU D = 00000000- 0000- 0000- 0000- 000000000000
Locat ors:

SubDescri pt ors:

Li nkedTrackl D = 2

Sanpl eRate = 24/1

Cont ai ner Durati on = 480

EssenceCont ai ner = 060e2b34. 0401. 0101. 0d010301. 02060100
Codec = 00000000. 0000. 0000. 00000000. 00000000

Audi oSanpl i ngRat e = 48000/ 1

Locked = 0

Audi oRef Level = 0

Channel Count = 6

Quanti zationBits = 24

Di al Norm = 0

Bl ockAl'ign = 18

SequenceCf fset = 0

AvgBps = 144000

Verify the following:

1. The EssenceContainer field has a value of 060e2b34.0401.0101.0d010301.02060100. Any other value is cause
to fail thistest.

2. The AudioSamplingRate field has avalue of either 48000/1 or 96000/1. Any deviation from these valuesis cause
to fail thistest.

3. The Channel Count field has a value of no fewer than 1 and no greater than 16. Any deviation from these values
iscauseto fail thistest.

4. The QuantizationBits field has avalue of 24. Any other valueis cause to fail thistest.
5. The BlockAlign field is exactly the value of Channel Count* 3. Any other value is cause to fail this test.

6. The AvgBpsfield is exactly the value of the AudioSamplingRate* 3. Any other value is cause to fail thistest.
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Audio Characteristics

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 3.322,3341
[SMPTE-428-2]
[SMPTE-428-3]
[SMPTE-429-2]
Test Equipment
klvwalk
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Timed Text Resource Encoding

4.5.4. Timed Text Resource Encoding

Objective

Timed text essence must conform to the following standards:
1. Timed text descriptionsin XML must conform to [SMPTE-428-7].
2. Font resources must conform to [I SO-144496].

3. Sub-picture resources must conform to [| SO-15948].

Procedures
1. Extract the Timed Text Resource and any Ancillary Resources from the Track File.

2. Verify that the Timed Text Resource is an XML document that can be validated using the schema from
[SMPTE-428-7]. If the XML validation produces errors, thisis cause to fail thistest.

$ schema-check testfile.xm $S428-7-2007.xsd
$

3. Verify that any font resources are valid according to [ISO-144496]. If the font validation produces errors, this
iscauseto fail thistest.

$ ftlint 1 font_file.otf
font_file.otf: OK
$

4. Verify that any subpicture resources are valid according to [1SO-15948]. The subpicture must be of PNG format,
decode without errors, and the size (geometry) must be smaller than, or equal to, that of the main picture. If the
png file causes identify to report errors, or if the geometry of the PNG is greater than that of the main picture,

thisis cause to fail thistest.

$ identify -verbose subpicture_0001. png
| mage: subpicture_0001. png
Format : PNG (Portabl e Network G aphics)
Geonetry: 120x420
Class: DirectC ass
Col or space: RGB
Type: Grayscal eMatte
Depth: 8 bits

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 34.22,4432,34.34
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Timed Text Resource Encoding

Reference Document 1D

Refer ence Document Section(s)

[1SO-144496]
[1SO-15948]
[SMPTE-428-7]

Test Equipment

schema-check
ftlint
identify
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Digital Cinema Package

4.6. Digital Cinema Package

4.6.1. DCP Integrity

Objective
* Verify that the Volume Asset Map is present, correctly formatted, and correctly located in the filesystem.

» Verify that for al the Packing Lists found in the Asset Map file, al of the assets referenced in each Packing List are

present and are valid (i.e., each Referenced Asset's file size and Message Digest are correct).

File Integrity will be guaranteed by applying the SHA-1 hashing algorithm [RFC3174] to each asset included in the
DCP. The resulting message digest is Base64 encoded and included in the Packing List file.

 Verify that for all the Composition Playlists found in each Packing List, the Referenced Assets exist in the Packing

List file.

Procedures

1. Validate the Format of the VVolume Asset Map file by executing the test procedure Section 4.1.1: Asset Map File.
2. Validate the Format of the Volume Index file by executing the test procedure Section 4.1.2: Volume Index File.
3. Validate the Format of each Packing List file by executing the test procedure Section 4.2.1: Packing List File.

4. Validate the Signature of each Packing List file by executing the test procedure Section 4.2.2: Packing List
Signature Validation.

5. For each Packing List file (e.g. PerfectMovie.pkl.xml) in the Asset Map:
a. Open the Packing List and for each Asset 1d contained within:

i. Locate the Referenced Asset in the filesystem and compare its file size with the value listed in the
<Si ze> element of the <Asset > element. Inconsistency is cause to fail thistest.

ii. Calculate the Message Digest of the Referenced Asset and encode the result in Base64. Compare the
result with the value listed in the <Hash> element of the <Asset > element. Inconsistency is causeto
fail thistest. The following is an example using the asdcp-test software utility:

$ asdcp-test -t PerfectMvie-j2c-pt. nxf
t OM r EHOVFF4M 11 POi YV]j rvb14= Perf ect Movi e-j 2c- pt . nxf

6. Validate the Format of each Composition Playlist file by executing the test procedure Section 4.3.1: Composition
Playlist File.

7.Vadidate the Signature of each Composition Playlist file by executing the test procedure Section 4.3.2:
Composition Playlist Signature Validation.

8. For each Composition Playlist (e.g. PerfectMovie.cpl.xml) in the Asset Map:
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DCP Integrity

a. Open the Composition Playlist and for each Asset I1d contained within;

i. Locate the Asset Id in the Packing List file. Any missing Asset Ids are cause to fail thistest:

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 5.2.2.6,53.1.9,55.23,553.2,9.75
[PKCS-1]

[RFC-3174]

[SMPTE-429-8-2007]

Test Equipment

asdcp-test
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Chapter 5. Common Security Features

This chapter contains test procedures of security features that apply to more than one type of device. Proceduresare'given
for Type 1 and Type 2 Secure Processing Block (SPB) physical security requirements, Intra-theater communications‘and
security log reporting.

5.1. SPB Security Features

The test proceduresin this section apply to any device or component that is classified asa Type 1 or Type 2 SPB.

5.1.1. SPB Digital Certificate

Objective

Verify that each SPB carries exactly one d-cinema certificate [SMPTE 430-2], and that each SPB certificate correctly
designates viarole identifiers, in the certificate Common Name field, the specific SEs that are contained within the
SPB. Verify that the certificate Common Name carries information that identifies the physical device (e.g., a serial
number).

Procedures
1. Obtain the device's certificate from the manufacturer (or directly by capturing the TLS " Server Hello" message).

2. Using manufacturer-supplied documentation, compile the list of role identifiers (per [SMPTE 430-2-2006])
corresponding to the set of Security Entities (SE) that exist in the device.

3. Compare the list from step 2 above to the role set in the Common Name field of the certificate obtained in step
1 above. Mismatched lists are cause to fail the test.

4. Verify that the certificate Common Name field contains some value that is clearly indicated on the physical

device (e.g., a seria number), or that the manufacturer can use to identify the physical device. Failure to mest
this condition is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.5.1
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SPB Type 2 Security Perimeter

5.1.2. SPB Type 2 Security Perimeter

Objective

Verify that a Type 2 SPB module implements hardware module perimeter protection that prevents access to internal
circuitry and detects and records opening of the module perimeter.

Procedures
Using manufacturer-supplied documentation:
1. Define the physical area of the SPB in the system.
2. Verify that the SPB contains all sensitive circuits (i.e., al plaintext signals and plaintext interfaces).
3. Verify that entry into the SPB perimeter islogged to a persistent log in secure silicon (see also Section 5.1.3).

4, Failure to verify condition 2 or 3 above is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9524
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SPB Type 2 Secure Silicon

5.1.3. SPB Type 2 Secure Silicon

Objective
Verify that secure silicon level protection is used within a Type 2 SPB, with such protection continuously provided

(including if powered down) for all SPB Critical Security Parameters (CSP). Verify that the device meets FIPS 140-2
Level 3, areafive ( physical security).

Procedures

1. Using manufacturer-supplied documentation, verify that the facilities for perimeter protection and marriage to
Type 1 SPB are implemented using a self-contained, always-on processing module.

2. Verify that the processing moduleis entirely contained within the SPB perimeter.
3. Verify that the processing module meets FIPS 140-2 Level 3, areafive ( physical security).

4. Failure to verify all conditions aboveis cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 95.22
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Intra-Theater Communication

5.2. Intra-Theater Communication

The proceduresin this section apply to devices which can initiate or respond to TL S session requests using TCP port’1173,

5.2.1. TLS Session Initiation

Objective

Verify that once started, the Security Manager (SM) establishes a TLS session with all SPB devicesit is configured
to recognize. Verify that each TLS session is persistent.

Procedures
If the Test Subject is a Security Manager device:

1. Using manufacturer-supplied documentation, verify that the system is designed to maintain a persistent TLS
connection with configured SPBs.

2. Configurethe Test Subject to recognize one or more SPB devices, such asaprojector with aLink Decryptor Block.
3. Construct atest network consisting of an Ethernet switch, the Test Subject, SPB(s) and a hetwork analyzer.

4. With only the Ethernet switch and network analyzer on, turn on each SPB device and allow the device to come
to anidle state.

5. Turn on the Test Subject. Verify that for each SPB in the system, the SM establishes a TL S session soon after
startup.

6. Verify that each TL S session is maintained over time. A minimum monitoring period of one hour of system idle
time should be observed.

7. Disconnect an SPB from the test network long enough to cause the SM to close the connection (use manufacturer-
supplied documentation to determine the appropriate delay).

8. Reconnect the disconnected SPB. Verify that the SM re-establishes a TLS session within the time documented
by the manufacturer.

9. Failure to verify any of the conditions listed above is cause to fail thistest.
If the Test Subject isa Type 1 SPB:

1. Using manufacturer-supplied documentation, verify that the system is designed to accept TLS connections on
TCP port 1173.

2. Using manufacturer-supplied documentation, verify that the system is designed not to initiate TL'S connections
to other systemson TCP port 1173.

3. Construct atest network consisting of an Ethernet switch, the Test Subject and a network analyzer.

4. With only the Ethernet switch and network analyzer on, turn on the Test Subject and allow the device to cometo
anidle state. A connection request from the Test Subject using TCP port 1173 is cause to fail this test.
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TLS Session Initiation

5. Verify that the Test Subject accepts a connection request on TCP port 1173 from an SV or” ASM, requester
simulator.

If the Test Subject isa Type 2 SPB:
1. Construct atest network consisting of an Ethernet switch, the Test Subject and a network analyzer.

2. With only the Ethernet switch and network analyzer on, turn on the Test Subject and allow the device to cometa
anidle state. A connection request from the Test Subject using TCP port 1173 is cause to fail this test.

3. Verify that the Test Subject accepts a connection request on a TCP port designated by the manufacturer from
an SM or ASM simulator.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.45.2.3
[SMPTE-430-6]
Test Equipment
Network Analyzer
Ethernet Switch
asm-requester
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Auditorium Security Messages

5.2.2. Auditorium Security Messages

Auditorium Security Messages (ASM) are used to communicate runtime security information between a Security Manager
(SM) and aremote Link Decryptor Block (LDB). The following test procedures apply to any device which can initiate
(TLSclient) or terminate (TLS server) aTLS session.

To test a device which implements ASM, it will be necessary to use an ASM simulator program or any suitably
instrumented peer device. To simplify the descriptionsin the procedures below, the language assumes the use of an ASM
simulator. A detailed description of areference ASM simulator is given in Appendix D: ASM Smulator.

5.2.2.1. Auditorium Security Message Support

Objective

Verify that Auditorium Security Messages (ASM) are implemented per [SMPTE 430-6]. Verify correct operation
of applicable messages. Verify use of the IANA-assigned TCP port number 1173.

Procedures
1. Start a TL S session between the Test Subject and an ASM simulator.
2. Verify that the responder accepted the TCP open request on TCP port 1173.

3. Using manufacturer-supplied documentation, verify that TCP port 1173 isnot used for any protocol other than
ASM.

4. Verify that certificates were exchanged by both sides and that the certificates are valid per [SMPTE
430-2-2006].

5. Verify that a QuerySPB message occurs within 1 minute of TLS startup (as reported by the ASM simulator).

For testing responders, the asm-requester command must send a QuerySPB message:

$ asmrequester (... standard options ...) \
--messaget ype QuerySPB

For testing requesters, the asm-responder command must respond to the QuerySPB message:

$ asmrequester (... standard options ...) \
--messaget ype QuerySPB

6. Failure to verify all conditions above is cause to fail the test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 94523
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Auditorium Security Message Support

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-6]

Test Equipment

asm-requester
asm-responder
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ASM Failure Behavior

5.2.2.2. ASM Failure Behavior

Objective
1. Verify that an ASM responder provides a response within the recommended delay interval.
2. Verify that an ASM responder provides appropriate security alert response codesfor significant security events.

3. Verify that an ASM requester continues to operate normally when it receives a ResponderBusy response.

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM responder.

2. Command the simulator to return all ASM requests with ResponderBusy. Verify that the Test Subject attempts
to function normally.

$ asmresponder (... standard options ...) \
--respond-wi th "Busy"

3. Failure to verify the conditions above is cause to fail the test.

4. Command the simulator to hold responses until TL S renegotiation. Note whether the Test Subject restarts the
TLS session.

If the Test Subject isan ASM responder:
1. Initiate an ASM session between the ASM requester and the Test Subject.

2. Command the simulator to issue an arbitrary sequence of requests.

$ asmrequester (... standard options ...) \
- -nessaget ype <message-type>

Verify that the Test Subject responds within the 2 second maximum delay period recommended by [SMPTE
430-6].

3. For Test Subjects which have field-operable perimeter access, open an access panel and verify that the Subject
then respondsto all ASM requests with error code "2".

4. For Test Subjects which can participate in marriage to a companion device and be accessed via ASM in the
divorced state, place the device in the "divorced" state and verify that the Subject then responds to all ASM
reguests with error code "2".

5. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.45.3.2
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ASM Failure Behavior

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-6]

Test Equipment

asm-requester
asm-responder
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ASM "RRP Invalid"

5.2.2.3. ASM "RRP Invalid"

Objective

Verify that an ASM "RRP Invalid" response is supported.

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM responder simulator.

2. Command the ASM responder simulator to return all ASM requests with RRP Invalid. Verify that the Test
Subject attempts to function normally.

3. Failure to verify the conditions above is cause to fail the test.

$ asmresponder (... standard options ...) --respond-with Invalid

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.5
[SMPTE-430-6]

Test Equipment

asm-responder
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5.2.2.4. ASM "GetTime"

Objective

Verify that the Test Subject implements the GetTime command per [SMPTE 430-6].

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM responder simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a GetTime request. Observe
that the request is accepted by the simulator without error.

3. Failure of the device to implement the GetTime command is cause to fail the test.

$ asmresponder (... standard options ...)

If the Test Subject isan ASM responder:
1. Initiate an ASM session between the ASM requester simulator and the Test Subject.

2. Command the simulator to issue a GetTime request. Verify that the Test Subject responds within the 2 second
maximum delay period recommended by [SMPTE 430-6].

3. Failure to verify the conditions above is cause to fail the test.

4. Record the difference measured between the time value returned and real time as reported by the reference
clock.

$ asmrequester (... standard options ...) \
--nessagetype CGetTi ne

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 945
[SMPTE-430-6]

Test Equipment

asm-responder
asm-requester
Accurate Real-Time Clock
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5.2.2.5. ASM "GetEventList"

Objective

Verify that the Test Subject implements the GetEventList command per [SMPTE 430-6].

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM responder simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a GetEventList request.
Observe that the request is accepted by the simulator without error.

3. Failure of the device to implement the GetEventList command is cause to fail the test.

$ asmresponder (... standard options ...) \
--prel oad-1 og- event SPBOpen. xm \
--prel oad-| og- event SPBC ose. xm \
--prel oad-| og-event SPBMarriage. xm \
--prel oad-| og- event SPBDi vorce. xm \
--prel oad-| og- event SPBQuery. xm

If the Test Subject is an ASM responder:
1. Initiate an ASM session between the ASM requester simulator and the Test Subject.

2. Command the simulator to issue a GetEventList request. Verify that the Test Subject responds within the 2
second maximum delay period recommended by [SMPTE 430-6].

3. Failure to verify the conditions above is cause to fail the test.

$ asmrequester (... standard options ...) \
--nessaget ype Cet EventLi st \
--start-time 2007-07-23T19: 00: 00- 00: 00 \
--end-tinme 2007-07-23T121: 00: 00- 00: 00

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.45
[SMPTE-430-6]

Test Equipment

asm-requester
asm-responder
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5.2.2.6. ASM "GetEventID"

Objective

Verify that the Test Subject implements the GetEventlD command per [SMPTE 430-6].

Procedures

Each GetEventI D procedure call returns an XML document with atop-level element LogRecor dEI enent . See
Example 5.2 for more information about this data type.

If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM responder simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a GetEventlD request.
Observe that the request is accepted by the simulator without error.

3. Failure of the device to implement the GetEventID command is cause to fail the test.

$ asmresponder (... standard options ...) \
--prel oad-1 og-event SPBOpen. xm \
--prel oad-1 og- event SPBC ose. xm \
--prel oad-1 og- event SPBMarriage. xm \
--prel oad-1 og- event SPBDi vorce. xm \
--prel oad-| og- event SPBQuery. xm

If the Test Subject isan ASM responder:
1. Initiate an ASM session between the ASM requester ssmulator and the Test Subject.

2. Command the simulator to issue a GetEventID request. Verify that the Test Subject responds within the 2
second maximum delay period recommended by [SMPTE 430-6].

3. Verify that the text value returned isavalid XML document per [SMPTE 430-4].

4. Failure to verify the conditions above is cause to fail the test.

$ asmrequester (... standard options ...) \
--nessaget ype Get Event| D \
--nessage-id <event-id>

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.45
[SMPTE-430-4]
[SMPTE-430-6]
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Test Equipment

asm-responder
asm-requester
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5.2.2.7. ASM "LEKeyLoad"

Objective

Verify that the Test Subject implements the LEK eyl oad command per [SMPTE 430-6].

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM responder simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a LEKeyLoad request.
Observe that the request is accepted by the simulator without error.

3. Repeat step 2 after commanding the simulator to refuse LEKeylL oad requests. Verify that the Test Subject
attempts to operate normally.

4. Failure of the device to implement the LEK eyl oad command is cause to fail the test.

$ asmresponder (... standard options ...)

$ asmresponder (... standard options ...) \
--respond-w th Busy

If the Test Subject isan ASM responder:
1. Initiate an ASM session between the ASM simulator and the Test Subject.

2. Command the simulator to issue a LEKeyLoad request. Verify that the Test Subject responds within the 2
second maximum delay period recommended by [SMPTE 430-6].

3. Command the simulator to flood the Test Subject with LEK eyl oad messages. V erify that the Subject responds
to overflow with an appropriate error.

4. Failure to verify the conditions above is cause to fail the test.

$ asmrequester (... standard options ...) \
--nessaget ype LEKeyload

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.5
[SMPTE-430-6]
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Test Equipment

asm-requester
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5.2.2.8. ASM "LEKeyQueryID"

Objective

Verify that the Test Subject implements the LEK eyQuerylD command per [SMPTE 430-6].

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a LEKeyQuerylD request.
Observe that the request is accepted by the simulator without error.

3. Failure of the device to implement the LEKeyQuerylD command is cause to fail the test.

$ asmresponder (... standard options ...)

If the Test Subject isan ASM responder:
1. Initiate an ASM session between the ASM simulator and the Test Subject.

2. Command the simulator to issue a LEKeyQueryID request for a known present key ID. Verify that the Test
Subject responds within the 2 second maximum delay period recommended by [SMPTE 430-6].

3. Command the simulator to issue a LEKeyQueryID request for a known bogus key ID. Verify that the Test
Subject responds within the 2 second maximum delay period recommended by [SMPTE 430-6].

4. Failure to verify the conditions above is cause to fail the test.

$ asmrequester (... standard options ...) \
--nessaget ype LEKeyQueryl D \
--nessagetype-id <key-id>

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.45
[SMPTE-430-6]

Test Equipment

asm-requester
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5.2.2.9. ASM "LEKeyQueryAll"

Objective

Verify that the Test Subject implements the LEK eyQueryAll command per [SMPTE 430-6].

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a LEKeyQueryAll request.
Observe that the request is accepted by the simulator without error.

3. Failure of the device to implement the LEKeyQueryAll command is cause to fail the test.

$ asmresponder (... standard options ...)

If the Test Subject isan ASM responder:
1. Initiate an ASM session between the ASM simulator and the Test Subject.

2. Command the simulator to issue a LEKeyQueryAll request. Verify that the Test Subject responds within the
2 second maximum delay period recommended by [SMPTE 430-6].

3. Failure to verify the conditions above is cause to fail the test.

$ asmrequester (... standard options ...) \
--nessaget ype LEKeyQueryAl |

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.45
[SMPTE-430-6]

Test Equipment

asm-requester

asm-responder
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5.2.2.10. ASM "LEKeyPurgelD"

Objective

Verify that the Test Subject implements the LEK eyPurgel D command per [SMPTE 430-6].

Procedures

If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and the ASM simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a LEKeyPurgel D request.
Observe that the request is accepted by the simulator without error.

3. Failure of the device to implement the LEK eyPurgel D command is cause to fail the test.

If the Test Subject isan ASM responder:

1. Initiate an ASM session between the ASM simulator and the Test Subject.

2. Command the simulator to issue a LEK eyPurgel D request. Verify that the Test Subject responds within the 2
second maximum delay period recommended by [SMPTE 430-6].

3. Failure to verify the conditions above is cause to fail the test.

$ asmrequester (... standard options ...

--nessaget ype LEKeyPurgel D \
--nessagetype-id <key-id>

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-6]

9.4.5

Test Equipment

asm-requester
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5.2.2.11. ASM "LEKeyPurgeAll"

Objective

Verify that the Test Subject implements the LEK eyPurgeAll command per [SMPTE 430-6].

Procedures
If the Test Subject isan ASM requester:
1. Initiate an ASM session between the Test Subject and the ASM simulator.

2. Using manufacturer-supplied documentation, command the Test Subject to issue a LEKeyPurgeAll request.
Observe that the request is accepted by the simulator without error.

3. Failure of the device to implement the LEK eyPurgeAll command is cause to fail the test.

$ asmresponder (... standard options ...)

If the Test Subject isan ASM responder:
1. Initiate an ASM session between the ASM simulator and the Test Subject.

2. Command the simulator to issue a LEKeyPurgeAll request. Verify that the Test Subject responds within the
2 second maximum delay period recommended by [SMPTE 430-6].

3. Failure to verify the conditions above is cause to fail the test.

$ asmrequester (... standard options ...) \
--nmessaget ype LEKeyPur geALL

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.45
[SMPTE-430-6]

Test Equipment

asm-requester

asm-responder
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5.3. Event Logs

Secure Processing Block (SPB) modules are required to provide event log reports on demand. The log reports are’ XML
documents (see Section 3.1) having a structure defined by [SMPTE 430-4]. This section will describe the report format and
present procedures for testing general operational requirements for event logging.

Note

'The method of generating a log report will vary between implementations. Consult the manufacturer's documentation for

log generation instructions.

5.3.1. Log Report Format

Standard d-cinema log reports are encoded as XML documents per [SMPTE-430-4]. The reports consist of a preamble
which, identifies the device that created the report, and a sequence of log records. In log reports which contain security
events (Security Event Logs), some of the log records may contain XML Signature elements. The report format includes
many unique security features; the reader should study [SMPTE-430-4] in detail to understand how logs authentication

works.

The following subsections detail the major features of alog report.

5.3.1.1. Log Report Preamble

Thelog report beginswithr epor t Dat e andr epor ti ngDevi ce elements. The contents of the elements identify
the time the log was created and the device that created the log.

Example 5.1. Log Report Preamble Example

<?xm version="1.0" encodi ng="UTF- 8" ?>
<LogReport
xm ns="http://ww. snpt e-ra. or g/ schemas/ 430- 4/ 2007/ LogRecor d"
xm ns: dcml =" htt p: // www. snpt e-r a. or g/ schenmas/ 433/ 2006/ dcm Types" >
<r epor t Dat €>2007- 05- 04T09: 30: 47- 08: 00</ r epor t Dat e>

<reportingDevi ce>

<dcni

: Devi celdentifier idtype="CertThunbprint">YmVsc3dpY2t AZW50ZXJ0ZWNoLm\vbQ==

</ dcm : Devi cel denti fier>

<dcni

: Devi ceTypel D

scope="http://ww. snpt e-ra. org/ schemas/ 433/ 2006/ DCM_Types/ #Devi ceTypeTokens"

>SMk/ dcmi : Devi ceTypel D>

<dcm :
<dcm :
<dcm :
<dcm :
<dcm :
<dcm :
: Ver si onl nf 0>

<dcni

Devi ceSeri al >000000042</ dcml : Devi ceSeri al >

Manuf act ur er Cert | D>r | pve6MSncWOUNI pFc TSI hk6w2A=</ dcni : Manuf act ur er Cert | D>
Devi ceCert | D>9czga+0or | ADHDI YxAkn/ | cnmZ30=</ dcm : Devi ceCert | D> @

Manuf act ur er Nane>Acne Digital G nema |Inc. </ dcm : Manuf act ur er Name>

Devi ceNane>Mbj o Medi a Bl ock</dcml : Devi ceName>

Model Nunber >MB- 3000</ dcml : Mbdel Nunber >

<dcni : Name>Boot | oader </ dcnl : Nane>
<dcni : Val ue>1. 0. 0. 0</ dcni : Val ue>
<dcni : Name>Security Mdul e</ dcnl : Name>
<dcni : Val ue>3. 4. 2. 1</ dcni : Val ue>
</ dcml : Ver si onl nf o>
</ reportingDevi ce>
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Log Record Preamble Description

The LogReport element isthe root element of alog report document.
The Log Report and DCML namespaces are used.

This value gives the date on which this report document was generated.
This structure identifies the device that generated this report.

The serial number of generating device.

The certificate thumbprint (per [SMPTE 430-2]) of the generating device.

BEEEENE

5.3.1.2. Log Report Record

Each event contained in the log report is encoded as a LogRecor dEI enent element. This element type has three
major sub-elements; LogRecor dHeader , LogRecor dBody and LogRecor dSi gnat ur e. The first two are
shown in the example below, the last is the subject of the next section.

Elements of this type are also used directly (without a containing LogReport parent element) as the return value
from an ASM GetEventID procedure (see Section 5.2.2.6.) Because ASM procedures are executed exclusively via
TLSwith atrusted peer, the LogRecor dSi gnat ur e element is not needed.

Example 5.2. Log Report Record Example

<LogRecor dEl enent
xm ns="http://ww. snpt e-ra. or g/ schemas/ 430- 4/ 2007/ LogRecor d"
xm ns: dem ="htt p: // ww. snpt e-r a. or g/ schemas/ 433/ 2006/ dcm Types" >
<LogRecor dHeader >
<Event | D>ur n: uui d: 8a221df c-f 5¢6- 426d- a2b8- 9f 6f f 1cc6e31</ Event | D>
<Ti meSt anp>2005- 12- 17T10: 45: 00- 05: 00</ Ti meSt anp>
<Event Sequence>1000003</ Event Sequence>
<Devi ceSour cel D>
<dcm : Primaryl D i dt ype="Cert Thunbpri nt " >VG/zdCBDZXJ0aWZpY2F0ZSBUaHVt YnByaWs0
</dcm : Primaryl D>
</ Devi ceSour cel D>
<Event Cl ass>htt p: // ww. snpt e-ra. or g/ 430. 5/ 2007/ Securi tyLog/ </ Event Cl ass>
<Event Type
scope="http://ww. snpt e-ra. org/ 430. 5/ 2007/ Securi t yLog/ #Event Types" >Key</ Event Type> H
<cont ent | d>ur n: uui d: 733365c3- 2d44- 4f 93- accd- 43ch39b0cedf </ cont ent | d>
<pr evi ousHeader Hash>9czqa+0or | ADHDI YxAkn/ | cnZ30=</ pr evi ousHeader Hash> H
<r ecor dBodyHash>9czqga+0or | ADHDI YxAkn/ | cnmZ30=</r ecor dBodyHash> Fg
</ LogRecor dHeader >
<LogRecor dBody>
<Event | D>ur n: uui d: 8a221df c- f 5¢c6- 426d- a2b8- 9f 6f f 1cc6e31</ Event | D>
<Event SubType
scope="http://ww. snpt e-ra. org/ 430. 5/ 2007/ Securi t yLog/ #Event SubTypes- key" >
KDWKeysRecei ved
</ Event SubType>
<Par anet er s>
<dcm : Par anet er >
<dcni : Name>Si gner | D</ dcni : Name>
<dcni : Val ue xsi:type="ds: Di gest Val ueType" >r| pve6MSncWOuNl pFc TSI hk6w2A=</ dcmi : Val ue>
</ dcm : Par anet er >
</ Par anet er s>
<Excepti ons>
<dcml : Par anet er >
<dcm : Name>KDMFor mat Er r or </ dcm : Name>
<dcni : Val ue xsi:type="xs:string">XM validation failed on |Iine 36</dcm : Val ue>
</ dcm : Par anet er >
</ Excepti ons>
<Ref er encedl| Ds>
<Ref er enced| D>
<| DNane>Conposi ti onl D</ | DName>
<| DVal ue>ur n: uui d: 64bb6972- 13a0- 1348- a5e3- ae45420ea57d</ | DVal ue>
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</ Ref er encedl D>
<Ref er encedl| D>
<| DNane>KeyDel i ver yMessagel D</ | DName>
<I Dval ue>ur n: uui d: 64bb6972- 13a0- 1348- a5e3- ae45420ea57d</ | Dval ue>
</ Ref er encedl D>
</ Ref er encedl| Ds>
</ LogRecor dBody>

</ LogRecor dEl enent >

Log Record Record Description

EEE EE NEEEE RNE

=
B

TheLogRecor dEl ement contains asingle log record, corresponding to a single system event.

A UUID value that uniquely identifies this event. This ID must be the same wherever this event appears (i.e., if
the event appears in more than one report, the ID will be the same.)

The time and date at which the event occurred.

The sequence number of this event in the report.

The event Class (e.g., Security.)

The event Type (e.g., Key.)

Gives the UUID most closely associated with the content element that was being handled when the event
occurred.

The SHA-1 message digest of the Header element in the record that preceded this one in the report.

The SHA-1 message digest of the Body element contained within the same parent LogRecor dEl enment
element.

Describes the event Sub-type (e.g., KDMKeysReceived.)

A list of parameters which augment the event sub-type.

If an exception (an error) occured during the procedure that generated the event, this element will contain alist
of tokens which describe the error.

A list of important identifiers that existed in the procedure context when the event occurred.

5.3.1.3. Log Report Signature

An XML Signature is used to create a tamper-proof encoding. The signature is made over the contents of the
Recor dAut hDat a element as shown in the following example.

Example 5.3. Log Report Sighature Example

<LogRecor dSi gnat ur e>
<Header Pl acenent >st op</ Header Pl acenent >
<Sequencelengt h>2</ SequencelLengt h>
<Recor dAut hDat a | d="1 D_Recor dAut hDat a" >
<Recor dHeader Hash>S@3I ELhbnkgTW0y ZSBSZXZpc2l vbnM </ Recor dHeader Hash>
<SignerCertinfo> @
<ds: X5091 ssuer Nanme>CN=Di st Co- ca, OU=Di st Co-r a, O=Di st Co-r a,

dnQual i fier=vnqteTcB2G i\ +1H 23sxxgOgvwE=</ ds: X509| ssuer Name>

<ds: X509Ser i al Nunber >16580</ ds: X509Ser i al Nunber >
</ Si gner Cert | nf o>
</ Recor dAut hDat a>
<Si gnat ur e>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n- 20010315#W t hComnment s"/ >
<ds: Si gnat ureMet hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/>
<ds: Ref erence URI ="#| D_Recor dAut hDat a" >
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/>
<ds: Di gest Val ue>VGhpcyBvbnmx5I HRvb2sgdHdvl H | YXJz</ ds: Di gest Val ue>
</ ds: Ref er ence>
</ ds: Si gnedl nf 0>
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<ds: Si gnat ur eVal ue>
Vge6MSOpHovkf ghH kt / NNEI 1GCchCW EygxCccSenuzNQe63qL+VI Qol JCcwgnEQi / w/ 8bl gj f B
Pr sOMbMBzI ROeAZc 7t t 6f 7950t aNmC+O2wf ATVXqQEE8KC32qQ / NQHUOL6bLLH+120qgR5f S/ mi |
/ wpn8s/ pAt GA9l AXDRpO3EVOvzwqOnmBAj zOxl bgzGg6Al YOai r J1gecTlqccbh1zGQ B81pr 3ct | p
ECchubt SCgh+f r Rn4CZc4ZRM_hj nax/ zwHl GAExi MCEKbwaz 7DwiN8zv1yoPUzut 9i k7X0Eyf Rl | v
F3pi QoLeeFcFr kf NwYyyhTX8i HTO4Cz8Yf G\yw==</ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509| ssuer Seri al >
<ds: X509I ssuer Nane>Sanpl e | ssuer Name</ds: X509! ssuer Name>
<ds: X509Ser i al Nunber >1234567</ ds: X509Ser i al Nunber >
</ ds: X509l ssuer Seri al >
<l-- X509 certificate value as bl ock of Base64 encoded characters, -->
<l-- truncated for brevity -->
<ds: X509Certificate>
QSBDZXJ0aWZpY2F0ZSB3b3VsZCBi ZSBsb25nZXI gdGhhbi B0ad z</ ds: X509Certi fi cat e>
</ ds: X509Dat a>
<ds: X509Dat a>
<ds: X509| ssuer Seri al >
<ds: X509! ssuer Nane>Sanpl e | ssuer Name 2</ds: X509| ssuer Nane>
<ds: X509Ser i al Nunber >123456789</ ds: X509Ser i al Nurmber >
</ ds: X509l ssuer Seri al >
<I-- X509 certificate value as bl ock of Base64 encoded characters, -->
<l-- truncated for brevity -->
<ds: X509Certi fi cat e>TEuz2Vyl HRoYWIgdGhpcyB0Ob28s| GZvci BzdXJl </ ds: X509Certi fi cat e>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ Si gnat ur e>
</ LogRecor dSi gnat ur e>

Log Record Signature Description

The LogRecor dSi gnat ur e contains the signature of alog record.

TheRecor dAut hDat a element isthe content that isactually signed for the signature. Thiselement isidentified
for the signature processor by the | d attribute value.

A message digest value calculated over the sibling Header element.

This information identifies the creator of the XML Signature (the document's signer.).

A standard XML Signature element.

5.3.1.4. Log Report Signature Validation

XML Signatures on log reports can be checked using the procedure in Section 3.1.3.
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5.3.2. Event Log Operations

5.3.2.1. Log Structure

Objective

» Verify that the Log Report is an XML document and that it validates against the XML schemas defined in
[SMPTE-430-4] and [SMPTE-433M].

 Verify that the Log Report contains urn:uuid values as specified in [RFC-4122].

Procedures

1. Using the schema-check software utility, validate the XML file structure against the XML schemas in
[SMPTE-430-4] and [SMPTE-433M]. Failure to correctly validate is cause to fail this test. For more
information on schema validation see Section 1.3: Conventions and Practices.

$ schema- check <input-file> snpte-433.xsd snpte-430-4. xsd
schema val i dati on successf ul
$

2. Supply the filename of the Log Report file as an argument to the uuid_check.py software utility. Examine the
output for error messages that identify expected UUID values that do not conform to the format specified in
[RFC-4122]. One or more occurrences is cause to fail thistest.

$ uui d_check. py <input-file>
all UU Ds conformto RFC- 4122
$

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.2
[RFC-4122]
[SMPTE-430-4]
[SMPTE-433M]

Test Equipment

schema-check
uuid_check.py
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5.3.2.2. Log Records for Multiple SPBs

Objective
Only appliesto an IMB Security Manager (SM) which has one or more remote SPBs in the auditorium suite.

Verify that in the case of reports covering multiple SPBs, records consist of a separately identifiable sequence for
each reporting SPB.

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (valid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethe log report using atext editor. Verify that the records consist of a separately identifiable sequence
for each SPB in the suite.

4. Failure to correctly identify the originating SPB for any event (log records) shall be cause to fail thistest.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.1

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM
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5.3.2.3. Log Sequence Numbers

Objective
Verify that the security manager (SM) maintains a secure and persistent counter to provide a unique sequential

number to each log record it creates. Verify that this sequence number appears in the Header node of each log
record in areport.

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (vaid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that the header in each record contains a Serial Number value
that is one greater than the value in the previous record.

4. Failure to correctly sequence log recordsin areport shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.34

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM
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Log Collection by the SM

5.3.2.4. Log Collection by the SM

Objective

Only appliesto an IMB Security Manager (SM).

Verify that the SM collects log information from all remote SPBs in the suite it enables, at the earliest equipment
idletime. Verify that TLS sessions are not terminated prior to collection of al remote SPB log data and that in no

event more than 24 hours will pass between the recording of log data by a remote SPB and the collection of such
data by the IMB SM (in a powered state).

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SIEM Test Sequence (Encrypted) and
KDM for 2K SEM (valid DCP).

2. Leave the system idle for 20 minutes, then extract a security log report from the Test Subject.

3. Examine the log report using a text editor. Verify that the report contains records identified as having been
generated by each remote SPB enabled for the playout.

4. Failure to correctly collect and report remote SPB event records shall be cause to fail this test.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.1

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM
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General Log System Failure

5.3.2.5. General Log System Failure

Objective
Only appliesto an IMB Security Manager (SM).
» Verify that the system requires that the secure logging subsystem is operating as a prerequisite to playback.

* Verify that the SM will not enable for playback any remote SPB for which it has not collected, or cannot collect
log records, or wherethereisany indication that the remote SPB will not record and report log records asrequired.

Procedures

1. Configure the Test Subject (an IMB) to use the asm-responder simulator program instead of a normal
projector. Configure the ASM simulator to respond to event requests with a busy response code.

2. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (vaid DCP).

3. Allow 20 minutes to elapse.

4. Attempt to set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence
(Encrypted) and KDM for 2K SEM.

5. If the SM allows playout, this shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.10

Test Equipment

asm-responder

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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SM Proxy of Log Events

5.3.3. SM Proxy of Log Events

5.3.3.1. SM Proxy of Log Events

Objective

Verify that an SM can proxy (for an SPB) log records which contain an unknown class or type of information.

Procedures

1. Configure the Test Subject to use the asm-responder program as a remote SPB (a virtual LDB). Configure
the asm-responder to return the set of proprietary test messages.

$ asmresponder (...standard options...) \
--prel oad-1 og-event Propl.xm \
--prel oad-1 og-event Prop2.xm \
--prel oad- 1 og- event Prop3. xmn

Note: The "proprietary" test messages are valid [SMPTE-430-4] log records that contain class or type
information not defined in a standard document.

2. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (valid DCP). Playback may be stopped any time after two minutes.

3. Wait no more than 20 minutes after playout stops to allow the SM to gather the remote SPB logs.
4. Extract a security log report from the Test Subject.

5. Examinethelog report using atext editor. Verify that thelog contains at least one record each of Class Debug,
Typel nf o, Event Subtype Pr op1, Prop2, and Pr op3.

6. Verify that each event identified in the previous step has correctly formatted parameters as defined in
Appendix D.

7. Failure to correctly record each of the Operations events shall be cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

asm-responder
Text Editor
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SM Proxy of Security Operations Events

5.3.3.2. SM Proxy of Security Operations Events

Objective

Verify that an SM can proxy (for an SPB) log records which contain correctly coded Security Operations events
per [SMPTE-430-5].

Procedures

1. Configure the Test Subject to use the asm-responder program as a remote SPB (a virtual LDB). Configure
the asm-responder to return the set of Operations test messages.

$ asmresponder (...standard options...) \
- - prel oad- | og- event SPBOpen. xm \
- - prel oad- | og- event SPBC ose. xm \
--prel oad- | og- event SPBMarri age. xm \
- - prel oad- | og- event SPBDi vorce. xm \
- - prel oad- | og- event SPBShut down. xm \
--prel oad- | og- event SPBStartup.xm \
- - prel oad- | og- event SPBC ockAdj ust.xm \
- - prel oad- | og- event SPBSof t war e. xni

2. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (valid DCP). Playback may be stopped any time after two minutes.

3. Wait no more than 20 minutes after playout stops to allow the SM to gather the remote SPB logs.

4. Extract a security log report from the Test Subject.

5. Examine the log report using a text editor. Verify that the log contains at least one record each of Class
Security, TypeQper ati ons, Event Subtypes SPBOpen, SPBCl ose, SPBMVar ri age, SPBDI vor ce,
SPBShut down, SPBSt ar t up, SPBCl ockAdj ust , and SPBSof t war e.

6. Verify that each event identified in the previous step has correctly formatted parameters as defined in
[SMPTE-430-5].

7. Failure to correctly record each of the Operations events shall be cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

asm-responder
Text Editor
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SM Proxy of Security Operations Events

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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SM Proxy of Security ASM Events

5.3.3.3. SM Proxy of Security ASM Events

Objective

Verify that an SM can proxy (for an SPB) log records which contain correctly coded Security ASM events per
[SMPTE-430-5].

Procedures

1. Configure the Test Subject to use the asm-responder program as a remote SPB (a virtual LDB). Configure
the asm-responder to return the set of ASM test messages.

$ asmresponder (...standard options...) \
- - prel oad- | og- event SPBOpen. xm \
- - prel oad- | og- event SPBC ose. xm \
--prel oad- | og- event SPBMarri age. xm \
- - prel oad- | og- event SPBDi vorce. xm \
- - prel oad- | og- event SPBShut down. xm \
--prel oad- | og- event SPBStartup.xm \
- - prel oad- | og- event SPBC ockAdj ust.xm \
- - prel oad- | og- event SPBSof t war e. xni

2. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (valid DCP). Playback may be stopped any time after two minutes.

3. Wait no more than 20 minutes after playout stops to allow the SM to gather the remote SPB logs.

4. Extract a security log report from the Test Subject.

5. Examine the log report using a text editor. Verify that the log contains at least one record each
of Class Security, Type ASM Event Subtypes Li nkOpened, Li nkC osed, Li nkExcepti on,

LogTransfer,and KeyTr ansfer.

6. Verify that each event identified in the previous step has correctly formatted parameters as defined in
[SMPTE-430-5].

7. Failure to correctly record each of the ASM events shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

asm-responder
Text Editor
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SM Proxy of Security ASM Events

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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Security Log Events

5.4. Security Log Events

Secure Processing Blocks (SPB) are reguired to record Security Log Events (defined in [SMPTE 430-5]) upon the occlrrence
of certain operational states. The procedures in this section should cause the Test Subject to record the respective events,

5.4.1. Playout, Validation and Key Events
5.4.1.1. FrameSequencePlayed Event

Objective

Verify that the SM can produce log records which contain correctly coded Fr aneSequencePl ayed events per
[SMPTE-430-5].

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (vaid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,
Type Pl ayout , Event Subtype Fr ameSequencePl ayed.

4. Verify that the FrameSequencePl ayed record has correctly formatted parameters as defined in
[SMPTE-430-5].

5. Failure to correctly record a Fr aneSequencePl ayed event shal be cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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CPL Start Event

5.4.1.2. CPLStart Event

Objective

Verify that the SM can produce log records which contain correctly coded CPLSt ar t events per [SMPTE-430-5]-

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (vaid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,
Type Pl ayout , Event Subtype CPLSt art .

4. Verify that the CPLSt ar t record has correctly formatted parameters as defined in [SMPTE-430-5].

5. Failure to correctly record aCPLSt ar t event shall be cause to fail thistest.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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CPLENd Event

5.4.1.3. CPLENnd Event

Objective

Verify that the SM can produce |log records which contain correctly coded CPLENnd events per [SMPTE-430-5].

Procedures

1. Set up and play a show completely using the DCP and KDM contained in DCI 2K SEM Test Sequence
(Encrypted) and KDM for 2K SEM (valid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,
Type Pl ayout , Event Subtype CPLENd.

4. Verify that the CPLENd record has correctly formatted parameters as defined in [SMPTE-430-5].

5. Failure to correctly record a CPLENd event shall be cause to fail thistest.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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PlayoutComplete Event

5.4.1.4. PlayoutComplete Event

Objective

Verify that the SM can produce log records which contain correctly coded Pl ayout Conpl et e events per.
[SMPTE-430-5].

Procedures

1. Set up and play a show completely using the DCP and KDM contained in DCI 2K SEM Test Sequence
(Encrypted) and KDM for 2K SEM (valid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,
Type Pl ayout , Event Subtype Pl ayout Conpl et e.

4. Verify that thePl ayout Conpl et e record hascorrectly formatted parametersasdefined in [ SMPTE-430-5].

5. Failure to correctly record aPl ayout Conpl et e event shall be cause to fail this test.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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CPL Check Event

5.4.1.5. CPLCheck Event

Objective

Verify that the SM can produce log records which contain correctly coded CPLCheck events per [SMPTE-430-5]-

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and

KDM for 2K SSEM (valid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,
TypeVal i dat i on, Event Subtype CPLCheck.

4. Verify that the CPLCheck record has correctly formatted parameters as defined in [SMPTE-430-5].

5. Failure to correctly record a CPLCheck event shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
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KDMKeysReceived Event

5.4.1.6. KDMKeysReceived Event

Objective

Verify that the SM can produce log records which contain correctly coded KDMKeysRecei ved events per.

[SMPTE-430-5].

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and

KDM for 2K SSEM (valid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,

Type Key, Event Subtype KDMKeysRecei ved.

4. Verify that theKDVKey s Recei ved record has correctly formatted parametersasdefined in [ SMPTE-430-5].

5. Failure to correctly record a KDVKeysRecei ved event shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
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KDMDeleted Event

5.4.1.7. KDMDeleted Event

Objective

Verify that the SM can produce log records which contain correctly coded KDVDel et ed events per
[SMPTE-430-5].

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (vaid DCP).

2. Cause the system to remove all KDMs.
3. Extract a security log report from the Test Subject.

4. Examinethelog report using atext editor. Verify that thelog contains at |east onerecord of ClassSecuri ty,
Type Key, Event Subtype KDMDel et ed.

5. Verify that the KDVDel et ed record has correctly formatted parameters as defined in [SMPTE-430-5].

6. Failure to correctly record aKDVDel et ed event shall be cause to fail this test.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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ASM and Operations Events

5.4.2. ASM and Operations Events

5.4.2.1. LinkOpened Event

Objective

Verify that the SM can produce log records which contain correctly coded Li nkOpened events per

[SMPTE-430-5].

Procedures

1. Power up the Test Subject and associated suite equipment (which should include at least one remote SPB),
wait for the system to become idle.

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at |east onerecord of ClassSecuri ty,
Type ASM Event Subtype Li nkOpened.

4. Verify that the Li nkOpened record has correctly formatted parameters as defined in [SMPTE-430-5].

5. Failure to correctly record aLi nkQOpened event shall be cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor
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LinkClosed Event

5.4.2.2. LinkClosed Event

Objective

Verify that the SM can produce log records which contain correctly coded Li nkCl osed events per
[SMPTE-430-5].

Procedures

1. From the idle state, power down the Test Subject and associated suite equipment (which should include at
least one remote SPB).

2. Power up the Test Subject, wait for the system to becomeidle.

3. Extract a security log report from the Test Subject.

4. Examinethelog report using atext editor. Verify that thelog contains at |east onerecord of ClassSecuri ty,
Type ASM Event Subtype Li nkCl osed.

5. Verify that the Li nkCl osed record has correctly formatted parameters as defined in [SMPTE-430-5].

6. Failure to correctly record aLi nkCl osed event shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor
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LinkException Event

5.4.2.3. LinkException Event

Objective

Verify that the SM can produce log records which contain correctly coded Li nkExcepti on events per
[SMPTE-430-5].

Procedures
1. From the idle state, disconnect the ASM communication channel (i.e., the Ethernet) to aremote SPB.

2. Set up and attempt to play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence
(Encrypted) and KDM for 2K SEM (this step should fail, i.e., the playout should not occur.)

3. Extract a security log report from the Test Subject.

4. Examinethelog report using atext editor. Verify that thelog contains at |east onerecord of ClassSecuri ty,
Type ASM Event Subtype Li nkExcepti on.

5. Verify that the Li nkExcept i on record has correctly formatted parameters as defined in [SMPTE-430-5].

6. Failure to correctly record aLi nkExcept i on event shall be cause to fail this test.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)

172



LogTransfer Event

5.4.2.4. LogTransfer Event

Objective

Verify that the SM can produce log records which contain correctly coded LogTr ansfer events per
[SMPTE-430-5].

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (vaid DCP).

2. Wait no more than 20 minutes after playout stops to allow the SM to gather the remote SPB logs.
3. Extract a security log report from the Test Subject.

4. Examinethelog report using atext editor. Verify that thelog contains at |east onerecord of ClassSecuri ty,
Type ASM Event Subtype LogTr ansf er .

5. Verify that the LogTr ansf er record has correctly formatted parameters as defined in [SMPTE-430-5].

6. Failure to correctly record aLogTr ansf er event shall be cause to fail thistest.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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KeyTransfer Event

5.4.2.5. KeyTransfer Event

Objective

Verify that the SM can produce log records which contain correctly coded KeyTr ansfer events per

[SMPTE-430-5].

Procedures

1. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and

KDM for 2K SSEM (valid DCP).

2. Extract a security log report from the Test Subject.

3. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,
Type ASM Event Subtype Key Tr ansf er .

4. Verify that the Key Tr ansf er record has correctly formatted parameters as defined in [SMPTE-430-5].

5. Failure to correctly record aKey Tr ansf er event shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
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SPBStartup SPBShutdown Events

5.4.2.6. SPBStartup SPBShutdown Events

Objective

Verify that the SM can produce log records which contain correctly coded SPBSt art up and SPBShut down
events per [SMPTE-430-5].

Procedures
1. Power up the Test Subject and associated suite equipment, wait for the system to become idle.
2. Power down the Test Subject and associated suite equipment, power up, wait for the system to becomeidle.
3. Extract a security log report from the Test Subject.

4. Examinethelog report using atext editor. Verify that thelog contains at |east onerecord of ClassSecuri ty,
Type Qper at i ons, Event Subtypes SPBSt ar t up and SPBShut down.

5. Verify that the SPBSt ar t up and SPBShut down records have correctly formatted parameters as defined
in [SMPTE-430-5].

6. Failure to correctly record SPBSt ar t up and SPBShut down shall be cause to fail this test.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor
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SPBOpen SPBClose Events

5.4.2.7. SPBOpen SPBClose Events

Objective

Verify that the SM can produce log records which contain correctly coded SPBOpen and SPBCI ose events per.
[SMPTE-430-5].

Procedures

1. Power up the Test Subject and associated suite equipment (which should include at least one SPB with asecure
perimeter access door), wait for the system to becomeidle.

2. Open a secure perimeter access door. Wait one minute, close the access door.

3. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (vaid DCP).

4. Extract a security log report from the Test Subject.

5. Examinethelog report using atext editor. Verify that the log contains at |east one record of ClassSecuri ty,
Type Qper at i ons, Event Subtypes SPBOpen and SPBCl ose.

6. Verify that the SPBOpen and SPBCI ose records have correctly formatted parameters as defined in
[SMPTE-430-5].

7. Failure to correctly record SPBOpen and SPBCI ose shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.7
[SMPTE-430-4]
[SMPTE-430-5]

Test Equipment

Text Editor

Test Material
DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM
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SPBClockadjust Event

5.4.2.8. SPBClockadjust Event

Objective

Verify that, for SMs which support clock adjustment, the SM can produce log records which contain correctly.
coded SPBCI ockadj ust events per [SMPTE-430-5].

Procedures

1. Power up the Test Subject and associated suite equipment, wait for the system to become idle.

2. Using the manufacturer's documented procedure, adjust the clock of the Test Subject.

3. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (valid DCP). Playout may be stopped after one minute.

4. Extract a security log report from the Test Subject.

5. Examinethelog report using atext editor. Verify that the log contains at |east one record of ClassSecuri ty,
Type Qper at i ons, Event Subtypes SPBCl ockadj ust .

6. Verify that the SPBC ockadj ust

[SMPTE-430-5].

7. Failure to correctly record SPBCI ockadj ust shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM

records have correctly formatted parameters as defined in
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SPBMarriage and SPBDivorce Events

5.4.2.9. SPBMarriage and SPBDivorce Events

Objective

Verify that the SM can produce log records which contain correctly coded SPBVar ri age and SPBDi vor cé

events per [SMPTE-430-5].

Procedures

1. Power up the Test Subject and associated suite equipment, wait for the system to become idle.

2. Using the manufacturer's documented procedure, divorce the Test Subject from its companion device.
3. Using the manufacturer's documented procedure, remarry the Test Subject with its companion device.
4. Return the Test Subject to the idle state (reboot after software installation is acceptable).

5. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and

KDM for 2K SEM (valid DCP). Playout may be stopped after one minute.

6. Extract a security log report from the Test Subject.

7. Examinethelog report using atext editor. Verify that thelog contains at |east onerecord of ClassSecuri ty,

Type Qper at i ons, Event Subtypes SPBVar r i ageand SPBDI vor ce.

8. Verify that the SPBMar ri age and SPBDi vor ce records have correctly formatted parameters as defined

in [SMPTE-430-5].

9. Failure to correctly record SPBMar r i age and SPBDI vor ce shall be causeto fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM
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SPBSoftware Event

5.4.2.10. SPBSoftware Event

Objective

Verify that the SM can produce log records which contain correctly coded Sof t war e events per [SMPTE-430-5]-

Procedures

1. Power up the Test Subject and associated suite equipment, wait for the system to become idle.

2. Using the manufacturer's documented procedure, perform a software installation on the Test Subject.

3. Return the Test Subject to the idle state (reboot after software installation is acceptable).

4. Set up and play a show using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and
KDM for 2K SEM (valid DCP). Playout may be stopped after one minute.

5. Extract a security log report from the Test Subject.

6. Examinethelog report using atext editor. Verify that thelog contains at least onerecord of ClassSecuri ty,
Type Qper at i ons, Event Subtypes Sof t war e.

7. Verify that the Sof t war e records have correctly formatted parameters as defined in [SM PTE-430-5].

8. Failure to correctly record Sof t war e shall be causeto fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-4]
[SMPTE-430-5]

9.4.6.3.7

Test Equipment

Text Editor

Test Material

DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM
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Chapter 6. Media Block

The MediaBlock (MD) isaType 1 SPB comprising a Security Manager (SM) and the Media Decryptors (MD) for-all, essence
types, plus, as required, Forensic Marker (FM) for image or sound, a Link Encryptor (LE) and a Timed Text rendering-engine
(alpha-channel overlay).

6.1. Security Manager (SM)

6.1.1. Image Integrity Checking

Objective
* Verify that the SM detects and logs playback restarts.

» Verify that the SM processes image essence integrity pack metadata, to detect and log deviations from the intended
image file (Track File ID) and the intended frame sequence.

* Record whether the SM performs area -time check of the image frame hash (HMAC).

Note that an image frame hash (HMAC) check is encouraged to be performed by the SM, but optional.

Procedures

1. Load composition DCI 2K SEM Test Sequence (Encrypted). Start Playback, stop playback and restart playback.
Examine the log file to verify that the restart was logged, and that the log entry was signed by the SM.

2. Playback the composition DCI Malformed Test 1: Picture with Frame-out-of-order error, in which two frames
are swapped. Record whether, after playback, the occurrence of these two swapped image frames is logged, and
that the log entry was signed by the SM.

3. Playback the composition DCI DCP With an incorrect picture file (Wrong ID), in which the image track file has
been replaced with another one with adifferent Track File ID. Record whether, after playback, the occurrence of
these replaced track filesislogged and that the log entry was signed by the SM.

Failure of any of the above conditionsis cause to fail thistest.

4. Playback the composition DCI Malformed Test 9: Picture with HMAC error in MXF Track File, in which the
HMAC value for one of the image frames has been malformed. Record whether after playback, the occurrence
of the malformed HMAC islogged, and that the log entry was signed by the SM.

Supporting Materials

Reference Document |1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.35

Test Equipment

DCI Projector
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Image Integrity Checking

Test Material
DCI 2K StEM Test Sequence (Encrypted)

DCI Maformed Test 1: Picture with Frame-out-of-
order error

DCI DCP With an incorrect picture file (Wrong D)

DCI Mdformed Test 9: Picture with HMAC error in
MXF Track File
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Sound Integrity Checking

6.1.2. Sound Integrity Checking

Objective

» Verify that the SM processes sound essence integrity pack metadata, to detect and log deviations from the intended
sound file (Track File ID) and the intended frame sequence.

» Verify that the SM performs areal-time check of the sound frame hash (HMAC).

Procedures

1. Playback the composition DCI Malformed Test 2: Sound with Frame-out-of-order error, in which two sound
frames are swapped. Record whether after playback, the occurrence of these two swapped sound framesislogged,
and that the log entry was signed by the SM.

2. Playback the composition DCI DCP With an incorrect sound file (Wrong 1D), in which the sound track file has
been replaced by another one with a different Track File ID. Record whether after playback, the occurrence of
these replaced track filesislogged, and that the log entry was signed by the SM.

3. Playback the composition DCI Malformed Test 10: Sound with HMAC error in MXF Track File, in which the
HMAC value for one of the sound frames has been malformed. Record whether after playback, the occurrence
of the malformed HMAC islogged, and that the log entry was signed by the SM.

Failure of any of the above conditionsis cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35

Test Material
DCI DCP With an incorrect sound file (Wrong ID)

DCI Mdformed Test 2: Sound with Frame-out-of-
order error

DCI Maformed Test 10: Sound with HMAC error
in MXF Track File
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Restriction of Keying to
Monitored Link Decryptors

6.1.3. Restriction of Keying to Monitored Link Decryptors

Objective

Verify that the SM issues Link Encryption keys only to Link Decryptors (LDB or LD/LE) in remote SPBs that show
no sign of improper operation or attack (as determined by means of the QuerySPB message).

Procedures

Using the ASM responder simulator configured to always set the Security Alert condition of the response to the
QuerySPB command, make sure that the SM does not issue LEKeyL oad Request (set key) messages to the ASM
device. If the LEK eyl oad Request message is received, thisis cause to fail thistest.

$ asmresponder (... standard options ...) \
--respond-wi t h- queryspb-type SecurityAl ert

Note: In architectures that support multiple projectors and/or the use of LD/LE image processing SPB devices, this
test should be carried out for each additional device. In addition to the QuerySPB response, the key usage qualification
criteriainclude assuring ONLY these devices appear onthe TDL.

Supporting Materials

Reference Document | D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.435

Test Equipment

asm-responder
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Restriction of Keyingto MD Type

6.1.4. Restriction of Keying to MD Type

Objective

Verify that keys are issued only to MDs matching the key type as specified in the KDM per [SMPTE-430-1].

Procedures

1. Load the KDM KDM with mismatched keytype, which contains a valid decryption key for image, but the Key

Type is mismatched.

2. Attempt to play the composition and record the result. Verify that the composition cannot be played. Failure to

meet this requirement is cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-1]

9.4.35

Test Material

KDM with mismatched keytype
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Restriction of Keying to valid CPLs

6.1.5. Restriction of Keying to valid CPLs

Objective

Verify that the SM validates CPL sand logsresultsas aprerequisite to preparing the suite for the associated composition
playback.

Procedures

1. Supply the CPL DCI CPL with an Invalid Sgnature to the SM. Verify that the SM rejects the CPL. If the SM
accepts the CPL, thisis cause to fail thistest.

2. Examine the log file to verify that the rejection of the CPL was logged, and that the log entry was signed by the
SM. Failure to meet these requirements is cause to fail this test.

3. Attempt to start playback and verify that it is not possible. If playback starts, thisis cause to fail thistest.
Note: Certain SM S implementations may check the CPL for validity as a prerequisite to handing the CPL to the SM.
Depending on the way the SMS is implemented, it may be necessary to use a special mode (e.g., by clicking a CPL

validation error ignore button) to deliver the CPL to the SM. In case the SM S prevents supplying invalid CPLsto the
SM, the manufacturer must provide an SM S with modified software that allows this kind of operation.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)

[DCI-DCSS-1-1] 9.4.35

Test Material

DCI CPL with an Invalid Signature
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Remote SPB Integrity Monitoring

6.1.6. Remote SPB Integrity Monitoring

Objective
Verify that the SM continuously monitorsand logsintegrity status of all Remote SPBs, to detect attacks during normal
operation, by issuing the QuerySPB command at least every 30 seconds.
Procedures
For all remote SPBs, perform the following three tests:
First test:
1. Set up the system, load the DCP DCI 2K SEM Test Sequence and playback the composition.
2. Disconnect the 100BaseT control network cable between the IMB SPB and the remote SPB.
3. Record whether the composition continues to play.

4. Examine the logs and verify that the failed QuerySPB request islogged and signed by the SM. Thefailure of this
event to be recorded or correctly signed is cause to fail thistest.

Second test (only possible for projector SPBs):

1. Set up the system, load the DCP DCI 2K SEM Test Sequence and prepare the projection system for playout (i.e.,
establish TLS sessions)

2. Wait one minute, open the projector access door for one minute, then close the access door for another minute.

3. Verify that the SM logs and signs an "open door" security alert for the minute the door was open viathe expected
QuerySPB commands. The failure of this event to be recorded or correctly signed is cause to fail thistest.

Third test (only possible for projector SPBs):
1. Set up the system, load the DCP DCI 2K SEM Test Sequence and playback the composition.
2. Wait one minute, open the projector access door for one minute, then close the access door for another minute.

3. Record whether playback terminates when the access door is opened and that the playback does not automatically
resume when the projector door is closed. Failure to meet either of these requirementsis cause to fail this test.

4. Verify that the SM logs and signs an "open door" security alert for the minute the door was open viathe expected
QuerySPB commands. The failure of this event to be recorded or correctly signed is cause to fail thistest.

Note: Thistest doesnot fully cover the requirements as described in the Objective. Using the above functional test, itis
only verified that the SM continuously queriesthe SPB (or at |east monitors the connection), but not that SPB integrity
status is actually monitored. This is difficult to verify functionally, as integrity failures are not triggered easily for
all SPB types without destruction of the SPB. It is therefore preferred to execute this test non-functionally by careful
source code analysis in cooperation with the designers.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35
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Remote SPB Integrity Monitoring

Test Material

DCI 2K StEM Test Sequence
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SPB Integrity Fault Consequences

6.1.7. SPB Integrity Fault Consequences

Objective

Verify that the SM responds to SPB substitutions since the previous authentication and/or ATM QuerySPB Command

by terminating and re-establishing:

1. TL S sessions (and re-authenticating the suite) and

2. Suite playability conditions (KDM prerequisites, SPB queries and key loads).

Procedures

With cooperation of the designers of the system and the necessary block diagrams, schematics and source codes given,
verify that in case SPB substitution since the previous authentication and/or ATM status query is detected, the SM:

1. Prevents (or stops, if in progress) playback,

2. Purges al keys (content and link encryption keys),

3. Terminates and re-establishes the TL'S sessions, and

4. Re-establishes suite playability conditions such asKDM prerequisites, SPB queries ("QuerySPB") and key loads.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9.4.35
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Link Encryption (LE)

6.2. Link Encryption (LE)

This section is only applicable for systems that use Link Encryption.

6.2.1. LDB Trust

Objective

Verify that for playback of content that is not encrypted (therefore no KDM or TDL for this content exists) the SM
automatically assumes "trust" in the LDB and projector SPBs for purposes of keying the LDB and enabling playback.

Procedures

1. Remove and restore power to the equipment containing the IMB. This forces fresh TLS sessions to the remote
SPBs and ensures that fresh LE keys are generated.

2. Set up a show containing the composition DCI 2K SIEM Test Sequence. This DCP is unencrypted and therefore
has no associated KDM with aTDL.

3. Playback the show and verify that the composition plays without problems. Failure to sucessfully and completely
playback is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.4

Test Material
DCI 2K StEM Test Sequence
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Multiple LE Operation

6.2.2. Multiple LE Operation

Objective

 Verify that the SM enables multiple LE operation only when the SM receivesa KDM whose TDL contains only the
identities of the remote SPBs identified during TL S authentication.

» Verify that the SM shall not support the use of more than oneimage processor SPB (LD/LE) for any L DB/projector
configuration

» Verify that the SM shall key the multiple LDB/projector configuration using different LE keys.

Procedures

1. By carrying out the following steps, setup a system comprising the IMB under test and four (4) ASM responders,
two (2) which will simulate projector SPB type 2s and two (2) which will simulate their respective LDBs.

a. Create afile containing the signer certificate chain by concatenating the certificates PRJ-chain-b1-root.pem,
PRJ-chain-b1-signerl.pem and PRJ-chain-bl-signer2.pem, e.g:

$ cat PRIJ-chai n-bl-root. pem PRI-chai n-bl-signer 1. pem\
PRJ- chai n- b1-si gner 2. pem > f00. pem

b. Initialize each ASM responder with the appropriate values taken from Table 6.1 below. The |P addresses
for the responders may be replaced by any available addresses in the same subnet asthe IMB is configured.
An example is shown below:

$ asmresponder --bind-address 192.168.1.100 --certificate-file chain-bl-spb2-1.pem\
--certificate-chain-file foo.pem--private-key-file rsa-key-spb2-1.pem--tls-only

2. Power up the part of the system that contains the IMB and observe that all the TLS connections become
established. From this point forward record all LEKeyLoad events which are announced by the LDB ASM

responders.
3. Load and playback the test materials KDM for multiple LDs, 2 LDBs.
4. Perform a second playback of the test materials from the step above.

5. Verify that at least two (2) LE keys have been sent to each LDB ASM responder and that every key is different.
Failure to meet both requirementsis cause to fail this test.

6. Load and attempt to playback the test materials KDM for multiple LDs, 2 LD/LE, 1 LDB.

Table 6.1. ASM responder parameters

Responder IP Address Certificate File Private Key File Additional
Role Arguments
LDB #1 192.168.1.100 chain-b1-Idb-1.pem rsa-key-Idb-1.pem
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Multiple LE Operation

Responder IP Address Certificate File Private Key File Addigiong]
Role Arguments
SPB2 #1 192.168.1.101 chain-b1-spb-1.pem rsa-key-sph2-1.pem --tls-only
LDB #2 192.168.1.102 chain-b1-1db-2.pem rsa-key-ldb-2.pem
SPB2 #2 192.168.1.103 chain-b1-spb-2.pem rsa-key-spb2-2.pem --tls-only

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9441

Test Equipment

asm-responder

Test Material

KDM for multiple LDs, 2 LDBs

KDM for multiple LDs, 2 LD/LE, 1 LDB
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LE Key Usage

6.2.3. LE Key Usage

Objective

Verify that afresh Link Encryption key is used for each movie showing.

Procedures

Using an ASM responder simulator to display the ASM messages sent to the LDB, perform the following procedures:

1. Start the ASM responder simulator:

$ asmresponder (... standard options ...)

2. Setup and play the composition DCI 2K SEM Test Sequence (Encrypted).

3. Record the LD key delivered to the ASM responder simulator.

4. Repeat Step 1.

5. Record the LD key delivered to the ASM responder simulator. If anew LD key is not delivered this is cause

to fail this test.

6. Verify that the LD key recorded in Step 2 isdifferent from that recorded in Step 4. Failureto meet thisrequirement

is cause to fail thistest.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

944

Test EQuipment

asm-responder

Test Material

DCI 2K StEM Test Sequence (Encrypted)
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IMB Link Encryption

6.2.4. IMB Link Encryption

Objective
In the case that the IMB is external to the Projector SPB (or the IMB and Projector are not an integrated subsystem),

verify that Link Encryption is applied. Verify that Link Encryption is applied for both plaintext and ciphertext
compositions.

Procedures

1. Attach a suitable monitor to the interface that connect the Projector and the Media Block (MB) without disrupting
the Projector-MB connection (i.e., "tap” the connection; this may require soldering a specia test adapter).

2. Setup and play a show using DCI 2K SEM Test Sequence (Encrypted) This test material contains an encrypted
composition.

3. Verify that theimage is displayed properly on the projection screen.

4. Verify that only a scrambled signa is seen on the "tapped" monitor. A non-scrambled image on the monitor is
causeto fail thistest.

5. Setup and play a show using DCI 2K SEM Test Sequence This test material contains a plaintext composition.
6. Verify that the image is displayed properly on the projection screen.

7. Verify that only a scrambled signal is seen on the monitor. A non-scrambled image on the monitor is cause to
fall thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 8.2.2.10,84.2,843.1

Test Equipment
Dual-Link Monitor
Bridge Tap Connector
DCI Projector

Test Material
DCI 2K StEM Test Sequence (Encrypted)
DCI 2K StEM Test Sequence
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Clocksand Time

6.3. Clocks and Time

This section describes general requirements concerning the time awareness of the projection system and its individual
components. All procedures are applicable to the Security Manager, with the notable exception of section 6.3.2, which-is
applicableto all SPBs of type 1.

6.3.1. Clock Adjustment

Objective

» Verify that in order to maintain synchronization between auditoriums, exhibitors are able to adjust a SM's clock
offset a maximum of +/- six minutes within any calendar year.

» Verify that the SM clock offset time adjustments are logged events.

Procedures
1. Verify that there is a possibility to adjust the clock.
2. Attempt to adjust the clocks more than +/- six minutes and verify that thisfails.
3. Verify that the above adjustments are logged.

Note: the above test procedure does not fully cover the requirements of the objective, as the above test involves the

SMS as an intermediate between the tester and the SM under test. Having the SM S as an intermediate, however, means
that it cannot be tested that it is actually the SM who restricts clock adjustments. (The apparent restriction also could
be done"client side" in the SMS). For fully covering the objective, the objective must be verified in cooperation with
the manufacturer, with access to the necessary source codes.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.3.7
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Clock Battery

6.3.2. Clock Battery

Objective

» Verify that al Type 1 SPBs maintain their time-awareness under both powered and unpowered conditions.
» Verify that the Type 1 SPB clock's battery has alife of 5 years at a minimum.

» Verify that the Type 1 SPB clock's battery is changeable without losing track of proper time.

» Verify that time stamping of log entriesis not interrupted during a battery change process.

Procedures
For all SPBs of type 1:

1. Verify that thereisabattery for clock buffering, and, in the case of an IMB, verify that this battery can be changed
without losing track of proper time.

2. In unpowered condition, make the SPB generate some log entries and note down the time when this is done
relative to an external reference clock (however, do not use tampering for generating log entries, as this renders
the SPB inoperable). Then change the clock buffer batteries of the SPB. Verify that after powering the system up
again, log entries with the correct times (relative to the external reference clock) have been written. (For LDBs
thisisalready tested in Section 7.4.3: LDB Time-Awareness).

3. Use specia measuring equipment (current meter) to determine how much current is consumed by the buffering
circuit of the clock. This can be done by wiring the current meter in series with the buffer battery. Do this
measurement for both powered and unpowered conditions and note down the higher one of both values. From
the battery data sheets, determine how much energy the battery can store. From those two values, calculate the
maximum time the battery can power the clock buffer. Verify that thisislonger than 5 years.

Note: the above test does not fully cover the objective, as the minimum battery life depends on several factors, one
being ambient temperature. Describing such tests in detail is beyond the scope of this test plan. It is suggested to
execute test procedure 3 in cooperation with the manufacturer.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.7

Test Equipment

DMM
Digital Clock
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Clock Resolution

6.3.3. Clock Resolution

Objective

Verify that the IMB SM clock has a resolution to one second.

Procedures

1. Setup and playback a show containing the composition 128 Reel Composition, "A" Series (Encrypted). ThisDCP
contains 128 reels of encrypted essence, each with a duration of one (1) second.

2. Examine the log records produced by the above playback. If the time stamps of the log entries are recorded to
one (1) second resolution, it can be deduced that the SM clock has a resolution of at |east one second. Failure to
meet this requirement is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.7
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Forensic Marking (FM)

6.4. Forensic Marking (FM)

6.4.1. FM Application Constraints

Objective
» Verify that FM is not applied to non-encrypted audio or image content.

» Verify that FM isnot applied to Track Filesthat are not encrypted in case portions of a composition are encrypted
and other portions are not.

Procedures

1. Playback the DCP FM Constraints and present the reproduced image and sound to the appropriate Forensic
Marking (FM) detector. This package has a CPL that selects between encrypted and plaintext, image and sound
track filesin a specific order.

2. Verify that the FM detectors report the following status for the presentation:
a. The first three minutes of the presentation should indicate no image FM, and no sound FM.
b. The section between three minutes and six minutes should indicate image FM present, but no sound FM.
¢. The section between six minutes and nine minutes should indicate no image FM, and sound FM present.

d. The section between nine minutes until the end of the presentation should indicate both image FM and sound
FM.

Any discrepancy between the expected and reported FM states is cause to fail this test.

Note: the equipment manufacturer is required to provide a suitable FM decoder (i.e., software and hardware).

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.2

Test Equipment

FM Detector

Test Material

FM Constraints
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Granularity of FM Control

6.4.2. Granularity of FM Control

Objective

» Verify that "No FM mark" states are capable of being independently controlled, for audio and image, viaappropriate
use of the ForensicMarkFlagList element of the KDM for audio or image Track Files.

* Verify that the ForensicMarkFlagList element of the KDM and thus the "no FM mark" state applies to the entire
CPL/composition, according to the associated KDM.

» Verify that the "no FM mark" state does not apply to any other composition, even if the other composition is part

of the same showing (i.e., same Show Playlist).

Procedures

1. Build a show playlist out of the following four test materials: KDM with no Forensic Marking enabled, KDM

with Image Forensic Marking enabled, KDM with Audio Forensic Marking enabled, KDM for 2K SEM.

2. Play back the Show, and present the reproduced image and sound to the appropriate Forensic Marking (FM)

detector.

3. Verify that the FM detectors report the following status for the presentation:

a. KDM with no Forensic Marking enabled: no image FM and no audio FM for the whole composition

b. KDM with Image Forensic Marking enabled: image FM present, but no audio FM, for thewhole composition

¢. KDM with Audio Forensic Marking enabled: noimage FM, but audio FM present, for the whole composition

d. KDM for 2K SEM: image FM and audio FM present for the whole composition

Any discrepancy between the expected and reported FM statesis cause to fail this test.

Note: the equipment manufacturer is required to provide a suitable FM decoder (i.e., software and hardware).

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.6.2

Test Equipment

FM Detector

Test Material

KDM with no Forensic Marking enabled
KDM with Image Forensic Marking enabled
KDM with Audio Forensic Marking enabled
KDM for 2K StEM
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FM Payload

6.4.3. FM Payload

Objective

 Verify that the Forensic Marking data payload is a minimum of 35 bits, and contains both time stamp and location
data.

» Verify that every 15 minutes, 24 hours per day, 366 days/year are time stamped (will repeat annually).

 Verify that 16 bits (enough values for all the possible 35,136 time stamps) are allocated for the time stamp.
 Verify that 19 bits (524,288 possiblelocationg/serial numbers) areallocated for location (serial number) information.
» Verify that al 35 bits are included in each five minute segment.

 Verify that recovery is possible with a 30-minute content sample for positive identification.

Procedures
1. Setup and play a show using the DCP KDM for 2K SEM.

2. Play a section of 30 minutes in length and use appropriate image and audio FM detectors to extract the data
payload of the Forensic Marking.

3. Veify that the Forensic Marking decoder indicates that a"positive identification™ has been made.
4. Verify that at least the following data is contained within both image and audio:
a. 16 bit time stamp.
b. 19 bit location ID.
5. Verify that two or three sequentia time stamps have been recovered during the 30 minute content sample.

To verify that all possible time stamps are generated would prove impractical, as testing would need to continue for
afull calendar year. Design review is necessary to verify this assertion.

An assessment of whether all 35 bits are included in each 5 minute segments may be made if the Forensic Marking
decoder is capable of providing data before "positive identification” is confirmed. This does not fully cover the
objective, however, which can only be verified by design review.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.4.6.1.1

Test Equipment

FM Decoder

Test Material

KDM for 2K StEM
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Image Reproduction

6.5. Image Reproduction

6.5.1. Playback of Image Only Material

Objective

Verify that all projection systems are capable of playing back content that consists of image only, i.e.,, has no
corresponding audio or other track.

Procedures

Playback the DCP DCI NIST Frame no sound files. This package comprises image only. Verify that the image is
displayed correctly. Failure to display theimage is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 5.3.1.3

Test Material
DCI NIST Frame no sound files
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Decoder Requirements

6.5.2. Decoder Requirements

Objective

Verify that the image decoder meets al requirements for JPEG 2000 image decoder presented in [DCI_DCSS-1-1]
Sec. 4.3.2.

Procedures

1. Verify that the decoder supports both 2K and 4K images, with 24 fps for 4K (decode to 2K or 4K) and 24 or
48 fpsfor 2K (decode to 2K). To verify this, build a show using DCI 2K Sync Test (2K @24fps), DCI 2K Sync
Test (48fps) (2K @48fps) and 4K Sync Test (4K @24fps). Verify that playback is successful and that image and
audio are played back properly.

2. Verify that the output of the decoder conforms to the image specification:
a. 12 bit X'Y'Z' color

To test for 12 bit color reproduction: Load the test image contained in DCI Gray Seps. The image shows
aspecia gray scale stepping pattern for ensuring usage of all 12 bits. Verify that each of the 12 gray scale
bars of the patternis displayed correctly, i.e., all steps should be equal in width; luminance should decrease
continuously from one side to the other.

L oad thetest image contained in DCI Grayscale Gradient. Theimage showsagray scalegradient test pattern.
Verify that no stepping isvisible.

b. Testing for X'Y'Z' color reproduction is already covered by Section 7.5.11: Transfer Function.
c. One of the following image formats/frame rates:
i.4096 x 2160 at 24 fps
ii. 2048 x 1080 at 24 fps
iii. 2048 x 1080 at 48 fps

3. Verify that the decoder decodes each color component at 12 bits per sample with equal color/component
bandwidth and does not subsample chroma (i.e., does not generate any 4:2:2 signal or similar). This must be
verified in cooperation with the manufacturer.

4. Verify that the decoder decodes all data for every frame in a 4K distribution and does not discard data to keep
up with peak data rates. Verify that no data (e.g., J2K resolution levels or quality layers) is discarded even for
peak data rates (exception: the highest resolution level for 4K images may be discarded where the projector is
only 2K capable).

« Play the DCP contained within { TBD:}, which is the 4K STEM test material with a counter burned in as
subtitles that is incremented by one with every frame. The projected image must be filmed with a suitable
camera and then be viewed in slow motion to verify that no counter numbers are skipped.

» For 2K Projectors: Play the DCP contained in { TBD:}, which contains 2K J2K images with the highest
resolution level (2K) modified to contain specially crafted patterns. Verify that the projected image contains a
clearly visible, regular pattern that does not change over time (i.e., no flickering or similar).

202



Decoder Requirements

* For 4K Projectors. Play the DCP contained in { TBD:}, which contains 4K J2K images with highest resolution
level (4K) modified to contain specially crafted patterns. Verify that the projected image containsia.clearly
visible, regular pattern that does not change over time (i.e., no flickering or similar).

5. Together with the manufacturer, verify that the 9/7 wavelet transform and the Inverse Irreversible Color
Transformation (ICT) areimplemented with at least 16 bit fixed point precision. In case the hardware description
or software source code for the decoding algorithm is available, this can be checked by careful anaysis.

6. The manufacturer must guarantee in written form that the decoder does not need to be updated once it has been
deployed.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 432

Test Equipment

48 fps Camera

Test Material
DCI 2K Sync Test
DCI 2K Sync Test (48fps)
4K Sync Test
DCI Gray Steps
DCI Grayscale Gradient
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Audio Reproduction

6.6. Audio Reproduction

6.6.1. Digital Audio Interfaces

Objective
Verify that the Media Block has adigital audio output interface with the capacity for delivering 16 channels of digital

audio at 24-bit 48 kHz or 96 kHz, and follows the [AES3-2003] recommended practice for serial transmission format
for two-channel linearly represented digital audio data.

Procedures

1. Playback 16 channel id composition and verify correct output from all 16 channels. Failure to confirm
reproduction on any channel is causeto fail thistest.

2. Playback 48kHz composition and verify:
a. 48kHz AES3 signal at outputs.
b. Pink noise bandwidth to 22kHz.
C. 24 active bits on analyzer.
Failure to confirm above conditions a, b and c, is cause to fail this test.
3. Playback 96kHz composition and verify:
a. 96kHz AES3 signal at outputs.
b. Pink noise bandwidth to 44kHz.
C. 24 active bits on analyzer.

Failure to confirm above conditions a, b and ¢, is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[AES3-2003]
[DCI-DCSS-1-1] 75.6.1,75.6.2
Test EQuipment
AES3 Audio Analyzer

Test Material
DCI 0-16 Numbered Channel Identification
DCI NIST Frame with Pink Noise
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Digital Audio Interfaces

Test Material

DCI NIST Frame with Pink Noise (96 kHz)
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Audio Sample Rate Conversion

6.6.2. Audio Sample Rate Conversion

Objective

Verify that the system has the capability of performing Sample Rate Conversion (SRC) when needed.

Procedures

1. Play back the DCP DCI NIST Frame with 1 kHz tone (-20 dB fs, 96kHz). Enable SRC on the system, select an
output rate of 48kHz. With an AES analyzer, confirm that each of the AES-3 outputs are producing an AES signal

with a 48kHz samplerate. Any other measured output sample rate is cause to fail thistest.

2. Play back the DCP DCI NIST Frame with 1 kHz tone (-20 dB fs). Enable SRC on the system, select an output
rate of 96kHz. With an AES analyzer, confirm that each of the AES-3 outputs are producing an AES signal with

a96kHz sample rate. Any other measured output sample rate is cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

3323

Test Equipment

AES3 Audio Analyzer

Test Material

DCI NIST Frame with 1 kHz tone (-20 dB fs)

DCI NIST Frame with 1 kHz tone (-20 dB fs,
96kHz)
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Audio Delay Setup

6.6.3. Audio Delay Setup

Objective
Verify that the system provides a method for adjusting the delay of the audio signal relative to the image. It must be
possible to offset audio +/-200 mSin 10 msec increments.
Procedures
1. Connect channel 1 of the oscilloscope to the analog center channel output of the sound equipment.

2. Connect channel 2 of the oscilloscope to a photodiode that is placed in front of the projection screen, where the
flashing rectangle is located.

3. Perform the following steps:

a. Playback the DCP contained in DCI 2K Sync Test. This Package contains short beeps (one frame in length)
and awhite flashing rectangle at the bottom of the screen, synchronized to the beeps.

b. Measure the delay between the light pulse and the audio pulse. Thiswill depend on a combination of many
factors such as the image processing delay of the display device, sound processing delay in the sound
equipment, and digital signal transmission delays (buffering of data). Record the timing with zero offset
applied to the unit under test. Use this nominal figure as the reference point for the following step.

c. Verify that the timing can be adjusted +/- 200 msec, in 10 msec steps, and that the delay that is observed at
the oscilloscope varies accordingly. Failure to meet this requirement is cause to fail thistest.

4. Repeat the abovetest, but thistimefor 48 fps (usethe DCP DCI 2K Sync Test (48fps)). Record the results obtained.

The image below shows what atypical measurement is expected to look like. The upper trace shows the light output
of the projector, measured by means of the photo diode. The photo diode signal is shown inverted, i.e., low means
high light output. The lower trace shows the analog center channel output of the Media Block after D/A conversion
from the AES-EBU signal.

Figure 6.1. Audio Delay Timing
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Audio Delay Setup

Warning: the optical flashes generated during this test can cause epileptic seizures with personswho have abnormal
predispositions for photosensitive epilepsy. Persons with such predispositions should not be present during testing.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 7418

Test Equipment

Oscilloscope
Photodiode

Test Material
DCI 2K Sync Test
DCI 2K Sync Test (48fps)
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Click Free Splicing of Audio Track Files

6.6.4. Click Free Splicing of Audio Track Files

Objective

Verify that the playback system allows click-free splicing of the audio track files.

Procedures

Playback the DCP DCI Malformed Test 3: Sound Splice Tests. This package hasa CPL that causes a400 Hz sinewave
toneto be spliced repeatedly, in away that will ensure an amount of phase discontinuity at the splice point. Record any
occurrence of audible snaps, crackles or pops, the reproduced audio should have no evidence of unpleasant artifacts
at the splice points.

Note: Playback of this test must be done in a properly equipped and set up movie theater, at reference level, i.e,
fader setting 7.0 for Dolby and compatibles or fader setting 0 dB for Sony and compatibles. A single channel of pink
noise at -20dBFS should produce a Sound Pressure Level (SPL) of 85dBc, from any of the front loudspeakers, at the
monitoring position. Monitoring by means of smaller monitor boxes or headphones is not sufficient.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 5.3.1.6

Test Equipment

Sound System

Test Material
DCI Malformed Test 3: Sound Splice Tests
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Timed Text Reproduction

6.7. Timed Text Reproduction

6.7.1. Media Block Overlay

Objective

In the case that the Media Block implements an apha channel overlay module, a subpicture renderer (a module that
converts the subpicture file into a baseband image file with an alpha channel) and a Timed Text renderer (a module
that converts Timed Text data into a baseband image file with an alpha channel), verify that assets are rendered and
displayed correctly by the system.

Procedures

1. Using a digital cinema projector that does not provide an internal subtitle rendering capability (or one in which
subtitle rendering capability is disabled), load and play the composition DCI 2K Sync test with Subtitles.

2. Verify that the timed text and subpicture instances update synchronously with the burned-in text.

3. Failure to verify correct synchronization shall be cause to fail the test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 754.25,754.26,754.27
Test Equipment
DCI Projector
Test Material
DCI 2K Sync test with Subtitles
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Timed Text Synchronization

6.7.2. Timed Text Synchronization

Objective

Verify that timed text and subpicture essence is correctly synchronized to sound and picture essence.

Procedures

1. Load and play the composition DCI 2K Sync test with Subtitles.

2. Verify that the timed text and subpicture instances update synchronously with the burned-in text.

3. Failure to verify correct synchronization shall be cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 3.4.25,34.38
Test Material
DCI 2K Sync test with Subtitles

211



Support for Multiple Captions

6.7.3. Support for Multiple Captions

Objective

Verify that the timed text reproduction system supports multiple lines of text.

Procedures
1. Load and play the composition Multi-line Subtitle Test.
2. Verify that the timed text instances contain multiple lines of text.

3. Failure to correctly display multiple lines of text shall be cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 3.4.37
Test Material
Multi-line Subtitle Test
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Default Timed Text Font

6.7.4. Default Timed Text Font

Objective

Verify that atimed-text rendering system provides adefault font to be used in the case where no font files are supplied

with the DCP.

Procedures

1. Load and play the composition Multi-line Subtitle Test w/o Integral Font.

2. Verify that the timed text instances contain multiple lines of text.

3. Failure to verify correct synchronization shall be cause to fail the test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

3434

Test Material

Multi-line Subtitle Test w/o Integral Font
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Chapter 7. Projector

The Projector is a Type 2 SPB comprising a light processing system, including electronic and optical components,’and a
companion SPB. The projector may be stand-alone, in which case the companion SPB will be aLink Decryptor (LD)%or el'se
the companion SPB will be an Image Media Block (IMB). The projector may include a Timed Text rendering engine (alpha:
channel overlay).

7.1. Projector Test Environment for Image Measurements

When making image measurements on a Test Subject, the following environmental conditions must exist:

The Test Subject (projector) must be turned on (including the lamp) and allowed to thermally stabilize for 20 to 30 minutes
prior to all measurements. The projector's color management system must be configured such that incoming code values are
interpreted in accordance with [SMPTE-428-1].

Stray light on the screen must be minimized. The room lights in screening rooms must be turned off, with the exception of
the minimal lighting provided for working or safety reasons. For a theatrical environment room, the room lights must be
the normal theatrical lighting environment. The ambient light level of a mastering environment reflected by the screen must
be less than 0.01 cd/m2 (.0029 ft-L), that of atheatrical environment less than 0.03 cd/m2 (.01 ft-L). The use of black non-
reflective surfaces with recessed lighting is encouraged. Safety regulations and the placement of exit lights or access lights
can result in ahigher ambient light level.

The screen must be non-specular and equally reflective over the entire visible spectrum. The screen must have variable
black masking, adjustable to tightly frame the projected image (at aminimum, this must include the 1.85:1 and 2.39:1 image
formats).

All image parameters must be measured off of the screen from the center of the normal seating areain an exhibition theater.
All measurements must be done according to [SMPTE-431-1], [SMPTE-431-2] and [SMPTE-431-3].
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SPB Type 2

7.2. SPB Type 2

7.2.1. Projector Physical Protection

Objective

Verify that SPB type 2 protection is provided for the Companion SPB type 1 and its plaintext image interfaces within
the projector.

Procedures

1. By physical examination, determine the physical perimeter that provides the SPB Type 2 protection for the
Projector.

2. Locate and for each of any removable access covers and/or doors of the SPB Type 2, record whether they are
protected by either:

a. Pick resistant mechanical locks employing physical or logical keys, or

b. Tamper-evident seals (e.g. evidence tape or holographic seals).
The absence of one or more sorts of protection listed above on any of the access covers or doors comprising part
of the SPB Type 2 perimeter is cause to fail thistest.

3. By physical examination, locate the Companion SPB of the Projector (either an Image Media Block (IMB) or
aLink Decryptor Block (LDB)).

4. Verify that the Companion SPB is entirely enclosed within, or mechanically connected to, the Projector's SPB
Type 2 enclosure. Failure to meet this requirement is cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.22,9436.1,9524
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Projector Access Door

7.2.2. Projector Access Door

Objective

Verify that the projector SPB implements a "projector SPB access door open” event signal to the companion SPB.
Verify that playback is not permitted and terminates if the projector SPB access door is open.

Procedures

Carefully examine the projector SPB for access doors. If any are found, execute the following steps for each one and
record the results.

1. Playback the DCP DCI 2K SEM Test Sequence.

2. Open the projector access door and observethat playback terminates. If playback does not terminate, thisis cause
tofail thistest.

3. Attempt to start playback with the door open. If playback starts, thisis cause to fail thistest.

4. Examine the logs from the projector's companion SPB and verify that a "door open” event was created for each
time a door was opened. If any log record is missing, thisis cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.1
Test Material
DCI 2K StEM Test Sequence
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SPB2 Requirements

7.2.3. SPB2 Requirements

Objective

Verify that for SPB Type 2, [FIPS-140-2] level 3 requirements are followed for "Cryptographic Module Ports and
Interfaces’, with TLS security as defined in these specifications providing input/output logical separation protection
if TLSisused for projector authentication. Verify that for SPB Type 2, the operational environment of the secure chip
follows [FIPS-140-2] "Limited Operationa Environment".

Procedures

Together with the manufacturer and with access to the necessary schematics and component specifications, verify the
SPB type 2 under test has been implemented as described by [FIPS-140-2] in the following areas:

1. Conformance to [FIPS-140-2] level 3 requirements for " Cryptographic Module Ports and Interfaces' (with TLS
security as defined in these specifications providing input/output logical separation protection if TLSis used for
projector authentication).

2. Conformance of the operational environment of the secure chip to the [FIPS-140-2] "Limited Operational
Environment".

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.5.2.4
[FIPS-140-2]
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SPB2 Secure Silicon Requirements

7.2.4. SPB2 Secure Silicon Requirements

Objective
Verify that SPB type 2 secure silicon:

* Istamper resistant and of the type that zeroizes Critical Security Parameters (CSPs) prior to exposure upon physical
attack.

* |stamper responsive.

* If the secure silicon is of the type that is subject to FIPS 140-2 Level 3, Area 5 (physica security), per the
requirements of Section 9.5.2.5 of the DCI Specification v1.1, it must meet this requirement.

Procedures

To passthistest the manufacturer must present a data sheet that guarantees FIPS 140-2 Level 3 compliance of the SPB
type 2 secure silicon device under test in the following areas:

1. Resistance to physical (i.e., tamper resistance) and logical attacks.
2. Tamper responsiveness.

3. Zeroization of Critical Security Parameters (such as RSA private keys) during aphysical attack, prior to exposure
of secrets.

4. I of thetypefitted with coversand/or doors, that the secure silicon will detect tampering and istamper responsive.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 95.2.1,95.2.2,95.25
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SPB2 Tamper Evidence

7.2.5. SPB2 Tamper Evidence

Objective

Verify that SPB type 2 is tamper evident. (Maintenance of the SPB type 2 (projector) is permitted for non-security
components accessible via mai ntenance openings)

Procedures

By careful visual and physical examination, verify that the SPB type 2 under test is tamper evident. This means
that all tampering, no matter how carefully executed, shall leave visible traces on the hardware. Examination should
include attempting to access the SPB in several ways. Maintenance of the projector SPB is permitted for non-security
components via maintenance access openings.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9521
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SPB2 Secure Silicon Field Replacement

7.2.6. SPB2 Secure Silicon Field Replacement

Objective

Verify that the secure silicon device, contained within a SPB type 2, isnot field serviceable (may befield replacesable).

Verify that it is not accessible during normal SPB type 2 operation or non-security-related servicing.

Procedures

By careful optical and physical examination, verify that the secure silicon device contained within a SPB type 2

1.is not field serviceable (but may be field replaceable), i.e., there are no provisions for direct access to the SPB

type 2 secure silicon circuitry.

2. isnot accessible during normal SPB type 2 operation or non-security-related servicing, i.e., ismounted in aspecial
compartment separated from areas accessible during operations or normal servicing.

3.isclearly described in the system manual as not being field serviceable

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9.5.23
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Systems Without Electronic Marriage

7.2.7. Systems Without Electronic Marriage

Objective
Verify that in the configuration of a permanently married companion SPB (IMB or LDB), the companion SPB is not

field replaceable and requires the projector SPB and companion SPB system to both be replaced in the event of an
SPB failure.

Procedures
Verify that the companion SPB type 1 (IMB if no link encryption is used or LDB if link encryption is used) is not

field-replaceable. Careful optical and physical inspection is necessary for this. Any deviation from these requirements
is cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.6
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Electronic Marriage Break Key Retaining

7.2.8. Electronic Marriage Break Key Retaining

Objective

Verify that breaking the marriage between the projector and its companion SPB (LDB or IMB) does not zeroize the
projector SPB type 2 long term identity keys (RSA private keys).

Procedures

1.Using an ASM reguester simulator, initiate a TLS session with the projector SPB and capture the certificate
supplied by the projector in PEM encoded format.

$ asmrequester (... standard options ..

)

2. Using the procedure illustrated in Section 2.1.11, record the public key thumbprint of the certificate captured in

the above step.

3. Intentionally break the marriage and remarry the systems (this may require support by the manufacturer). Make
sure that no RSA keys are uploaded into the system during the remarriage process.

4. Verify that, after remarriage, the system is able to re-establish a TLS session. Failure to establish a TLS session

after remarriage is cause to fail thistest.

5. Using the same procedure as described in steps 1 and 2, verify that the public key in the certificate supplied by
the projector is the same as before the remarriage. Mismatching public key thumbprints are cause to fail thistest.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9.43.6.1

Test Equipment

asm-requester
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Companion SPB Type 1

7.3. Companion SPB Type 1

7.3.1. Projector Companion SPB Location

Objective

Verify that the Projector's companion SPB (LDB or IMB) isphysically inside of, or otherwise mechanically connected
to, the Projector SPB.

Procedures

By means of an optical inspection, verify that the projector's companion SPB (LDB or IMB) is physically inside or
otherwise mechanically connected to the projector SPB. Deviation from this requirement is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.1
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Companion SPBs with
Electronic Marriage

7.3.2. Companion SPBs with Electronic Marriage

Objective

This test only applies to field replaceable companion SPBs (IMB or LDB) that implement electronic marriage
functions.

Verify that as part of the installation, or reinstallation, (i.e., mechanical connection to the projector and electrical
initiation) an electrical and logical marriage of the companion SPB (IMB or LDB) with the projector SPB is
performed.

Verify that upon initiation of the marriage a "SPBMarriage" log record is written (per [SMPTE-430-5]) and that
the record contains all required data.

Verify that upon break of the marriage a "SPBDivorce" log record is written (per [SMPTE-430-5]) and that the
record contains all required data.

Procedures

1. Verify system is functional prior to breaking the marriage. This can be achieved by loading and successfully
playing the composition DCI 2K SEM Test Sequence.

2. Power down the system, locate the field-replaceable companion SPB (IMB or LDB), break the marriage by
disconnecting and/or removing the SPB.

3. Replace and reconnect the companion SPB, power up the system, examinethelogsand verify that a" SPBDivorce"
log record has been written. Absence of this entry is cause to fail this test.

4. Verify the following are contained in the SPBDivorce record:
a. TheDevi ceSour cel D element contains the Certificate Thumbprint of the companion SPB.
b. The Devi ceConnect edl D element contains the Certificate Thumbprint of the projector SPB2.
c. Thelog entry contains an Aut hl D record.
Failure to meet requirements a, b and ¢ above is cause to fail this test.

5. Setup a show with composition from Step 1. Verify that the system does not play the composition. Failure to
meet this requirement is cause to fail this test.

6. Perform the marriage installation procedure and repeat Step 1 to verify that the system is now capable of playout.
Failure to meet this requirement is cause to fail thistest.

7. Examine the logs and verify that a"SPBMarriage” log entry has been written. Absence of this entry is cause to
fail thistest.

8. Verify the following are contained in the SPBMarriage record:
a. TheDevi ceSour cel Delement contains the Certificate Thumbprint of the companion SPB.
b. The Devi ceConnect edl D element contains the Certificate Thumbprint of the projector SPB2.

. Thelog entry contains an Aut hl D record.
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Companion SPBs with
Electronic Marriage

Failure to meet requirements a, b and c above is cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-5]

9.4.3.6.1,94.3.6.2,9.436.3

Test Material

DCI 2K StEM Test Sequence
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Companion SPB Marriage
Break Key Retaining

7.3.3. Companion SPB Marriage Break Key Retaining

Objective

Verify that breaking the marriage between the companion SPB (LDB or IMB) and the projector SPB does not zeroize
the companion SPB's long term identity keys (RSA private keys).

Procedures

(Only appliesto systemsthat implement an Electronic Marriage, i.e., those that havefield replaceable LDBsor IMBS.)

1. Using an ASM requester simulator, initiate a TLS session with the companion SPB (LDB or IMB) and capture
the certificate supplied by the companion SPB in PEM encoded format.

2. Using the procedure illustrated in Section 2.1.11, record the public key thumbprint of the certificate captured in
the above step.

3. Intentionally break the marriage and remarry the systems (this may require support by the manufacturer). Make
sure that no RSA keys are uploaded into the system during the remarriage process.

4. Verify that, after remarriage, the system is able to re-establish a TLS session. Failure to establish a TLS session
after remarriage is cause to fail thistest.

5. Using the same procedure as described in steps 1 and 2, verify that the public key in the certificate supplied by
the companion SPB upon initialization isthe same as before the remarriage. Mismatching public key thumbprints
are cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.2,9.4.3.6.3
Test Equipment
asm-requester
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Link Decryptor Block

7.4. Link Decryptor Block

The Link Decryptor Block (LDB) isa Type 1 SPB that is used to receive encrypted signals into a Type 2 SPB companion
device (such as a projector).

7.4.1. LDB without Electronic Marriage

Objective

Verify that projector implementations with permanently married companion SPBs do not permit field replacement of
the IMB or LDB as appropriate according to which function the companion SPB performs. In the event of an SPB
failure the projector SPB and companion SPB are required to be replaced as a pair.

Procedures

1. L ocate the companion SPB within the projector SPB type 2 and verify that it is not possible to be replaced in the
field. Deviation from this requirement is cause to fail this test.

2. Verify and record that the system manual clearly states that field replacement of the companion SPB is not
allowed.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.6
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LDB TLS Session Constraints

7.4.2. LDB TLS Session Constraints

Objective

Verify that LDBs do not establish security communications with more than one SM at atime.

Procedures

1. Configure a system comprising the SMSIMB/LDB under test and an additional SMS/IMB.

2. Use a computer running network monitoring software to monitor the security network and confirm the opening
of aTL S session between one of the SMs and the LDB under test.

3. When the other SM attemptsto open a TL S session with the LDB, confirm that the LDB either rejects connections
to the TCP port or closes the connection immediately after establishment. Deviation from this behavior is cause

to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.2
Test Equipment
Network Analyzer
D.U.T. Twin
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LDB Time-Awareness

7.4.3. LDB Time-Awareness

Objective

Verify that the LDB contains a UTC reference clock which is backed up by battery and operative for time stamping
log events under powered and unpowered conditions.

Procedures
1. Make sure the system has been fully operational (i.e., initialized) at least once before this test.

2. Note down the system clock relative to an external digital reference clock, thus making calculation of therelative
clock offset possible.

3. Power off the system.
4. Open the projector SPB 2 door and note down the external reference clock time at which this happened.
5. Power up the system again.

6. Examine the log records and verify that the opened SPB door has been logged at the right time. This can be
verified because the offset of theinternal clock relative to the external reference clock is known, so the expected
internal clock time of the open door event can be calculated. An incorrect time stamp is cause to fail this test.

7. While powered, open the projector door and verify that an according log entry is written with the correct time.
An incorrect time stamp is cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.2
Test Equipment
Accurate Real-Time Clock
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LDB ASM Conformity

7.4.4. LDB ASM Conformity

Objective

Verify that the LDB responds to SM QuerySPB requests and other ASMs as necessary to conform to requirements
specified in [SMPTE-430-6] and the additional requirements specified in the DCSS Section 9.4.5.3.2.

Procedures

1. Using the ASM requester simulator, start a TLS session with the LDB and for each of the General Purpose and
Link Encryption ASM Commands listed in [SMPTE 430-6], issue the command. Record the response and the
time elapsed between issuing the command and receiving the response.

$ asmrequester ( ... standard options ...) \
- -messaget ype <nessagetype>

2. Examine the results obtained from Step 1 for cases where the response is not received within two seconds, or at
al. Any such cases are cause to fail thistest.

3. Examine the results obtained from Step 1 for cases that contain the ResponderBusy general response element
code "3". Any such cases are cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.2,9.45.3.2
[SMPTE-430-6]
Test EQuipment
asm-requester
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LDB Key Storage

7.4.5. LDB Key Storage

Objective

Verify that the LDB accepts and stores LD keys and associated parameters provided by the SM. Verify that the LDB
has the capacity to store at least 16 key/parameter sets.

Procedures

1. Using an ASM requester simulator, initiate a TLS session with the LDB and issue an LEKeyPurgeAll command.

$ asmrequester (... standard

options ..

.) --nessagetype LEKeyPurgeAl |

2. Using an ASM requester simulator, issue an LEKeyQueryAll command. The response should indicate an empty
LE key list. A non-empty list shall be cause to fail thistest.

$ asmrequester (... standard
list size: O

options ..

.) --nessagetype LEKeyQueryAll

3. Using an ASM requester simulator, issue sixteen (16) L EKeyL oad commands. Verify that the LE key list contains
sixteen keys by executing an LEKeyQueryAll command. An LE key list size other than sixteen shall be cause

tofail thistest.

$ asmrequester (... standard
$ asmrequester (... standard
$ asmrequester (... standard
$ asmrequester (... standard
|

ist size: 16

options ..
options ..
options ..

options ..

.) --nessagetype LEKeylLoad --nessagetype-id 1
.) --nessagetype LEKeylLoad --nessagetype-id 2
.) --nessagetype LEKeylLoad --nessagetype-id 3

.) --nessagetype LEKeyQueryAl |

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.3.6.2

Test Equipment

asm-requester
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LDB Key Purging

7.4.6. LDB Key Purging

Objective
Verify that the LDB purges LD keys under the folowing conditions:
1. upon expiration of the SM-designated validity period

2. upon receipt of a"LEKeyPurgeAll" command from the SM

Procedures

1. Using an ASM requester simulator, initiate a TLS session with the LDB and issue an LEKeyPurgeAll command.

$ asmrequester (... standard options ...) --nessagetype LEKeyPurgeAll

2. Using an ASM requester simulator, issue an LEKeyQueryAll command. The response should indicate an empty
LE key list. A non-empty list shall be cause to fail this test.

$ asmrequester (... standard options ...) --nessagetype LEKeyQueryAll
list size: O

3. Using an ASM requester simulator, issue an LEKeyL oad command with a validity period of one minute. Verify
that the LE key list contains one (1) key by executing an LEKeyQueryAll command. An LE key list size other
than one shall be cause to fail thistest.

$ asmrequester (... standard options ...) --nessagetype LEKeylLoad \
--nmessagetype-id 4
$ asmrequester (... standard options ...) --nessagetype LEKeyQueryAll

list size: 1

4. Wait one minute. Using an ASM requester simulator, issue an LEK eyQueryAll command. The response should
indicate an LE key list with one key. An empty LE key list or alist size greater than one shall be cause to fail
this test.

$ asmrequester (... standard options ...) --nessagetype LEKeyQueryAl
list size: O

5. Using an ASM requester simulator, issue six (6) LEKeyLoad commands. Verify that the LE key list contains six
keys by executing an LEKeyQueryAll command. An LE key list size other than six shall be causeto fail thistest.

$ asmrequester (... standard options ...) --nessagetype LEKeylLoad --nessagetype-id 1
$ asmrequester (... standard options ...) --nessagetype LEKeylLoad --nessagetype-id 2
$ asmrequester (... standard options ...) --nessagetype LEKeylLoad --nessagetype-id 3
$ asmrequester (... standard options ...) --nessagetype LEKeyLoad --nessagetype-id 4
$ asmrequester (... standard options ...) --nessagetype LEKeylLoad --nessagetype-id 5
$ asmrequester (... standard options ...) --nessagetype LEKeylLoad --nessagetype-id 6
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LDB Key Purging

$ asmrequester (... standard options ...) --nessagetype LEKeyQueryAll
list size: 6

6. Using an ASM requester simulator, execute an LEK eyPurgeAll command.

$ asmrequester (... standard options ...) --nessagetype LEKeyPurgeAll

7. Using an ASM requester simulator, issue an LEKeyQueryAll command. The response should indicate an empty
LE key list. A non-empty list shall be cause to fail thistest.

$ asmrequester (... standard options ...) --nessagetype LEKeyQueryAll
list size: 0

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.2

Test Equipment

asm-requester
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LDB Logging

7.4.7. LDB Logging

Objective

Verify that the LDB records security event data for logging under both powered and unpowered conditions.

Procedures
1. Identify one or more events which may occur when the Test Subject is not powered ( e.g., SPBDivorce).
2. With the Test Subject in the powered-down state, perform the actionsidentified in the previous step.
3. Power up the Test Subject and extract all security log messages using the ASM requester program.
4. Examine the log mesages using a text editor. Verify that the log messages reflect the actions taken.
5. Verify that the log records have correctly formatted parameters as defined in [SMPTE-430-5].

6. Failure to correctly record events in a powered-down state shall be cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.2
[SMPTE-430-4]
Test Equipment
asm-requester
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Projector Image Reproduction

7.5. Projector Image Reproduction

7.5.1. Projector Overlay

Objective

In the case that the Projector implements an alpha channel overlay module, a subpicture renderer (a module that
converts the subpicture file into a baseband image file with an alpha channel) and a Timed Text renderer (a module
that converts Timed Text data into a baseband image file with an alpha channel), verify that assets are rendered and

displayed correctly by the system.

Procedures

1. Using a digital cinema server that does not provide an internal subtitle rendering capability (or one in which
subtitle rendering capability is disabled), load and play the composition DCI 2K Sync test with Subtitles.

2. Verify that the timed text and subpicture instances update synchronously with the burned-in text.

3. Failure to verify correct synchronization shall be cause to fail the test.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

8.4.4

Test Equipment

DCI Server

Test Material

DCI 2K Sync test with Subtitles
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Projector Lens

7.5.2. Projector Lens

Objective

Record the availability of an automatic lens change solution.

Procedures

If the projector manufacturer markets a device that allows automatic changeover of a lens, record the information (

€.g., model number, lenses supported).

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

8.224
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Projector Pixel Count/Structure

7.5.3. Projector Pixel Count/Structure

Objective

Verify that the sampling structure of the displayed picture array (pixel count of the projector) is equal that of the
respective specified image containers (either 4096 x 2160 or 2048 x 1080).

Procedures

This test is done using a specia "black-and-white binary tree" test picture: on the first line, every pixel aternates
between black and white, on the second line every second pixel, on the third line every fourth pixel, and so on. During
testing, every pixel block must be visually examined.

Prior to beginning the following procedures, it is necessary to verify that any e ectronic rescaling of theimageisfully
disabled. This may include turning off resizing, keystone correction and/or other related processes.

For 2K Projectors:

1. Display the test pattern "NIST" 2k Test Pattern (horizontal pixel test). Verify that the binary tree pixel structure
is displayed as expected.

2. Display the test pattern "NIST" 2k Test Pattern (vertical pixel test). Verify that the binary tree pixel structureis
displayed as expected.

Deviation from the expected image is cause to fail thistest.
For 4K Projectors:

1. Display the test pattern "NIST" 4k Test Pattern (horizontal pixel test). Verify that the binary tree pixel structure
is displayed as expected.

2. Display the test pattern "NIST" 4k Test Pattern (vertical pixel test). Verify that the binary tree pixel structureis
displayed as expected.

Deviation from the expected image is cause to fail this test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)

[DCI-DCSS-1-1] 8.2.2.6,8.2.2.7

Test Material

"NIST" 2k Test Pattern
"NIST" 4k Test Pattern
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Projector Spatial Resolution
and Frame Rate Conversion

7.5.4. Projector Spatial Resolution and Frame Rate Conversion

Objective

Verify that the native display resolution, spatial conversions (where necessary), scaling and frame rates are according
to the DCI Specification.

Procedures
1. Verify that the display has a native resolution of either 4096 x 2160 or 2048 x 1080.

2.In case the native resolution is 4096 x 2160, verify that the projector performs up-conversion of 2048 x 1080
signals, i.e., that the screenisfilled asit would be with a 4K image.

3. Verify that al spatial conversions are done at an exact ratio of 2:1in each axis.

4. n case scaling is used for supporting constant height or constant width projection, visually verify that this scaling
does not introduce any visible image artifacts.

5. Verify that image material with frame rates different from the Projection System's native refresh rateis converted
by the Projector to the Projector's native refresh rate, i.e., theimage is displayed properly.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 8.2.2.7,8.2.2.8
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White Point Luminance and Uniformity

7.5.5. White Point Luminance and Uniformity

Objective

* Veify that the peak white luminance measured at the screen center is 48 cd/m™2 as specified according to
[SMPTE-431-1].

* Verify that luminance uniformity is as specified according to [SMPTE-431-1].

Procedures

Set up the projection system as described in [SMPTE-431-1] and display the white field test pattern (X'= 3794,
Y'=3960, Z'=3890) contained in the DCP White Frame Sequence. Align the lamp house to minimize luminance fall-
off from center to corners. The test pattern may already be stored in the Projector for easy setup. In caseit isnot stored
internally it must be provided by means of an external signal source.

1. Adjust the lamp focus or lamp current to a light level of 48 cd/m"2 measured at the screen center. Record the
measured light level and any quantitative values of adjustable parameters from the projection system (e.g. lamp
power, X/y/x lamp position etc). To meet specification, accuracy must be within tolerances of +/- 3.5 cd/m”2 for
review rooms, and +/- 10.2 cd/m”2 for exhibition theaters.

2. Measure the luminance at the four sides. Record the measured light levels. To meet specification, values must be
80% to 90% of center for review rooms and at 75% to 90% for exhibition theaters.

3. In the case of review rooms, measure the luminance at the four corners. Record the measured light levels. To
meet specification, values must be 80% to 90% of center for review rooms.

Note: All measurements shall be done asdescribed in [ SMPTE-431-1]. Measurement criterialike Projector conditions,
measurement locations on the screen, and measurement locations in the auditorium are given in [SMPTE-431-1]. Itis
expected that this measurement be done in either areview room or movie theater like environment, meaning that the
ambient light level is as low as possible and the screen is reasonably large.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 8.3.4.3,83.4.4
[SMPTE-431-1]
Test Equipment
Photometer
Test Material
White Frame Sequence
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White Point Chromaticity and Uniformity

7.5.6. White Point Chromaticity and Uniformity

Objective
» Verify that white point chromaticity is as specified according to [SMPTE-431-1].

» Verify that chromaticity uniformity of the Projection System is as specified according to [SMPTE-431-1].

Procedures

Display the white field test pattern (X'=3794, Y'=3960, Z'=3890) contained in the DCP White Frame Sequence. The
test pattern may already be stored in the projector for easy setup. In caseit is not stored internally it must be provided
by means of an external signal source.

1. Measure the white point chromaticity coordinates at the center of the screen with a spectroradiometer. Record the
measured chromaticity values. To meet the specification, the chromaticity values shall be x=0.3140, y=0.3510
with atolerance of +/- 0.002 x,y for review rooms and +/- 0.006 x,y for exhibition theaters.

2. Measure white point chromaticity uniformity by measuring the chromaticity coordinates at the four corners with
aspectroradiometer. Record the measured chromaticity values. To meet the specification, the chromaticity values
shall be within +/- 0.008 x,y of center for review rooms, and +/- 0.015 x,y of center for exhibition theaters.

Note: All measurements shall be done asdescribed in [ SMPTE-431-1]. Measurement criterialike Projector conditions,
measurement locations on the screen, and measurement locations in the auditorium are given in [SMPTE 431-1]. Itis
expected that this measurement be done in either areview room or movie theater like environment, meaning that the
ambient light level is as low as possible and the screen is reasonably large.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 8.3.4.5,8.3.4.6
[SMPTE-431-1]
Test Equipment

Spectroradiometer

Test Material
White Frame Sequence
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Sequential Contrast

7.5.7. Sequential Contrast

Objective

Verify that the Projector achieves a nominal value sequential contrast of at least 1200:1.

Procedures

1. Measure the luminance at the center of the screen for the "full black™ test pattern contained in the DCP DCI Black

Soacer - 5 seconds.

2. Measure the luminance at the center of the screen for the "full white" test pattern contained in the DCP White

(White Frame).

3. Compute the sequential contrast ratio by dividing the white luminance value by the black luminance value.

4. Record the calculated value. The minimum value required in atheatrical environment is at least 1200.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

8.34.7

Test Equipment

Photometer

Test Material

DCI Black Spacer - 5 seconds
White (White Frame)
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Intra-frame Contrast

7.5.8. Intra-frame Contrast

Objective

Verify that the intra-frame contrast is at least 100:1.

Procedures
1. Display the checkerboard test pattern Checkerboard Sequence.
2. Measure the luminance level at each of the patches in the checkerboard test pattern.

3. Calculatethe average value of theluminance of the white patches and divide by the average value of the luminance
of the black patches.

4. Record the calculated value. The minimum value required in atheatrical environment is 100.

Note: Sequential contrast is influenced by many factors, such as lens flare, port glass flare, ambient light spilling on
the screen and back-reflections from the room itself. Therefore, this measurement should be done in a theater in full
operating mode with the port glass and all the painting and seating applied/installed.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 8.3.4.8
[SMPTE-431-2]

Test Equipment

Photometer

Test Material
Checkerboard Sequence
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Grayscale Tracking

7.5.9. Grayscale Tracking

Objective

Using the black-to-white gray and the black-to-dark gray step-scale test patterns, verify that the entire step-scale
appears neutral without any visible color non-uniformity or non-monotonic luminance steps in the test pattern.

Procedures

1. With the Projector powered down or douser closed, use a Spectroradiometer to measure and record the Luminance
of the ambient light reflected from the screen.

2. With the Projector powered up, douser open and displaying no image or black code values, use a
Spectroradiometer to measure and record the Luminance of the light reflected from the screen.

3. Playback the DCP DCI White Seps (black-to-white gray step-scale test pattern).

4. For each of the ten steps of the pattern listed in Table A-2 of [SMPTE-431-2], measure and record the Output
Luminance and Chromaticity Coordinates with a Spectroradiometer.

5. The entire step-scale should appear neutral without any visible color non-uniformity or non-monaotonic luminance
steps in the test pattern. Record the presence of any perceived deviation from a neutral scale.

6. Playback the DCP DCI Gray Seps (black-to-dark gray step-scale test pattern).

7. For each of the ten steps of the pattern listed in Table A-3 of [SMPTE-431-2], measure and record the Luminance
and Chromaticity Coordinates with a Spectroradiometer.

8. The entire step-scale should appear neutral without any visible color non-uniformity or non-monaotonic luminance
steps in the test pattern. Record the presence of any perceived deviation from a neutral scale.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-431-2]

8.3.4.9

Test Equipment

Spectroradiometer

Test Material

DCI White Steps
DCI Gray Steps
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Contouring

7.5.10. Contouring

Objective

Verify that no contouring can be observed.

Procedures

1. Playback the DCP Contouring. The package contains a mixture of natural test images, such as horizons, sunsets/
sunrises, highlights, and artificial test images with gradients and/or fades.

2. Record any visible contouring artifacts, e.g., appearance of steps or bands where smooth transitions are expected.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-431-2]

8.3.4.10

Test Material

Contouring
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Transfer Function

7.5.11. Transfer Function

Objective

Verify that the correct encoding transfer function is being used by the projector.

Procedures

1. With the Projector powered down or douser closed, use a Spectroradiometer to measure and record the Luminance
of the ambient light reflected from the screen.

2. With the Projector powered up, douser open and displaying no image or black code values, use a
Spectroradiometer to measure and record the Luminance of the light reflected from the screen.

3. Playback the DCP DCI White Seps (black-to-white gray step-scale test pattern).

4. For each of the ten steps of the pattern listed in Table A-2 of [SMPTE-RP-431-2-2007], measure and record the
Output Luminance and Chromaticity Coordinates with a Spectroradiometer.

5. For each of the measured Output Luminance values, calculate the percentage deviation from the target value and
record those results.

6. All the percentage deviations calculated in the last step must fall within +/-5%, if the Projector is to pass the
specification for Theatrical Tolerances.

7. Playback the DCP DCI Gray Seps (black-to-dark gray step-scale test pattern).

8. For each of the ten steps of the pattern listed in Table A-3 of [SMPTE-RP-431-2-2007], measure and record the
Output Luminance and Chromaticity Coordinates with a Spectroradiometer.

9. For each of the measured Output Luminance values, cal culate the percentage deviation from the target value and
record those resullts.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-431-2]

834.11

Test Material

DCI White Steps
DCI Gray Steps
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Color Accuracy

7.5.12. Color Accuracy

Objective

Verify that all colors are accurately reproduced within the tolerances as specified in [SMPTE-RP-431-2-2007].

Procedures

1. With the Projector powered down or douser closed, use a Spectroradiometer to measure and record the Luminance
of the ambient light reflected from the screen.

2. With the Projector powered up, douser open and displaying no image or black code values, use a
Spectroradiometer to measure and record the Luminance of the light reflected from the screen.

3. Playback the DCP Color Accuracy Series.

4. For each of the twelve color patches listed in Table A-4 of [SMPTE-RP-431-2-2007], measure and record the
Output Luminance and Chromaticity Coordinates with a Spectroradiometer.

5. For each of the measured sets of Color Coordinates and Output Luminance values, derive the L* & b* equivalent
values and record them.

6. For each of the reference sets of Color Coordinates and Output Luminance values, derive the L*a*b* equivalent
values and record them.

7. Using the formuladeltaE* 4=[( AL*) %+( Aa*) %+( Ab*) 3] Y2, for each pair of valuesfrom steps 5 and 6, calculate
the delta E* ab value and record it. Eab_Calc.py, atool to perform this calculation, is available in Section C.6.

8. If all calculated delta E* ab values are <= 4.0, the Projector passes the specification for Color Accuracy.

Note: See Annex L of [SMPTE-EG-432-1-2007] for an example of how to convert xyY valuesto L*a*b* values.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 8.34.13
[SMPTE-431-2]
[SMPTE-432-1]

Test Equipment
Spectroradiometer
eab_calc.py

Test Material
Color Accuracy Series
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Chapter 8. Screen Management System

A Screen Management System (SMS) (or Theater Management System (TMS)) is responsible for providing thesoperator’s
interface for ingest, scheduling, reporting, etc. In this document the term SMS will be used exclusively, although the same'test
procedures can apply to a TM S that is able to directly manage a suite of equipment for a screen.

The SMSis not hosted on secure hardware (i.e., it is not required to be within an SPB).

8.1. Ingest and Storage

8.1.1. Storage System Ingest Interface

Objective

Verify that the system provides an interface to the storage system, for DCP ingest, that is Ethernet, 1Gh/s or better,
over copper (1000Base-T) or fiber (1000Base-FX), as described in [|EEE 802.3], running the TCP/IP protocol.

Procedures

1. Use acomputer with the appropriateinterface cards, e.g., 1000Base-T copper Ethernet and network analysistools
such as Wireshark installed, to tap the ingest interface.

2.Ingest [2K_StEM_sequence _ct] and verify that the packets can be read by the computer that runs the network
analysis tools. Failure to observe the packets contained in the DCP is cause to fail this test.

3. Verify that the data packets read are valid TCP/IP data packets. Use of any other protocol to ingest the DCP is
causeto fail thistest.

Supporting Materials

Reference Document | D Refer ence Document Section(s)
[DCI-DCSS-1-1] 6.2.3

[|EEE-802-3]

Test Equipment
Network Analyzer

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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Storage System Capacity

8.1.2. Storage System Capacity

Objective

Verify that the storage system available to the SMS has a capacity of at least 1TByte of content.

Procedures

Verify that the storage system has the capacity to hold at least 1TByte of content. This can be done in three ways:

1. Verify by using the specification of the manufacturer.

2. Examine the capacity of thefile system representing the storage system, and verify that there is enough available
storage to hold 1 TByte of content data. Use appropriate file system tools to perform this task.

3. Measure the storage capacity by copying 1TByte of content to the storage and verifying that no content has been

purged by playing back all content.

If the capacity of the storage system isless than 1TByte, thisis cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

72311
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Storage System Redundancy

8.1.3. Storage System Redundancy

Objective

Verify that the storage system available to the SM S provides redundancy in the case of hard disk failure.

Procedures
Verify the existence and functionality of an appropriate RAID configuration by performing the following:
1. Ingest the composition [2K_StEM_sequence ct] i.e., load it into the storage system.
2. Power down the system.
3. Disconnect one hard drive of the RAID configuration.
4. Re-power the system.

5. Set up and play a show and verify that playback is successful, i.e., playback can be started, is not interrupted and
does not show any picture or sound artifacts. Unsuccessful playback is cause to fail thistest.

6. Power down the system and reconnect the hard drive that was disconnected in step 3.

7. Repeat the steps 3 to 5 for all other drives contained in the storage system.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 75.3.2

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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Storage System Performance

8.1.4. Storage System Performance

Objective

Verify that the storage system available to the SMSis able to sustain a minimum peak data rate of 307 MBit/sec to
allow for non interrupted digital cinema playback.

Procedures

1. Use the DCP DCI 2K Sync Test to build a show. This DCP contains images with minimal image compression,
16 audio channels (each 24 bit per sample, 96 kHz) and subtitles which ensure that the maximum allowable data
rateis required for reproduction.

2. Play the show and verify that playback is successful, i.e., playback can be started, is not interrupted and does not
show any picture or sound artifacts. Unsuccessful playback is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 7.5.3.3,7.5.34,7536

Test Material
DCI 2K Sync Test
DCI NIST Frame with silence

252



Screen Management System

8.2. Screen Management System

8.2.1. Screen Management System

Objective

The objective of thistest isto verify, for each auditorium, the presence of an SM'S which supports the basic functions
including the possibility of logging and that this SM S can be operated in one of two modes (local and remote).

Procedures
1. Verify that every auditorium has one local SMS (may need manufacturer cooperation).
or by remote access.

2. Verify that this SMS can be controlled by the operator, either by local access using a graphical user interface,

3. To verify that the SMS supports basic functions, load DCI 2K SEM Test Sequence (Encrypted) and its valid

KDM, then setup a show and start and stop playback. Verify proper reaction of the system regarding the functions
performed.

4. Verify that the SM'S supports additional functions, e.g., DCP and CPL checking and also supports logging of the
results of such functions.

Note: The LCD projector control screen present within some DLP projectors is usually not the SMS control screen
and thus does not indicate the presence of an SMS.

Supporting Materials

Reference Document 1D

Reference Document Section(s)
[DCI-DCSS-1-1]

722,758

Test Material
DCI 2K StEM Test Sequence (Encrypted)
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Show Playlist Creation

8.2.2. Show Playlist Creation

Objective

» Verify that the SMS provides the necessary functions for managing Composition Play Lists (CPLs ) and for
assembling them into shows (SPL creation)

 Verify that the SMS allows only authorized persons to build a Show Playlist (SPL).

Procedures
1. Ingest the DCP contained in DCI 2K SEM Test Sequence into the system.
2. Using the system, locate the CPL contained in DCI 2K SEM Test Sequence.

3. Create anew Show Play List (SPL) and add DCI 2K SIEEM Test Sequence twice to the show. The two instances
of DCI 2K SEEM Test Sequence are herein referred to as DCI 2K SEM Test Sequence X and DCI 2K SEM Test
SequenceY.

4. Ingest DCI 2K SEM Test Sequence (Encrypted) into the system.
5. Using the system, locate the CPL for DCI 2K SIEM Test Sequence (Encrypted).
6. Append the CPL for DCI 2K SEM Test Sequence (Encrypted) to the end of the previously assembled show.

7. Movethe CPL for DCI 2K SEM Test Sequence (Encrypted) in between DCI 2K SIEM Test Sequence X and DCI
2K SEM Test Sequence Y.

8. Ingest Black (Empty Frame) and insert it between each of the CPLs in the show.

9. Start playback and verify that the presentation proceeds as expected and the inserted black frames and silence
are presented correctly.

10. Ingest DCI 2K SEM Test Sequence (Encrypted).

11. Display all CPLs present in the system.

12. Delete DCI 2K SIEM Test Sequence (Encrypted).

13. Wait until playback is completed.

14. Remove DCI 2K SEM Test Sequence X from the Show Playlist.

15. Attempt to delete DCI 2K SIEM Test Sequence from storage. It is expected that the SM'S warns the user that this
DCP/CPL is part of an SPL and does not allow deletion.

16. Delete the SPL then delete DCI 2K SEM Test Sequence and DCI 2K SIEM Test Sequence (Encrypted). It is
expected that this operation succeeds.

17. Verify that the according content and KDMs have been removed.

18. Verify that the above functions for assembling content into an SPL are executable with an easy to use graphical
user interface.
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Show Playlist Creation

Supporting Materials

Reference Document I1D Refer ence Document Section(s)

[DCI-DCSS-1-1] 7.235,723.7,734,74.11,74.12,74.1.3,
74.14,7415,7416

Test Material
DCI 2K StEM Test Sequence
DCI 2K StEM Test Sequence (Encrypted)
Black (Empty Frame)
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Show Playlist Format

8.2.3. Show Playlist Format

Objective

Verify that the SMS supports the required Show Playlist Format.

Procedures
1. Export the Show Playlist (SPL) to external media
2. Use the software command schema-check to verify that the SPL exported in the above step iswell formed XML.

XML format errors are cause to fail thistest. An example is shown below.

$ schema-check <input-file>
schema val i dati on successful

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 7.32,7331,7.332
Test EQuipment
schema-check
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KDM Validity Checks

8.2.4. KDM Validity Checks

Objective

Verify that the SMS supports KDM validity checks in advance of the show.

Procedures

Verify that the SMS provides a method to check KDM validity and expiry status by performing the following
procedures prior to a supposed show:

1. Check the KDM KDM for 2K SEM with the appropriate tools the SMS/TMS is providing. The KDM isrequired
to be reported as valid to pass this test procedure.

2. Check the KDM KDM with invalid XML with the appropriate tools the SMSTMS is providing. This KDM is
required to be reported asinvalid due to invalid file format to pass this test procedure.

3. Check the KDM KDM that has expired with the appropriate tools the SMSTMS is providing. This KDM is
required to be reported as expired to pass this test procedure.

4. Check the KDM KDM with incorrect message digest with the appropriate tools the SMSTMS is providing. This
KDM isrequired to be reported as invalid signature to pass this test procedure.

5. Check the KDM KDM with future validity period with the appropriate tools the SMS/TMS is providing. This
KDM isrequired to be reported as being valid in the future to pass this test procedure.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 7.41.6

Test Material
KDM for 2K StEM
KDM with invalid XML
KDM that has expired
KDM with incorrect message digest
KDM with future validity period
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Automation Control and Interfaces

8.2.5. Automation Control and Interfaces

Objective

Verify that the SM S supports theater automation interface via contact closures (general purpose 1/0).

Procedures

1.Using the GPIO test fixture, verify that the Test Subject can provide contact closure outputs that can be
programmed to close at pre-determined times using the playlist.

2. Using the GPIO test fixture, verify that playback of a playlist on the Test Subject can be started by an external
contact closure.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 734,74.16,74.17,757.2

Test Equipment
DCI Projector
GPIO Test Fixture

Test Material
DCI 2K StEM Test Sequence
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Interrupt Free Playback

8.2.6. Interrupt Free Playback

Objective

Verify that the system can play a sequence of CPLs (a playlist) without noticable interruptions such as unexpected

pauses or visual or audible artifacts.

Procedures

To verify that playback is possible without any interruptions:

1. Load the DCP DCI 2K SEM Test Sequence (Encrypted), then assemble and start a show.

2. Verify that playback succeeds and is completed without any image or sound distortions and without any

interruption.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

74.1.8

Test Material

DCI 2K StEM Test Sequence (Encrypted)
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Artifact Free Playback of Image Content

8.2.7. Artifact Free Playback of Image Content

Objective

Verify playback functionality with regard to artifact free playback.

Procedures

To verify that mode transitions do not cause any artifacts:

1. Assemble a Show Playlist from the DCPsin DCI 2K Image with Frame Number Burn In (Flat), which contains
two reels of 1.85:1 content, and DCI 2K Image with Frame Number Burn In (Scope), which contains two reels

of 2.39:1 content.

2. Start playback and observe the projected image. Transitions between reels and DCPs are announced visually by
means of burned-in subtitles. Verify that for all transitions, no visible artifacts, e.g., rolling are visible.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

74.1.6

Test Material

DCI 2K Image with Frame Number Burn In (Flat)
DCI 2K Image with Frame Number Burn In (Scope)
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Restarting Playback

8.2.8. Restarting Playback

Objective

Verify that power failures cause the system to enter a stable stop/idle condition and that the system providesthe ability
to restart playback at a point prior to a power interruption.

Procedures
1. Load the DCP DCI 2K Image with Frame Number Burn In, then assemble and start a show.

2. Interrupt the presentation by interrupting the SM's power supply. If possible, the projector power supply should
not be interrupted as this may cause overheating and damage the projector.

3. Re-establish power and verify that the system enters a stable stop/idle state. Failure to meet this requirement is
causeto fail thistest.

4. Verify that the system notifiesthe user that thelast playback was abnormally interrupted, and offersthe possibility
of restarting the show. Failure to meet this requirement is cause to fail thistest.

5. Attempt to restart the presentation at a point prior to the power interruption and verify that the restart was
successful. Failure to meet this requirement is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 7.2.3.13,7.4.1.2,74.18
Test Material
DCI 2K Image with Frame Number Burn In
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SMS User Accounts

8.2.9. SMS User Accounts

Objective

Verify that the SMS supports multiple levels of user accounts.

Procedures

1. Study the user manual to discover factory-created account names and passwords. Failure of the system to provide
privilege separation using distinct user accountsis cause to fail thistest.

2. If required by the system, create the necessary operating accounts.
3. Return the system to the "logged out" state.

4. For each account, log on to the system using the account information and note the privileges available to the
account user (e.g., run show, load content, create account, etc.).

5. Verify that the system can separate, by role, at least the following activities: a) create user accounts; b) manage
content (ingest, delete); ¢) run an existing show. That is, the system must ensure that holding privilege ¢ does not
allow b or a, and holding privilege b does not allow a. Failure of the system to provide this minimum separation
of activitiesis causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 7.4.1.3
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SMS Operator |dentification

8.2.10. SMS Operator Identification

Objective

Verify that the security system requires the SMS and SM S operator to identity itself to the Security Manager.

Procedures

Verify that the security system requiresthe SMS and SM S operator to identify itself to the Security Manager. Thiscan
be implemented by means of the previously mentioned user accounts, for example.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

94.11
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SMS Identity and Certificate

8.2.11. SMS ldentity and Certificate

Objective

Verify that the SMS (or TMS) carries a[SMPTE-430-2] compliant digital certificate to identify the SM S entity to the
SM. Verify that the SMS certificate indicates only the SMS role unless the SMS is contained within a SPB meeting
the protection requirements for any other designated roles.

Procedures

Use network analysis tools (e.g., Wireshark) to monitor the packets exchanged between SMS and SM. Verify that the
certificate sent by the SMS during TL S session setup:

1.1s DCI compliant (see Chapter 2: Digital Cinema Certificates on how to check a certificate for validity/DCI
compliance)

2. Only indicates the SMSrole

Note: Asan dternative, if the SMSis constructed based on standard computer hardware and software (" off the shelf"
operating system, e.g., aUnix derivate), then thistest can possibly be done by analysis of thelocally stored data. Note:
In case the projection system is not available as awhole, or in case the system is not based on standard hardware and
software (e.g., standard OS) or the lower OS levels (file systems) are not readily accessible, the above Objective must
be verified in cooperation with the manufacturer's system designers.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)

[DCI-DCSS-1-1] 9.4.25

264



Content Keysand TDL check

8.2.12. Content Keys and TDL check

Objective

* Veify that the SMS, working with the security infrastructure, checks that the content keys required for playback
are available and valid for scheduled exhibitions and the suite equipment to be used for playback ison the TDL.

» Verify that the SM'S does this check for every composition individually.

Procedures
With the test materials specified below, perform the following procedures:

1. Try to assemble and play a show using DCI 2K SEM Test Sequence (Encrypted) without providing a KDM.
Failure of the SMSto report an error is cause to fail thistest. If playback beginsthisis causeto fail thistest.

2. Try to assemble and play a show using KDM for 2K SEM and KDM with incorrect message digest in that order.
The KDM KDM with incorrect message digest is invalid (wrong signature/hash error). Failure of the SMS to
report an error is cause to fail thistest. If playback beginsthisis cause to fail this test.

3. Try to assemble and play a show using KDM that has expired which contains an expired time window. Failure
of the SMSto report an error is cause to fail thistest. If playback beginsthisis cause to fail thistest.

4. Try to assemble and play a show using KDM with future validity period which contains a time window in the
future. Failure of the SMSto report an error is causetofail thistest. If playback beginsthisiscausetofail thistest.

5. Try to assemble and play a show using KDM with empty TDL, which is a KDM that does not list any trusted
devicesinits TDL. Failure of the SMSto report an error is cause to fail thistest. If playback beginsthisis cause
to fail thistest.

Note: The above procedure does not fully cover the objective, as item 2 does not test for all possibilities for KDMs
to beinvalid. For full coverage, manufacturer assistance is needed.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.2

Test Material
KDM for 2K StEM
DCI 2K StEM Test Sequence (Encrypted)
KDM with incorrect message digest
KDM that has expired
KDM with future validity period
KDM with empty TDL
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Chapter 9. FIPS Requirements for a Type 1
SPB

Type 1 Secure Processing Blocks (SPB) are required by DCI to conform to the U.S. Nationa Institute of Standards and
Technology (NIST) document FIPS 140-2: Security Requirementsfor Cryptographic Modules. Testing for compliance with
FIPS 140-2 is performed by independent |aboratories certified by NIST.

Thetesting program, known as the Cryptographic Module Validation Program (CMVP), isajoint effort of NIST's Computer
Systems Laboratory (CSL) and the Communications Security Establishment (CSE) of the Government of Canada. More
information about CMV P can be found on the NIST web site at http://www.csrc.nist.gov/cryptval. To be compliant with the
DCI System Specification, a Type 1 SPB device must be tested by an accredited laboratory, the resulting documentation
must be submitted to NIST/CSE for examination, and avalidation certificate must be issued by NIST/CSE. Throughout this
document, the term "FIPS 140-2 testing" will refer to this entire process.

FIPS 140-2 testing is very thorough but also very selective. To determine whether Type 1 SPB meetsthe DCI requirements,
the documents prepared for and presented to the FI PS testing | ab by the manufacturer must be examined by the Test Operator.
This chapter will briefly explain the FIPS testing process and the documentation that is produced. A procedure will be
presented that will guide the Test Operator through the task of evaluating a FIPS 140-2 test report and determining the DCI
compliance status of the respective Test Subject.

9.1. FIPS Testing Procedures

This section will explain the process of obtaining a FIPS 140-2 validation certificate from NIST/CSE. This information
is intended to guide the Test Operator in understanding the documentation that will be produced in that process. This
information is not exhaustive and is not intended to guide a manufacturer in obtaining avalidation certificate. The following
sub-sectionsillustrate the tasks in atypical validation process.

Accredited Laboratory

FIPS 140-2 testing is performed by an accredited laboratory. This Cryptographic Modules Testing (CMT) laboratory
will assist the manufacturer in preparing the required documentation and will test sample devices for conformance to the
documentation. The CMT laboratory may help the manufacturer resolve compliance issuesin the design, but thishelp is
limited to comments on proposed designs, actual design participation may not occur. The documentation and test reports
may be submitted to NIST/CSE by the CMT laboratory or the manufacturer.

NIST makes available the list of accredited CMT laboratories on the agency web site (see http://www.csrc.nist.gov/
cryptval/1401labs.htm). Any of the laboratories can be used, but some restrictions may apply. For example, alaboratory
that is owned by the Test Subject manufacturer or one that contributed to the design of the Test Subject will be
disgualified from testing that Test Subject. More information about CMT laboratories and laboratory selection can be
found in Frequently Asked Questions for the Cryptographic Module Validation Program (http://www.csrc.nist.gov/
cryptval/140-1/CMV PFAQ.pdf).

Note

The FIPS 140-2 validation test report prepared by the CMT laboratory is a proprietary and closely controlled document.
'The manufacturer must ensure that it has permission to disclose the test report to the DCI Testing Organization.
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FIPS Testing Procedures

Standards and Supporting Documentation

The manufacturer must obtain and understand all of the NIST documentation that is relevant to the, FIPS 140-2
testing process. In addition to the documentation about the validation process itself, the manufacturer will<also,need
documentation which addresses the requirements for particular algorithms implemented in the device (seeé-http://
www.csrc.nist.gov/cryptval/cavp.htm).

Security Element Documentation

All design elements which are addressed by FIPS 140-2, e.g., cryptographic algorithms and Critical Security Parameters
(CSP), must be documented and tested according to CMT procedures. The manufacturer must work with the testing lab
to identify all such design features and prepare the required documentation. A checklist summarizing the documentation
requirements of the standard is found in FIPS PUB 140-2 Appendix A.

Design Modification

The CAVP and CMVP validation testing processes may require design modifications to the cryptographic module
hardware, software, firmware, or documentation. The CMT laboratory performing the validation testing identifies
the compliance issues, but does not design or redesign the cryptographic module with the manufacturer, or for the
manufacturer.

Note

'The manufacturer is responsible for implementing a compliant design, and submitting required testing evidence to the
CMT laboratory for review and testing.

Test Subject Instrumentation

Whereitisnot possibleto test aparticular subsystem from outside the module (e.g., the seed method for arandom number
generator), the manufacturer must provide the instrumentation necessary to allow the laboratory to test the subsystem. A
simulator may be used, for example, to prove the correct functioning of microcode for an ASIC or FPGA.

Additionally, the manufacturer may be required to develop test jigs to facilitate the error injection process; for example,
to simulate tamper events and other hardware failures.

See http://www.csrc.nist.gov/cryptval/140-1/FIPS14021 G.pdf for more information.

Operational Testing

The CMT lab exercises the cryptographic module through all major states, including error states, while monitoring all
external ports and interfaces using manufacturer testing tools and equipment. This may require the ability to manipulate
program execution and record the contents of memory, thus requiring instrumentation as above.

For FIPS 140-2 Level 3, a minimum of five production grade samples of the cryptographic module will be physically
attacked and destroyed by the CMT lab during the validation testing process.

Report Submission

Upon successful completion of the validation testing (no failed test assertions exist), the CMT laboratory submits a
FIPS 140-2 validation report to the CMVP for certification. CMVP personnel examine the submission for correctness,
sending any necessary requests for clarification to the CMT laboratory. The submission may be rejected, in which case
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Submitted Materials

the manufacturer and laboratory must work to resolve the issug(s) raised and re-submit the validation report, Once the
submission is accepted by CMV P, a certificate isissued for the cryptographic module.

The CMVP maintains a list of al cryptographic modules validated to FIPS 140-2 requirements. This listds published
on-line at http://csrc.nist.gov/cryptval/140-1/1401val.htm. The CMVP also maintains a list of cryptographic’modules
currently undergoing FIPS 140-2 testing (alisting on the CMV P pre-validation website does not equate to having aFIPS
140-2 validation). The pre-validation list isat http://csrc.nist.gov/cryptval/preval .htm [http://csrc.nist.gov/cryptval /140-1/
preval.htm].

Maintenance

Changes to the module design require re-validation. The effort required to validate an updated design may be small if
the design changes are minor.

9.2. Submitted Materials

The CMT laboratory will review and analyze design materials during the validation testing process A checklist that
summarizes the documentation requirements of the standard is found in FIPS PUB 140-2, Appendix A. The following list
shows the documents generally expected to be submitted.

Master Components List (bill of materials); All items submitted as test evidence to the CMT laboratory (e.g., software,
firmware, hardware, source code, documentation, etc.) must be specified on the Master Components List, along with a
unique identifier and version

Production grade samples of the cryptographic module (minimum of five for Level 3)
Security policy

Data sheets for hardware components

Listing of all significant information flows

Finite state model

Clearly annotated source code

Functional specifications

Block diagrams

Schematics

VHDL for custom components

Software design documentation (such as an APl or developers guide)
Mechanical drawings & assembly drawings (approximately to scale)
Printed circuit board layout drawings

Cryptographic Key and Critical Security Parameter documentation
Delivery and operations procedures

Cryptographic Officer & User guidance
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Test Lab Reports

 Configuration management specification

» Operational testing plan(s), and associated testing equipment

 Rationale for exclusion of any components from the security requirements of FIPS 140-2

* Proof of conformance to FCC Part 15, Subpart B Class A requirements

» CAVP Algorithm validation certificates for al implemented Approved cryptographic algorithms

» Documentation detailing the correspondence of al security rulesto the implementation

9.3. Test Lab Reports

A FIPS 140-2 validation test report is created by CMT laboratory engineers for submission to CMVP. The report details the
documentation received and the test engineer's evaluation of the implementation's fidelity to the documentation and FIPS
140-2 requirements.

Thefollowing list of documentsis taken verbatim from http://www.csrc.nist.gov/cryptval/140-1/FI PS14021 G.pdf

* Non-proprietary Security Policy; reference FIPS 140-2 DTR and |G 14.1 for requirements; the non-proprietary security
policy shal not be marked as proprietary or copyright without a statement allowing copying or distribution

* CRYPTIK v5.5 (or higher) reports; the validation report submission must be output from the NIST provided Cryptik tool
(Cryptik isaproprietary CMV P tool available only to accredited CMT laboratories)

» Physical Test Report (mandatory at Levels 2-4); the laboratory's physical testing report with photos, drawing, etc. as
applicable

» Revalidation change summary (if applicable)
 Section Summaries (optional); briefly describes design methods used to meet FIPS 140-2 requirements.

See also http://www.csrc.nist.gov/cryptval/140-1/FIPS14021 G.pdf.

9.4. Interpreting FIPS Test Reports

The CMT laboratory assessments contained within a FIPS 140-2 validation test report address each of the applicable "TE"
requirements corresponding to the eleven areas specified in the FIPS 140-2 Derived Test Requirements (DTR). These
requirementsinstruct thetester asto what he or she must doin order to test the cryptographic module with respect to the given
assertion (which is a statement that must be true for the modul e to satisfy the requirement of a given area at agiven level).

For each applicable FIPS 140-2 "TE", the tester's assessment includes:
» A statement that the tester verified the requirement was satisfied, or that the requirement is not applicable.

 Details on how the tester verified the requirement (e.g. through documentation review, source code analysis, physica
attack, operational testing, etc.).

 References to supporting design documentation and other test evidence.
 References to algorithm standards and CAV P validation certificates as applicable.

The DCI Testing Organization must obtain an official copy of the FIPS 140-2 validation test report directly fromthe CMT lab
that performed the testing. The Test Operator must verify that the name of the cryptographic module and version (software,
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Interpreting FIPS Test Reports

hardware, firmware) under review are identical to the versions reviewed for the FIPS 140-2 validation’ cerfificate, and
supporting CAV P agorithm validation certificate(s).

To confirm whether the cryptographic module satisfies the DCI requirements, the Test Operator must review the "TE"
assessments (and associated references as needed) that are relevant to corresponding DCI requirements (the” specifie
assessments are located below with the respective DCI requirements. The functionality described must be consistent with
the observed implementation.
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DCI Requirements for FIPS Modules

9.5. DCI Requirements for FIPS Modules

Each of the subsections below describes a DCI requirement that must be proven by examining the FIPS 140-2 validation
report. For each requirement, observe the design of the respective system element (with the aid of the Test Subject
Representative) and record whether or not the design meets the requirement.

9.5.1. SM Operating Environment

Verify that the Security Manager (SM) operating environment is limited to the [FIPS-140-2] "limited operational"
environment category; "a static non-modifiable virtual operational environment with no underlying general purpose
operating system."

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.4.2.4,9525,952.7

[FIPS-140-2]

9.5.2. LE Key Generation

Verify the following:

1. That the Security Manager (SM) supports keying of the Link Encryptor (LE) by generating unpredictable keys and
having a controlled usage validity period.

2. That Link Encryptor (LE) keys are 112 hits in length for TDES or 128 bits in length for AES, and that those
keys are generated according to the requirements of the [DCI-DCSS-1-1], Section 9.7.6 and [FIPS-140-2] level 3
"cryptographic module specification” specifications (per the requirements of [DCI-DCSS-1-1], Section 9.5.2.5).

Reference Document I1D Reference Document Section(s)

[DCI-DCSS-1-1] 9.4.35,9.4.4,95.2.5,9.7.6

[FIPS-140-2]

9.5.3. SPB1 Tamper Responsiveness

Verify the following:

1. That SPBs of type 1 are tamper responsive and meet [FIPS-140-2] level 3 "physical security requirements’
specifications (per the requirements of [DCI-DCSS-1-1], Section 9.5.2.5).

2. That the SPB monitors SPB physical security protection integrity 24/7 and in the event of intrusion or other tamper
detection, terminates all activity, logs the event, and zeroizes all Critical Security Parameters (CSPs) (see [DCI-
DCSS-1-1], Section 9.5.2.6).

3. That if the SPB requires a power source to accomplish tamper detection and response, it must zeroize its CSPs prior
to any situation arising where such power source may not be available.

4. That log records are not purged in the event of intrusion or other tamper detection.
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Security Design
Description Requirements

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

[FIPS-140-2]

9.5.25,95.2.6

9.4.3.6.2,94.36.2.1,9436.3,9521,95.22,

9.5.4. Security Design Description Requirements

Verify that equipment suppliers define and describe their respective security designs surrounding the use of port 1173 per
therequirements of [FIPS-140-2] " Cryptographic Module Ports and Interfaces" and the[DCI-DCSS-1-1], Section 9.5.2.5.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[FIPS-140-2]

9.45.23,95.25

9.5.5. SPB1 Tamper Resistance

Verify that Secure SPBs of type 1 are tamper resistant and meet [FIPS-140-2] level 3 "physical security requirements’
specifications (per the requirements of [DCI-DCSS-1-1], Section 9.5.2.5).

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[FIPS-140-2]

9521,9522,9525

9.5.6. SPB1 FIPS Requirements

Verify the following:

1. The deviceistamper evident.

2. Any maintenance doors are designed with tamper protections in order to prevent access (penetration) other than as

permitted.

3. The device meets and is certified for the requirements of [FIPS 140-2] Level 3 in al areas except those subject to
the exceptions or additional notes as specified in the [DCI-DCSS-1-1], section 9.5.2.5.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[FIPS-140-2]

9.521,9525

9.5.7. SPB1 Secure Silicon FIPS Requirements

Verify that Secure Processing Block (SPB) type 1 secure silicon:

1. Is of the type designed to resist physical and logical attacks, and ensure that a physical attack destroys Critical
Security Parameters (CSPs) prior to exposure.
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Asymmetric Key Generation

2. Is of the [FIPS-140-2] Physical Security Single-Chip Cryptographic Module type.

3. Mesets [FIPS-140-2] level 3 "physical security requirements' specifications (per the requirements/of JDCI-
DCSS-1-1], Section 9.5.2.5).

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9522,9525

[FIPS-140-2]

9.5.8. Asymmetric Key Generation

Verify that keys are generated as specified in [RFC-3447] and per the requirements of [FIPS-140-2] " Cryptographic Key
Management" and the [DCI-DCSS-1-1], Section 9.5.2.5.

Reference Document |D Reference Document Section(s)

[DCI-DCSS-1-1] 9.5.2.5,9.7.6

[RFC-3447]

9.5.9. Critical Security Parameter Protection

Verify that the following Critical Security Parameters (CSPs) receive Secure Processing Block (SPB) type 1 protection,
whenever they exist outside of their originally encrypted state, in accordance with [FIPS-140-2] and the requirements of
[DCI-DCSS-1-1], Section 9.5.2.5:

1. Device Private Keys - RSA private key that devices use to prove their identity and facilitate secure Transport Layer
Security (TLS) communications.

2. Content Encryption Keys - Key Ddlivery Message (KDM) AES keys that protect content.

3. Content Integrity Keys - HMAC-SHA-1 keys that protect the integrity of compressed content (integrity pack check
parameters).

4. Control Message Encryption and Integrity Keys - AES, HMAC-SHA-1/SHA-256 keys/parameters that protect the
privacy and/or integrity of Composition Play Lists, Track File Lists, Key Delivery Messages and other Extra Theatre
Messages (ETMs).

5. Link Encryption Keys - Keys that protect the privacy and integrity of uncompressed content for link encryption.

6. TLS secrets - These are transient keys/parameters used or generated in support of TLS and Auditorium Security
Messaging (ASM).

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.5.25,95.2.6
[FIPS-140-2]

9.5.10. SPB 1 Firmware Modifications

Verify the following:
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SPB 1 Firmware Modifications

1. The device is designed such that the firmware cannot be modified without the knowledge and permission of the
original manufacturer.

2. The device's firmware modification procedure requires adigital certificate per [SM PTE-430-2-2006] that identifies
the authority figure responsible for making the firmware change.

3. The device logs firmware change information including timestamp, version and operator identity.

Reference Document |D Reference Document Section(s)

[DCI-DCSS-1-1] 95.2.7
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Chapter 10. DCI Requirements Review

Like the previous chapter, this chapter contains procedures for evaluating system design for fidelity to DCI requirements
that cannot be tested by direct examination of a finished product. These requirements are different though, because they-are
not proven by the FIPS 140-2 certification process.

The process of proving these requirements is the same, however. Documentation must be produced and Test Subjects must
be instrumented to give the Test Operator all necessary information to evaluate the design. Manufacturers must produce
proof in the form of design documentation for each of the Requirementslisted in Section 10.4.

10.1. Type 1 SPB Documentation

For aType 1 SPB, it should be possible to validate the requirements in this chapter using the test material produced for the
FIPS 140-2 test. It may be necessary for the manufacturer to provide additional information in the case where arequirement
is not provable using documentation prepared with only the FIPS test in mind. Manufacturers are encouraged to consider
the objectives of this chapter when preparing material for the FIPS test of a Type 1 SPB.

The following documents (repeated from Chapter 9) should be used to show compliance with the requirements presented
in this chapter:

» Master ComponentsList (bill of materials); All itemssubmitted astest evidenceto the Testing Organization (e.g., software,
firmware, hardware, source code, documentation, etc.) must be specified on the Master Components List, along with a
unique identifier and version

* One (1) production grade sample of the cryptographic module

» Security policy

 Data sheets for hardware components

* Listing of al significant information flows

* Finite state model

* Clearly annotated source code

» Functional specifications

» Block diagrams

» Schematics

 Software design documentation (such as an API or devel opers guide)
» Mechanica drawings & assembly drawings (approximately to scale)
* Printed circuit board layout drawings

 Cryptographic Key and Critical Security Parameter documentation
 Deélivery and operations procedures

* Cryptographic Officer & User guidance
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Type 2 SPB Documentation

 Configuration management specification
» Operationa testing plan(s), and associated testing equipment

» Documentation detailing the correspondence of all security rules to the implementation

10.2. Type 2 SPB Documentation

For aType 2 SPB, it is necessary to produce documentation to validate the requirements in this chapter. Because a Type 2
SPB is not required to undergo FIPS 140-2 testing, this documentation will be produced only for the purpose of this DCI
test. The same documents listed in Section 10.1 should be created.

10.3. Forensic Mark IP Disclosure

For aTest Subject whichimplementsForensic Marking (FM), it will be necessary to provide, in addition to the documentation
listed above, an intellectual property disclosure statement which describes any claims on intellectual property that the
manufacturer intends to make on the FM algorithm.
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DCI Requirements for Security Modules

10.4. DCI Requirements for Security Modules

Each of the subsections below describes a DCI requirement that must be proven by examining the manufacturer's
documentation. For each requirement, observe the design of the respective system element (with the aid of the Test Subject
Representative) and record whether or not the design meets the requirement.

10.4.1. Theater System Reliability

» Verify that the complete theater system has a reliability, in terms of Mean Time Between Failure (MTBF), of at least

10,000 hours.

» Verify that any failed or malfunctioning unit or component part can be diagnosed and replaced in less than two hours
(excluding the time for order and delivery of the replacement part).

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

7231,7232

10.4.2. Theater System Storage Security

Verify that image and audio essence on storage devices retains the original AES encryption, if present duringingest. Itis
required that decrypted plaintext (image or audio) essence is never stored on the storage system.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

7538

10.4.3. Security Devices Self-Test Capabilities

Verify that (to the extent possible) all security devices are designed with self-test capability to announce failures and take

themselves out of service.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

94.1

10.4.4. Security Entity Physical Protection

Verify that al functional Security Entities (SE) (except the SMS) are contained within Type 1 SPBs.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9411
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Secure SMS-SM Communication

10.4.5. Secure SMS-SM Communication

Verify that the SMS communicates with the SM under its control in a secure fashion (i.e., under TLS).

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 94.11

10.4.6. Location of Security Manager

 Verify that thereis only one Security Manager (SM) for each auditorium.
» Verify that the SM is contained within the Image Media Block (IMB).

» Verify that no SM functions, as defined in [DCI-DCSS-1-1], Sections 9.4.3.5, 9.6.1 and 9.6.1.2, are implemented
outside of the secure environment of the IMB.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.2.4,9.435,9.6.1,9.6.1.2

10.4.7. SM Usage of OS Security Features

Verify that the Security Manager (SM) software runs on aLinux kernel configured with the SELinux security extension.
Verify that the design uses all appropriate security features of the operating system.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.24

10.4.8. SM Secure Communications

Verify that the only security communication with systems (processors) external to the Security Manager's (SM) Secure
Processing Block (SPB) is by Transport Layer Security (TLS) over a network interface per [DCI-DCSS-1-1], Section
9.45.1.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.24,945.1
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Playback Preparation

10.4.9. Playback Preparation

Verify that the SM S prepares the security system for playout within 30 minutes prior to showtime.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35

10.4.10. SE Uniqueness Constraint

Verify that for normal operations the SM supports suite playback preparation (authentication followed by keying) such
that no more than one of each type of SE isenabled (i.e. oneimage MD, oneaudio MD, one LDB, one LD/LE). In content
owner-approved specia case auditorium situations, (e.g. multiple Projector LDBs or LD/LES), the SM shall support the
authentication and keying of multiple Link Encryption operation per the requirements of [DCSS v1.1 Section 9.4.4.1]
Multiple Link Encryption Operation.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.435,9.4.4.1

10.4.11. Prevention of Keying of Compromised SPBs

Verify that the SM precludes delivery of keys/content to, or playback on, compromised or improperly operating security
equipment.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35

10.4.12. SPB Authentication

Verify that the Security Manager (SM) performsremote Secure Processing Block (SPB) authentication through Transport
Layer Security (TLS) session establishment, and maintain the certificate lists collected.

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35

10.4.13. TLS Session Key Refreshes

Verify that the Security Manager (SM) maintains open Transport Layer Security (TLS) sessions for not more than 24
hours between complete restarts (i.e., forces periodic fresh TLS keys).

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35
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LE Key Issuance

10.4.14. LE Key Issuance

Verify that the SM supports keying of the Link Encryptor (LE) by transferring LE keys only to an authenticated and
trusted Link Decryptor Block (LDB) and companion SPB ( i.e., the projector). Verify that LE keys are not issued to'the
LDB unlessthe LDM and companion SPB certificates are both listed on the TDL of the enabling KDM.

Reference Document |D Reference Document Section(s)

[DCI-DCSS-1-1] 9.4.35

10.4.15. Maximum Key Validity Period

Note: Only applicable where external MDs or FMs are used.

Verify that the key usage validity period is less then six hours. Verify that the six hour period does not extend beyond
the playback time window specified in the KDM. An exception to this requirement may be made when playout is started
within the KDM playout time window, but the playout time window expires before the end of playout. In this case the
show may playout beyond the playout time window by a maximum of six (6) hours.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35

10.4.16. KDM Purge upon Expiry

Verify that the Security Manager (SM) deletes from its storage any Key Delivery Message (KDM) (and associated keys)
for which the playout time window has expired (passed). An exception to this requirement may be made when playout
is started within the KDM playout time window, but the playout time window expires before the end of playout. In this
case the show may playout beyond the playout time window by a maximum of six (6) hours.

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35

10.4.17. Key Usage Time Window

Verify that the Security Manager (SM) enforcesthe playback timewindow specified in the Key Delivery Message (KDM)
by delivering content keys to Media Decryptors (MD) along with usage periods fully contained within the KDM validity
time window. An exception to this requirement may be made when playout is started within the KDM playout time
window, but the playout time window expires before the end of playout. In this case the show may playout beyond the
playout time window by a maximum of six (6) hours.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.35
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Projector Secure Silicon Device

10.4.18. Projector Secure Silicon Device

Verify that the projector SPB includes a secure silicon host device (see Section 9.5.2 of the DCI Specification, vi1)
to support an identity key pair (private key) and appropriate intelligence to support authentication (per implementation
options in Section 9.4.3.6.5 of the DCI Specification v1.1), electronic marriage, SPB "open" signal and secure silicon
device operationa status (e.g., keys zeroed, etc.).

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.436.1

10.4.19. Access to Projector Image Signals

Verify that the Projector SPB design does not allow physical access to signal's running between the companion SPB and
the projector SPB without breaking the marriage.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.1

10.4.20. Systems with Electronic Marriage

Verify that an electronic marriage is planned upon installation of an IMB or LDB projector pair. Verify that this
physical/electrical connection is battery-backed and monitored 24/7 by the companion SPB and, if broken, shall require
areinstallation (re-marriage) process.

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.1

10.4.21. Systems Without Electronic Marriage

Verify that in the configuration of a permanently married companion SPB (IMB or L DB) the companion SPB isnot field
replaceable and require the projector SPB and companion SPB system to both be replaced in the event of an SPB failure.

Verify that the system contains asingle digital cinema certificate.

Reference Document |1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.3.6.6

10.4.22. Clock Date-Time-Range

Verify that the IMB SM clock has a Date-Time range of at least 20 years.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.7
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Clock Setup

10.4.23. Clock Setup

Verify that the IMB SM clock is set by the SM manufacturer to within one second of UTC by means of a national time
standard (such as WWV).

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.3.7

10.4.24. Clock Stability

Verify that the IMB SM clock is accurate to +/- 30 seconds per month.

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9.4.3.7

10.4.25. Repair and Renewal of SPBs

Verify that an SPB cannot be repaired or atered without direct manufacturer action.

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.5.23

10.4.26. SPB2 Protected Devices

Verify that Type 2 SPB surrounds the following sub-systems:

a. a security environment consisting of a secure silicon chip; input/output signals to the secure silicon chip and the
projector SPB; perimeter access panel monitoring

b. the projector image signal processing environment

Verify through physical inspection that a sample device contains the above listed sub-systems in a manner consistent
with the documentation.

Reference Document |1D Refer ence Document Section(s)
[DCI-DCSS-1-1] 9524

10.4.27. Clock Continuity

Verify that the clock is tamper-proof and thereafter may not be reset.

Reference Document |1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.4.7
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TLS Endpoints

10.4.28. TLS Endpoints

Verify that al TLS end points are within the physical protection perimeter of the associated SPB.

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS-1-1]

9451

10.4.29. Implementation of RRPs

Verify that the RRP approach as described in the DCI

Specification v1.1 is followed.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9451

10.4.30. SMS and SPB Authentication and ITM Transport Layer

Verify that the authentication of the SPBs and the SMS towards each other utilizes digital certificates as defined by
[SMPTE-430-2], which facilitate a cryptographic process that identifies each SPB device to the SM. Verify that the SM

and SM S both conduct their intra-theater security messaging under TL S protection (see [RFC-2246]).

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[RFC-2246]

9451

10.4.31. Idempotency of ITM RRPs

Verify that transactions are "idempotent” (such atransaction may be repeated without changing its outcome).

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

94521

10.4.32. RRP Synchronism

Verify that RRP protocols are synchronous. each pairing must opened and closed before a new RRP is opened between
any two devices. Nested transactions (in which one end point must communicate with another end point while the first

waits) are allowed.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.5.2.3
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TLS Mode Bypass Prohibition

10.4.33. TLS Mode Bypass Prohibition

Verify that except where noted in the DCI Specification v1.1, non-TLS security communications are not used, and that
production Digital Cinema security egquipment has no provisions for performing security functionsin a TLS "bypass"
mode.

Reference Document |D Reference Document Section(s)
[DCI-DCSS-1-1] 9.45.2.3

10.4.34. RRP Broadcast Prohibition

Verify that no broadcast RRP commands are used or required.

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.4.5.2.3

10.4.35. Implementation of Proprietary ITMs

Verify that any proprietary ITM implemented by equipment suppliers do not communicate over TCP or UDP port 1173,
and that such ITMs do not communicate information that is the subject of any [SMPTE-430-6] commands.

Reference Document 1D Reference Document Section(s)

[DCI-DCSS-1-1] 9.45.2.3
[SMPTE-430-6]

10.4.36. RRP Initiator

Verify that, except where noted, only the SMS or SM initiate RRPs.

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.4.5.2.3

10.4.37. SPB TLS Session Partners

Verify that SPBs do not communicate with SMs other than the one assigned to their suite.

Reference Document |D Reference Document Section(s)

[DCI-DCSS-1-1] 94523
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SM TLS Session Partners

10.4.38. SM TLS Session Partners

Verify that SMs do not communicate with SPBs other than those in its suite.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

94523

10.4.39. RRP "Busy" and unsupported Types

Verify that unless otherwise noted, an RRP responseis allowed to be busy or an unsupported message type and that such

aresponse is not an error event.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.5.2.3

10.4.40. RRP Operational Message Ports

Verify that Category 1 messages (see Table 15 p.107 of the DCI Specification v1.1) are not transported over TCP port

1173, but another port using TLS.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.45.23

10.4.41. FM Generic Inserter Requirements

Verify that any pre-processing is able to utilize a single, industry standardized metadata transport format and a generic
inserter solution that supports the use of a single image or audio FM technology that generates one set of metadata
and uses metadata compatible with all deployed compliant generic inserters. Verify that for the initial generic inserter
deployment, the generic inserter in final product form has been openly demonstrated and independently tested to
demonstrate compatibility with a minimum of three independent metadata-based forensic marking solutions. Verify that
after initial deployment, any subsequent metadata-based FM solutions or generic inserters will function correctly with
all deployed compliant systems. Verify that the Forensic Mark processing that generates and inserts markings are real

time or faster and occur in a single pass

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.6.1.1
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FM Algorithm General Requirements

10.4.42. FM Algorithm General Requirements

For a Forensic Marking (FM) embedder:
1. Verify that single distribution inventory is supported by the FM algorithm.

2. Verify by examination of the FM embedder intellectual property disclosure that the terms and conditions of use for
the FM & gorithm are reasonable and non-discriminatory (RAND).

3. Verify that detection can be performed by the manufacturer or the Rights Owner at the Rights Owner's premises.

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 946.11

10.4.43. FM Insertion Requirements

Verify that FM insertion is areal-time (i.e., show playback time), in-line process performed in the associated MB, and
has a reasonable computational process.

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1] 9.4.6.1.1

10.4.44. IFM Visual Transparency

Verify that IFM isvisually transparent to the critical viewer in butterfly tests for motion image content.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.1.2

10.4.45. IFM Robustness

Verify that IFM resists/survives video processing attacks (such as digital-to-analog conversions, including multiple
D-A/A-D conversions), re-sampling and re-quantization (including dithering and recompression), common signal
enhancements to image contrast and color, resizing, letterboxing, aperture control, low-pass filtering, anti-aliasing, brick
wall filtering, digital video noise reduction filtering, frame-swapping, compression, arbitrary scaling (aspect ratio is
not necessarily constant), cropping, overwriting, addition of noise and other transformations. Verify that IFM survives
collusion (the combining of multiple videos in the attempt to make a different fingerprint or to remove it), format
conversion, the changing of frequencies and spatial resolution (among, for example, NTSC, PAL and SECAM, into
another and vice versa), horizontal and vertical shifting and camcorder capture and low bit rate compression (e.g., 500
Kbps H264, 1.1 Mbps MPEG-1).

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.1.2
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AFM Inaudibility

10.4.46. AFM Inaudibility

Verify that AFM isinaudiblein critical listening A/B tests.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.6.1.3

10.4.47. AFM Robustness

Verify that AFM resists/survives multiple D/A and A/D conversions, radio frequency or infrared transmissions within
the theater, any combination and down conversion of captured channels, re-sampling of channels, time compression/
expansion with pitch shift and pitch preserved, linear speed changes within 10% and pitch-invariant time scaling within
4%. Verify that AFM resists/survives data reduction coding, nonlinear amplitude compression, additive or multiplicative
noise frequency response distortion such as egualization, addition of echo, band-pass filtering, flutter and wow and

overdubbing.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.6.1.3

10.4.48. FM Control Instance

Verify that the SM is solely responsible for control of FM marking processes (i.e., "on/off") for the auditorium it is

installed in and command and control of this function is only viathe KDM indicator per [SMPTE-430-1].

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]
[SMPTE-430-1]

9.4.6.2

10.4.49. SE Time Stamping

Verify that SEsor their proxy time stamp log records, with date/time synchroni zed with the auditorium SM's secure clock.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.63.1

10.4.50. SE Log Authoring

Verify that an SE authorsits own log records, or utilizes the services of a proxy within the same secure SPB.

Reference Document | D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.63.1
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SPB Log Storage Requirements

10.4.51. SPB Log Storage Requirements

Verify that log records stored in SPBs are stored in hon-volatile memory and are not purge-able. Verify that data is over-
written beginning with the oldest data as new log data is accumulated. Verify that no log records are overwrittenunless

collected by the SM.

Reference Document Section(s)

9.4.63.1

Reference Document 1D

[DCI-DCSS-1-1]

10.4.52. Remote SPB Log Storage Requirements

Verify that remote SPBs have sufficient secure storage to hold log datato accommodate at least two days worth of typical

operation.

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.6.3.1

10.4.53. IMB Log Storage Capabilities

Verify that the IMB SM is capable of storing at least 12 months of typical log data accumulation for the auditorium in
which itisinstalled, including log data collected from the associated remote SPBs.

Reference Document Section(s)

9.4.63.1

Reference Document 1D
[DCI-DCSS-1-1]

10.4.54. Logging for Standalone Systems

Verify that the logging subsystem implementations do not affect the ability of Exhibition to operate their projection
systems in a standal one fashion.

Reference Document Section(s)

9.4.63.1

Reference Document 1D
[DCI-DCSS-1-1]

10.4.55. Logging of Failed Procedures

Verify that failure or refusal of logged eventsis also alogged event (as applicable).

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1]

9.4.6.3.7
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SPB Log Failure

10.4.56. SPB Log Failure

Verify that behavior of security devices (SPB or SE) is specified and designed to immediately terminate operation, and
requires replacement, upon any failure of its secure logging operation.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.10

10.4.57. Log Purging in failed SPBs

Verify that resident log records in failed SPBs (and their contained SES) are not purge-able except by authorized repair
centers, which are capable of securely recovering such log records.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.3.10

10.4.58. IMB Tasks

Verify that the IMB performs Media Decryption for image essence, performs Forensic Marking for image essence. Verify
that after image decryption and FM (and other non-security plain text functions as appropriate by design), theimage signal
is passed to the projector SPB or LDB, as appropriate. Verify that, if included as part of the IMB SPB design, streaming
media decryption and streaming forensic marking for audio is performed and that the audio essence is passed to external
components. Verify that, if not part of the IMB SPB, support functions for the remote AMB SPB are performed.

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.4.6.6.3

10.4.59. Private Keys outside Secure Silicon

Verify that device private keys, whether encrypted or not, do not exist outside of the secure silicon device.

Reference Document | D Reference Document Section(s)
[DCI-DCSS-1-1] 95.2.2

10.4.60. Image Keys Outside Secure Silicon

In case keys decrypted from the KDM have to be stored externally (off-secure-chip memory is used for key caching
within aMedia Decryptor), verify that 2048 bit RSA, 128 bit AES or 112 bit TDES are used for encryption.

Reference Document 1D Reference Document Section(s)
[DCI-DCSS-1-1] 9.5.22
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Prohibition of SPB1 Field Serviceability

10.4.61. Prohibition of SPB1 Field Serviceability

Verify that SPBs of Type 1 are not field serviceable (e.g., SPB type 1 maintenance access doors shall not be open-able
in the field).

Reference Document |D Reference Document Section(s)

[DCI-DCSS-1-1]

9523

10.4.62. Use of Software Protection Methods

Verify that software protection methods are not used to protect CSPs or content essence.

Reference Document | D Reference Document Section(s)

[DCI-DCSS-1-1]

9.5.23

10.4.63. TMS role

Verify that in the event that Exhibition command and control designs include the TMS as a device that interfaces with
the SMs, such aTMS is viewed by the security system asan SMS, and carries adigital certificate and follows al other

SMS behavior, TLS and ITM communications requirements.

Reference Document |D Reference Document Section(s)

[DCI-DCSS-1-1]

9.5.25

10.4.64. D-Cinema Security Parameter Protection

Verify that the following Digital Cinema Security Parameters (DCSPs) receive SPB type 1 protection, whenever they
exist outside of their originally encrypted state:
1. Watermarking or Fingerprinting command and control - Any of the parameters or keysused in a particular Forensic

Marking process.
2. Logged Data - All log event data and associated parameters constituting alog record or report.

Reference Document 1D Refer ence Document Section(s)

[DCI-DCSS-1-1]

9526

10.4.65. RSA Key Entropy

Verify that the mechanism used to generate RSA key pairs must have at least 128-hits of entropy (unpredictability).

Reference Document |D Reference Document Section(s)

[DCI-DCSS-1-1]

9.7.6
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Preloaded Symmetric Key Entropy

10.4.66. Preloaded Symmetric Key Entropy

Verify that AES or TDES symmetric keys pre-loaded into a device are generated with a high quality random number.

generator with at least 128 hits of entropy (112 bitsfor TDES).

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.7.6

10.4.67. MD Caching of Keys

Verify that the Media Decryptor is capable of securely caching at least 512 keys.

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS-1-1]

9.7.7
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Part Ill. Consolidated Test Procedures

The chapters in this part contain consolidated procedures and standardized test reports for testing Digital Cinemaequipment
and content. These consolidated procedures refer to the elemental proceduresin Part I, building on those procedures to’present
acomplete, ordered sequence for testing the subject.
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Chapter 11. Testing Overview

11.1. Test Reports

To prepare atest report, select the report for the test subject and perform the testsin the order presented, recording the resulfts
of each test as you progress. When all tests have been performed, count the number of check marksin the greyed-out boxes
and record this number in the test session detail as shown in Table 11.1. Complete the other fields in the test session detail
and then sign and date the report.

Information about the testing session itself is recorded in the following table for any test sequence performed. All fields
must befilled in.

Table 11.1. Test Session Data

Reporting date

Name of Testing Organization
Address of Testing Organization 1

Name of Test Operator
Test location (if not at testing org's site) 1

Name of Test Subject Representative
Address of Test Subject Representative 1

Make and model of Test Subject

Seria number(s) of Test Subject. Record any
applicable values.

Software version number(s). Record any
applicable values.

Firmware version number(s). Record any
applicable values.
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Test Reports

Test procedure performed (select one)

DCP Test
Standalone Server Test
Standal one Projector Test

Projector w/Media Block Test

Test status (select one)

Pass

Fail
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Chapter 12. Digital Cinema Package (DCP)
Consolidated Test Sequence

12.1. Overview

This chapter presents a complete sequence of procedures for validating the contents of a Digital Cinema Package (DCP).
The tests are drawn primarily from Section 4.6.1. If the DCP contains Composition Playlists with digital signatures, the
procedures from Section 2.1 will also be used.

These tests assume that the DCP under test is recorded on a random-access hard disk drive or optical disc using a well-
known filesystem (a convention for arranging data on the device). While there are voluntary restrictions on the physical
interfaces and filesystems supported for these types of devices, this test may be performed on any volume that can be read
by the computer being used to perform the test.

Please note that while this procedure may confirm the correctness of the DCP on the media volume, it does not provide
assurance that the media volume itself can be used by the intended playback device. Please consult the manufacturer's
documentation to learn which media and filesystem combinations are supported by the intended playout device(s).

12.2. DCP Test Sequence

For each of the tables below, follow the instructions in the Procedure column, referring to the appropriate test procedure
where referenced. Indicate the status of the test in the Yes, No, and Measured Data columns as instructed. Any marks in
greyed-out fields indicate atest failure.

Table 12.1. Asset Map Procedures

Step Procedure Yes No Measured Data

1 Does the filesystem root contain the filename
ASSETMAP. xmi ?

2. Is the ASSETMAP. xnl file a valid SMPTE 429-9
Asset Map per Section 4.1.1? Record the namespace
name in the Measured Data field.

3. Does the filesystem root contain the filename
VOLI NDEX. xm ?

4. |lsthe VOLI NDEX. xml file a valid SMPTE 429-9
Volume Index per Section 4.1.2? Record the
namespace name in the Meassured Data field.

5. Doesthe ASSETMAP. xni filereference at least one
Packing List file? Record the number of Packing List
files referenced.

6. For each Chunk element in the ASSETMAP. xm
file, check that the filesystem path given inthe Pat h
element existsinthefilesystem. Record any pathsthat
do not exist.

Repeat the Packing List sequence for each Packing List in the DCP.
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DCP Test Sequence

Table 12.2. Packing List Procedures

Step Procedure Yes No Measured Data
7. Record the filename of the Packing List in the None
Measured Datafield.
8. |Is the Packing List a valid XML structure per
Section 4.2.1?
9. If the Packing List issigned, isthe signature valid per
Section 4.2.1?
10. [Doeseach Asset element in the Packing List exist
inthe ASSETMAP. xm file?
11. |Doesthe Si ze in each Asset element match the
size of the respective asset?
12. [Does the Hash in each Asset element match the
message digest of the respective asset?

Repeat the Composition Playlist procedure for each Composition Playlist in the DCP.

Table 12.3. Composition Playlist Procedures

Step Procedure Yes No Measured Data
13. |Record the filename of the Composition Playlist in None
the Measured Datafield.
14. [Isthe Composition Playlist avalid XML structure per
Section 4.3.1?
15. |If the Composition Playlist is signed, is the signature
valid per Section 4.3.1?
16. [Does each Asset element in the Composition None
Playlist reference an asset in the ASSETMAP. xni
file? If not, record the UUID values of the missing
assetsin the Measured Datafield.
17. |Does the Hash element in each Asset element
(where present) match the value of Hash in the
respective Packing List?
Repeat the Track File procedure for each Track Filein the DCP.
Table 12.4. Track File Procedures
Step Procedure Yes No Measured Data
18. |[Is the track file an OP-Atom MXF file per the

procedure in Section 4.4.2?

19. [Isthetrack file at least one second in duration per the
procedure in Section 4.4.4? Record the length in the
Measured Data field.

20. |Perform the set of procedures for the appropriate

essencetype. If the track file contains image essence,
perform the proceduresin Table 12.5: Image Essence
Procedures. If the track file contains sound essence,
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Step Procedure Yes No Measured Data
perform the proceduresin Table 12.6: Sound Essence
Procedures. Check Yesin thisrow if the procedurein
the essence test sequence succeeds, otherwise check
No.
Table 12.5. Image Essence Procedures
Step Procedure Yes No Measured Data
21. |Aretheimage parametersin the MXF header correct
per the procedure in Section 4.5.1?
22. | Are the images in the MXF file correctly encoded
using JPEG 2000 per the procedure in Section 4.5.1?
Table 12.6. Sound Essence Procedures
Step Procedure Yes No Measured Data
23. | Does each frame of the track file contain a complete,

identically sized set of audio samples (as determined
by the sample rate, sample size and channel count
metadata) per Section 4.4.6? Record the payload size
of thefirst frame in the Measured Datafield.

24.

Are the audio encoding parameters correct per the

procedure in Section 4.5.3?
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Chapter 13. Digital Cinema Server
Consolidated Test Sequence

13.1. Overview

The test sequence defined in this chapter isintended to be used to test a stand-al one d-cinema server. The configuration and
architecture of the server will vary, but the test sequence assumes that the system consists of at least an Image Media Block
(IMB, containing a Security Manager, Media Decryptor, etc.) and a Screen Management Server (SMS). For the purpose of
this test, the Test Operator may substitute a Theater Management Server (TMS) for the SMSif it implements the required
functionality. Wherever atest procedure refersto an SMS, the equivalent TMS may also be used.

Before performing the test sequence provided below, the Test Operator should read and understand the documentation
provided with the Test Subject. If adequate documentation isnot available, a Test Subject Representative should be available
to provide assistance during the test session.

13.2. Server Test Sequence

For each of the tables below, follow the instructions in the Procedure column, referring to the appropriate test procedure
where referenced. Indicate the status of the test in the Yes, No, and Measured Data columns as instructed. Any marks in
greyed-out fields indicate a test failure. The Test Operator may record any additional observations in the Measured Data
Field or on a separate list of notes.

The certificates required by the following three procedures are to be obtained directly from the manufacturer using atrusted
channel ( e.g., on a USB memory device received in-person). These certificates will be compared later to those obtained
electronically from the Test Subject.

Table 13.1. Security Manager Certificate

Step Procedure Yes No Measured Data

1. [Obtain the X.509 digital certificate associated with
the Security Manager and the complete chain
of signer certificates up to and including the
manufacturer's self-signed root certificate. Validate
each certificate using the procedures Section 2.1.1:
Basic Certificate Structure through Section 2.1.16:
Signature Validation. Check No in this row if any
procedure fails on any certificate, otherwise check
Yes.

2. Using the certificates obtained in the previous
step, vaidate the chain using the procedure in
Section 2.1.17: Certificate Chains. Check Yesin this
row if the procedure succeeds, otherwise check No.

3. Perform the procedure given in Section 5.1.1: SPB
Digital Certificate. Record the serial number of the
Test Subject in the Measured Data field. Check Yes
inthisrow if the procedure succeeds, otherwise check
No.
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The certificates required by the following three procedures are to be obtained directly from the manufagturer,using atrusted
channel ( e.g., on a USB memory device received in-person). These certificates will be compared later to those’abtained
electronically from the Test Subject.

Table 13.2. Screen Manager Certificate

Step Procedure Yes No Measured Data

4, |Obtain the X.509 digital certificate associated with
the SM S and the complete chain of signer certificates
up to and including the manufacturer's self-signed
root certificate. Validate each certificate using the
procedures Section 2.1.1: Basic Certificate Structure
through Section 2.1.16: Signature Validation. Check
No in this row if any procedure fals on any
certificate, otherwise check Yes.

5. Using the certificates obtained in the previous
step, vdidate the chain using the procedure in
Section 2.1.17: Certificate Chains. Check Yesin this
row if the procedure succeeds, otherwise check No.

6. |Perform the procedure given in Section 5.1.1: SPB
Digital Certificate. Record the serial number of the
Test Subject in the Measured Data field. Check Yes
inthisrow if the procedure succeeds, otherwise check
No.

Table 13.3. Power

Step Procedure Yes No Measured Data

7. Record the published operating voltage of each power None
inletinthe Measured Datafield. Connect power to the
Test Subject asdirected by the operating instructions.
If the Test Subject does not automatically start when
power isapplied, follow the manufacturer's power-up
instructions to start the system.

Table 13.4. Operator Roles

Step Procedure Yes No Measured Data

8. Perform the procedure given in Section 8.2.9: SMS
User Accounts. Record the available operator roles
(names) and whether locally-defined accounts can
be created. Check Yes in this row if the procedure
succeeds, otherwise check No.

Table 13.5. Screen Management System

Step Procedure Yes No Measured Data

9. Perform the procedure given in Section 8.2.10: SMS
Operator Identification. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

10. [Perform the procedure given in Section 8.2.11: SMS
Identity and Certificate. Check Yesin thisrow if the
procedure succeeds, otherwise check No.
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Step

Procedure

Yes

No

M easured Data

11.

Perform the procedure givenin Section 8.1.1: Storage
System Ingest Interface. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

12.

Perform the procedure given in Section 8.1.2: Storage
System Capacity. Check Yes in this row if the
procedure succeeds, otherwise check No.

13.

Perform the procedure givenin Section 8.1.3: Storage
System Redundancy. Check Yes in this row if the
procedure succeeds, otherwise check No.

14.

Perform the procedure givenin Section 8.1.4: Storage
System Performance. Check Yes in this row if the
procedure succeeds, otherwise check No.

15.

Perform the procedure given in Section 8.2: Screen
Management System. Check Yes in this row if the
procedure succeeds, otherwise check No.

16.

Perform the procedure given in Section 8.2.2: Show
Playlist Creation. Check Yes in this row if the
procedure succeeds, otherwise check No.

17.

Perform the procedure given in Section 8.2.3: Show
Playlist Format. Check Yes in this row if the
procedure succeeds, otherwise check No.

18.

Perform the procedure given in Section 8.2.4: KDM
Validity Checks. Check Yes in this row if the
procedure succeeds, otherwise check No.

19.

Perform the procedure given in Section 8.2.5:
Automation Control and Interfaces. Check Yesinthis
row if the procedure succeeds, otherwise check No.

20.

Perform the procedure given in Section 8.2.6:
Interrupt Free Playback. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

21.

Perform the procedure givenin Section 8.2.7: Artifact
Free Playback of Image Content. Check Yes in this
row if the procedure succeeds, otherwise check No.

22.

Perform the procedure given in Section 8.2.8:
Restarting Playback. Check Yes in this row if the
procedure succeeds, otherwise check No.

23.

Perform the procedure given in Section 8.2.12:
Content Keysand TDL check. Check Yesin thisrow
if the procedure succeeds, otherwise check No.

Table 13.6. KDM Ingest

Step

Procedure

Yes

No

M easured Data

24.

Perform the procedure given in Section 3.5.1: KDM
NonCritical Extensions Element. Check Yes in this
row if the procedure succeeds, otherwise check No.
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Step Procedure Yes No Measured Data

25. | Perform the procedure given in Section 3.5.2: ETM
IssueDate Field Check. Check Yesin this row if the
procedure succeeds, otherwise check No.

26. |Perform the procedure given in Section 3.5.3:
Maximum Number of DCP Keys. Check Yesin this
row if the procedure succeeds, otherwise check No.

27. |Perform the procedure given in Section 3.5.4:
Structure ID Check. Check Yes in this row if the
procedure succeeds, otherwise check No.

28. |Perform the procedure given in Section 3.5.5:
Certificate Thumbprint Check. Check Yesin thisrow
if the procedure succeeds, otherwise check No.

29. |Perform the procedure given in Section 3.5.6:
Certificate Presence Check. Check Yesin thisrow if
the procedure succeeds, otherwise check No.

30. |Perform the procedure given in Section 3.5.7:
KeyInfo Field Check. Check Yes in this row if the
procedure succeeds, otherwise check No.

Table 13.7. Interface

Step Procedure Yes No Measured Data

31. |Perform the procedure given in Section 6.6.1: Digital
Audio Interfaces. Check Yes in this row if the
procedure succeeds, otherwise check No.

32. |Perform the procedure given in Section 5.2.1: TLS
Session Initiation. Check Yes in this row if the
procedure succeeds, otherwise check No.

33. |Peform the procedure given in Section 5.2.2.1:
Auditorium Security Message Support. Check Yesin
this row if the procedure succeeds, otherwise check
No.

34. |Performtheproceduregivenin Section5.2.2.2: ASM
Failure Behavior. Check Yes in this row if the
procedure succeeds, otherwise check No.

35. |Perform the proceduregivenin Section 5.2.2.3: ASM
"RRPInvalid". Check Yesinthisrow if the procedure
succeeds, otherwise check No.

36. |Perform the proceduregivenin Section5.2.2.4: ASM
"GetTime". Check Yes in this row if the procedure
succeeds, otherwise check No.

37. |Perform the procedure given in Section 5.2.2.5:
ASM "GetEventList". Check Yes in this row if the
procedure succeeds, otherwise check No.

38. |Performthe proceduregivenin Section 5.2.2.6: ASM
"GetEventID". Check Y esinthisrow if the procedure
succeeds, otherwise check No.
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Step Procedure Yes No Measured Data
39. |Perform the proceduregivenin Section 5.2.2.7: ASM
"LEKeyLoad". Check Yesinthisrow if the procedure
succeeds, otherwise check No.
40. |Perform the procedure givenin Section 5.2.2.8: ASM
"LEKeyQuerylD". Check Yes in this row if the
procedure succeeds, otherwise check No.
41. |Performthe proceduregivenin Section 5.2.2.9: ASM
"LEKeyQueryAll". Check Yes in this row if the
procedure succeeds, otherwise check No.
42. |[Perform the procedure given in Section 5.2.2.10:
ASM "LEKeyPurgelD". Check Yesin thisrow if the
procedure succeeds, otherwise check No.
43. |Perform the procedure given in Section 5.2.2.11:
ASM "LEKeyPurgeAll". Check Yesinthisrow if the
procedure succeeds, otherwise check No.
Table 13.8. Log Reporting
Step Procedure Yes No Measured Data
44, | Perform the procedure given in Section 5.3.2.1: Log

Structure. Check Yes in this row if the procedure
succeeds, otherwise check No.

45.

Perform the procedure given in Section 5.3.2.2: Log
Records for Multiple SPBs. Check Yesin thisrow if
the procedure succeeds, otherwise check No.

46.

Perform the procedure given in Section 5.3.2.3: Log
Sequence Numbers. Check Yes in this row if the
procedure succeeds, otherwise check No.

47.

Perform the procedure given in Section 5.3.2.4: Log
Coallection by the SM. Check Yes in this row if the
procedure succeeds, otherwise check No.

48.

Perform the procedure given in Section 5.3.2.5;
General Log System Failure. Check Yesin this row
if the procedure succeeds, otherwise check No.

49,

Perform the procedure given in Section 5.3.3.1: SM
Proxy of Log Events. Check Yes in this row if the
procedure succeeds, otherwise check No.

50.

Perform the procedure given in Section 5.3.3.2: SM
Proxy of Security Operations Events. Check Yesin
this row if the procedure succeeds, otherwise check
No.

51.

Perform the procedure given in Section 5.3.3.3: SM
Proxy of Security ASM Events. Check Y esinthisrow
if the procedure succeeds, otherwise check No.
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Table 13.9. Security Events

Step Procedure Yes No Measured Data

52. |Perform the procedure given in Section 5.4.1.1:
FrameSequencePlayed Event. Check Yesin this row
if the procedure succeeds, otherwise check No.

53. |Perform the procedure given in Section 5.4.1.2:
CPLStart Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

54. |Perform the procedure given in Section 5.4.1.3:
CPLENnd Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

55. |Perform the procedure given in Section 5.4.1.4:
PlayoutComplete Event. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

56. |Perform the procedure given in Section 5.4.1.5:
CPLCheck Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

57. |Perform the procedure given in Section 5.4.1.6:
KDMKeysReceived Event. Check Yesin thisrow if
the procedure succeeds, otherwise check No.

58. |Perform the procedure given in Section 5.4.1.7:
KDMDeleted Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

59. |Perform the procedure given in Section 5.4.2.1:
LinkOpened Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

60. |Perform the procedure given in Section 5.4.2.2:
LinkClosed Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

61. |Perform the procedure given in Section 5.4.2.3:
LinkException Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

62. |Perform the procedure given in Section 5.4.2.4:
LogTransfer Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

63. |Perform the procedure given in Section 5.4.2.5:
KeyTransfer Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

64. |Perform the procedure given in Section 5.4.2.6:
SPBStartup SPBShutdown Events. Check Yesin this
row if the procedure succeeds, otherwise check No.

65. |Perform the procedure given in Section 5.4.2.8:
SPBClockadjust Event. Check Yesin this row if the
procedure succeeds, otherwise check No.

66. |Perform the procedure given in Section 5.4.2.10:
SPBSoftware Event. Check Yes in this row if the
procedure succeeds, otherwise check No.
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Table 13.10. Essence Reproduction

Step

Procedure

Yes

No

M easured Data

67.

Perform the procedure given in Section 6.5.2:
Decoder Requirements. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

68.

Perform the procedure given in Section 6.5.1:
Playback of Image Only Material. Check Yesin this
row if the procedure succeeds, otherwise check No.

69.

Perform the procedure given in Section 6.1.1: Image
Integrity Checking. Check Yes in this row if the
procedure succeeds, otherwise check No.

70.

Perform the procedure given in Section 6.6.2: Audio
Sample Rate Conversion. Check Yesinthisrow if the
procedure succeeds, otherwise check No.

71.

Perform the procedure given in Section 6.6.3: Audio
Delay Setup. Check Yesin thisrow if the procedure
succeeds, otherwise check No.

72.

Perform the procedure given in Section 6.6.4: Click
Free Splicing of Audio Track Files. Check Yesinthis
row if the procedure succeeds, otherwise check No.

73.

Perform the procedure given in Section 6.1.2: Sound
Integrity Checking. Check Yes in this row if the
procedure succeeds, otherwise check No.

74.

Perform the procedure given in Section 6.7.1: Media
Block Overlay. Check Y esinthisrow if the procedure
succeeds, otherwise check No.

75.

Perform the procedure given in Section 6.7.2: Timed
Text Synchronization. Check Yes in this row if the
procedure succeeds, otherwise check No.

76.

Perform the procedure givenin Section 6.7.3: Support
for Multiple Captions. Check Yes in this row if the
procedure succeeds, otherwise check No.

77.

Perform the procedure givenin Section 6.7.4: Default
Timed Text Font. Check Yes in this row if the
procedure succeeds, otherwise check No.

Table 13.11. Media Block Security

Step

Procedure

Yes

No

M easured Data

78.

Perform the procedure given in Section 6.1.3:
Restriction of Keying to Monitored Link Decryptors.
Check Yes in this row if the procedure succeeds,
otherwise check No.

79. |Perform the procedure given in Section 6.1.4:
Restriction of Keying to MD Type. Check Yesinthis
row if the procedure succeeds, otherwise check No.

80. |Perform the procedure given in Section 6.1.5:

Restriction of Keying to valid CPLs. Check Yesin
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Step Procedure Yes No Measured Data

this row if the procedure succeeds, otherwise check
No.

81. |Performtheproceduregivenin Section 6.1.6: Remote
SPB Integrity Monitoring. Check Yes in this row if
the procedure succeeds, otherwise check No.

82. |Perform the procedure given in Section 6.1.7: SPB
Integrity Fault Consequences. Check Yesin thisrow
if the procedure succeeds, otherwise check No.

83. |Perform the procedure given in Section 6.2.1: LDB
Trust. Check Yes in this row if the procedure
succeeds, otherwise check No.

84. |Perform the procedure given in Section 6.2.2:
Multiple LE Operation. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

85. |Perform the procedure given in Section 6.2.3: LE
Key Usage. Check Yes in this row if the procedure
succeeds, otherwise check No.

86. |Perform the procedure given in Section 6.2.4: IMB
Link Encryption. Check Yes in this row if the
procedure succeeds, otherwise check No.

87. |Perform the procedure given in Section 6.3.1: Clock
Adjustment. Check Yesin this row if the procedure
succeeds, otherwise check No.

88. |Perform the procedure given in Section 6.3.2; Clock
Battery. Check Yes in this row if the procedure
succeeds, otherwise check No.

89. |Perform the procedure given in Section 6.3.3: Clock
Resolution. Check Yes in this row if the procedure
succeeds, otherwise check No.

Table 13.12. Forensic Marking

Step Procedure Yes No Measured Data

90. |Perform the procedure given in Section 6.4.1: FM
Application Constraints. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

91. |Peform the procedure given in Section 6.4.2:
Granularity of FM Control. Check Yesin thisrow if
the procedure succeeds, otherwise check No.

92. |Perform the procedure given in Section 6.4.3: FM
Payload. Check Yes in this row if the procedure
succeeds, otherwise check No.
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Chapter 14. Digital Cinema Projector
Consolidated Test Sequence

14.1. Overview

The test sequence defined in this chapter is intended to be used to test a stand-alone d-cinema projector. The configuration
and architecture of the projector will vary, but the test sequence assumes that the system consists of at least aLink Decryptor
Block (LD) and alight processing system including electronic and optical components.

Before performing the test sequence provided below, the Test Operator should read and understand the documentation
provided with the Test Subject. If adequate documentation isnot available, a Test Subject Representative should be available
to provide assistance during the test session.

14.2. Projector Test Sequence

For each of the tables below, follow the instructions in the Procedure column, referring to the appropriate test procedure
where referenced. Indicate the status of the test in the Yes, No, and Measured Data columns as instructed. Any marks in
greyed-out fields indicate a test failure. The Test Operator may record any additional observations in the Measured Data
Field or on a separate list of notes.

The certificates required by the following three procedures are to be obtained directly from the manufacturer using atrusted
channel ( e.g., on a USB memory device received in-person). These certificates will be compared later to those obtained
electronically from the Test Subject.

Table 14.1. Projector Certificate

Step Procedure Yes No Measured Data

1. [Obtain the X.509 digital certificate associated
with the Type 2 SPB and the complete chain
of signer certificates up to and including the
manufacturer's self-signed root certificate. Validate
each certificate using the procedures Section 2.1.1:
Basic Certificate Structure through Section 2.1.16:
Signature Validation. Check No in this row if any
procedure fails on any certificate, otherwise check
Yes.

2. Using the certificates obtained in the previous
step, vaidate the chain using the procedure in
Section 2.1.17: Certificate Chains. Check Yesin this
row if the procedure succeeds, otherwise check No.

3. Perform the procedure given in Section 5.1.1: SPB
Digital Certificate. Record the serial number of the
Test Subject in the Measured Data field. Check Yes
inthisrow if the procedure succeeds, otherwise check
No.

The certificates required by the following three procedures are to be obtained directly from the manufacturer using atrusted
channel ( e.g., on a USB memory device received in-person). These certificates will be compared later to those obtained
electronically from the Test Subject.
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Table 14.2. Link Decryptor Certificate

Step

Procedure

Yes

No

Measured Data

4.

Obtain the X.509 digita certificate associated
with the Link Decryptor and the complete chain
of signer certificates up to and including the
manufacturer's self-signed root certificate. Validate
each certificate using the procedures Section 2.1.1:
Basic Certificate Structure through Section 2.1.16:
Signature Validation. Check No in this row if any
procedure fails on any certificate, otherwise check
Yes.

Using the certificates obtained in the previous
step, validate the chain using the procedure in
Section 2.1.17: Certificate Chains. Check Yesin this
row if the procedure succeeds, otherwise check No.

Table 14.3. Power

Step

Procedure

Yes

No

Measured Data

6.

Record the published operating voltage of each power
inletinthe Measured Datafield. Connect power to the
Test Subject as directed by the operating instructions.
If the Test Subject does not automatically start when
power isapplied, follow the manufacturer's power-up
instructions to start the system.

None

Perform the procedure given in Section 5.1.1: SPB
Digital Certificate. Record the serial humber of the
Test Subject in the Measured Data field. Check Yes
inthisrow if the procedure succeeds, otherwise check
No.

Table 14.4. Secure Processing Block Type 2

Step

Procedure

Yes

No

Measured Data

8.

Perform the procedure given in Section 5.1.2: SPB
Type 2 Security Perimeter. Check Yesin this row if
the procedure succeeds, otherwise check No.

Perform the procedure given in Section 5.1.3; SPB
Type 2 Secure Silicon. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

10.

Perform the procedure given in Section 7.2.3: SPB2
Requirements. Check Yesinthisrow if the procedure
succeeds, otherwise check No.

11.

Perform the procedure given in Section 7.2.4: SPB2
Secure Silicon Requirements. Check Yesin this row
if the procedure succeeds, otherwise check No.

12.

Perform the procedure given in Section 7.2.5: SPB2
Tamper Evidence. Check Yes in this row if the
procedure succeeds, otherwise check No.
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Step

Procedure

Yes

No

M easured Data

13.

Perform the procedure given in Section 7.2.6: SPB2
Secure Silicon Field Replacement. Check Yesin this
row if the procedure succeeds, otherwise check No.

14.

Perform the procedure given in Section 7.2.1:
Projector Physical Protection. Check Yesin this row
if the procedure succeeds, otherwise check No.

15.

Perform the procedure given in Section 7.3.1:
Projector Companion SPB Location. Check Yes in
this row if the procedure succeeds, otherwise check
No.

16.

Perform the procedure given in Section 7.2.7
Systems Without Electronic Marriage. Check Yesin
this row if the procedure succeeds, otherwise check
No.

17.

Perform the procedure given in Section 7.2.8:
Electronic Marriage Break Key Retaining. Check Yes
inthisrow if the procedure succeeds, otherwise check
No.

18.

Perform the procedure given in Section 7.2.2:
Projector Access Door. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

Table 14.5. Interface

Step

Procedure

Yes

No

Measured Data

19.

Perform the procedure given in Section 5.2.1: TLS
Session Initiation. Check Yes in this row if the
procedure succeeds, otherwise check No.

20.

Perform the procedure given in Section 5.2.2.1:
Auditorium Security Message Support. Check Yesin
this row if the procedure succeeds, otherwise check
No.

21.

Perform the procedure givenin Section 5.2.2.2: ASM
Failure Behavior. Check Yes in this row if the
procedure succeeds, otherwise check No.

22.

Perform the procedure givenin Section 5.2.2.4: ASM
"GetTime". Check Yes in this row if the procedure
succeeds, otherwise check No.

23.

Perform the procedure given in Section 5.2.2.5:
ASM "GetEventList". Check Yes in this row if the
procedure succeeds, otherwise check No.

24,

Perform the procedure given in Section 5.2.2.6: ASM
"GetEventID". Check Yesinthisrow if the procedure
succeeds, otherwise check No.

25.

Perform the procedure givenin Section 5.2.2.7: ASM
"LEKeyLoad". Check Y esinthisrow if the procedure
succeeds, otherwise check No.
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without Electronic Marriage. Check Yesin this row
if the procedure succeeds, otherwise check No.

Step Procedure Yes No Measured Data

26. |Perform the proceduregivenin Section 5.2.2.8: ASM
"LEKeyQuerylD". Check Yes in this row if the
procedure succeeds, otherwise check No.

27. |Perform the proceduregivenin Section 5.2.2.9: ASM
"LEKeyQueryAll". Check Yes in this row if the
procedure succeeds, otherwise check No.

28. |Perform the procedure given in Section 5.2.2.10:
ASM "LEKeyPurgelD". Check Yesin thisrow if the
procedure succeeds, otherwise check No.

29. |Perform the procedure given in Section 5.2.2.11:
ASM "LEKeyPurgeAll". Check Yesinthisrow if the
procedure succeeds, otherwise check No.

Table 14.6. Security Events

Step Procedure Yes No Measured Data

30. |Perform the procedure given in Section 5.4.2.1:
LinkOpened Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

31. |Perform the procedure given in Section 5.4.2.2:
LinkClosed Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

32. |Perform the procedure given in Section 5.4.2.3:
LinkException Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

33. |Perform the procedure given in Section 5.4.2.4:
LogTransfer Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

34. |Perform the procedure given in Section 5.4.2.5:
KeyTransfer Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

35. |Perform the procedure given in Section 5.4.2.6:
SPBStartup SPB Shutdown Events. Check Yesin this
row if the procedure succeeds, otherwise check No.

36. |Perform the procedure given in Section 5.4.2.8:
SPBClockadjust Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

37. |Perform the procedure given in Section 5.4.2.10:
SPBSoftware Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

Table 14.7. Link Decryptor
Step Procedure Yes No Measured Data
38. |Perform the procedure given in Section 7.4.1: LDB
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Step Procedure Yes No Measured Data

39. |Perform the procedure given in Section 7.3.3:
Companion SPB Marriage Break Key Retaining.
Check Yes in this row if the procedure succeeds,
otherwise check No.

40. |[Perform the procedure given in Section 7.4.2: LDB
TL S Session Constraints. Check Yesinthisrow if the
procedure succeeds, otherwise check No.

41. |Perform the procedure given in Section 7.4.3: LDB
Time-Awareness. Check Yes in this row if the
procedure succeeds, otherwise check No.

42. |Perform the procedure given in Section 7.4.4: LDB
ASM Conformity. Check Yes in this row if the
procedure succeeds, otherwise check No.

43. |Perform the procedure given in Section 7.4.5: LDB
Key Storage. Check Yesin this row if the procedure
succeeds, otherwise check No.

44. |Perform the procedure given in Section 7.4.6: LDB
Key Purging. Check Yesin thisrow if the procedure
succeeds, otherwise check No.

45. [Perform the procedure given in Section 7.4.7: LDB
Logging. Check Yes in this row if the procedure
succeeds, otherwise check No.

Table 14.8. Image Processing
Step Procedure Yes No Measured Data
46. |[Perform the procedure given in Section 7.5.1:

Projector Overlay. Check Yes in this row if the
procedure succeeds, otherwise check No.

47.

Perform the procedure given in Section 7.5.2:
Projector Lens. Check Y esinthisrow if the procedure
succeeds, otherwise check No.

48.

Perform the procedure given in Section 7.5.3:
Projector Pixel Count/Structure. Check Yes in this
row if the procedure succeeds, otherwise check No.

49,

Perform the procedure given in Section 7.5.4:
Projector Spatiadl Resolution and Frame Rate
Conversion. Check Yes in this row if the procedure
succeeds, otherwise check No.

50.

Perform the procedure given in Section 7.5.5: White
Point Luminance and Uniformity. Check Yesin this
row if the procedure succeeds, otherwise check No.

51.

Perform the procedure given in Section 7.5.6: White
Point Chromaticity and Uniformity. Check Y esinthis
row if the procedure succeeds, otherwise check No.

52.
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Step Procedure Yes No Measured Data

Perform the procedure given in Section 7.5.7:
Sequentia Contrast. Check Yes in this row if the
procedure succeeds, otherwise check No.

53. | Perform the procedure given in Section 7.5.8: Intra-
frame Contrast. Check Yes in this row if the
procedure succeeds, otherwise check No.

54. |Perform the procedure given in Section 7.5.9:
Grayscale Tracking. Check Yes in this row if the
procedure succeeds, otherwise check No.

55. |Perform the procedure given in Section 7.5.10:
Contouring. Check Yes in this row if the procedure
succeeds, otherwise check No.

56. |Perform the procedure given in Section 7.5.11:
Transfer Function. Check Yes in this row if the
procedure succeeds, otherwise check No.

57. | Perform the procedure given in Section 7.5.12: Color
Accuracy. Check Yes in this row if the procedure
succeeds, otherwise check No.
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Chapter 15. Digital Cinema Projector with
IMB Consolidated Test Sequence

15.1. Overview

The test sequence defined in this chapter isintended to be used to test a d-cinema projector with an integrated Image Media
Block (IMB). The configuration and architecture of the system will vary, but the test sequence assumes that the system
consists of at least alight processing system including electronic and optical components, an Image MediaBlock (containing
a Security Manager, Media Decryptor, etc.), and a Screen Management Server (SMS). For the purpose of this test, the
Test Operator may substitute a Theater Management Server (TMS) for the SMSif it implements the required functionality.
Wherever atest procedure refersto an SMS, the equivalent TM S may also be used.

Before performing the test sequence provided below, the Test Operator should read and understand the documentation
provided with the Test Subject. If adequate documentation isnot available, a Test Subject Representative should be available
to provide assistance during the test session.

15.2. Projector Test Sequence

For each of the tables below, follow the instructions in the Procedure column, referring to the appropriate test procedure
where referenced. Indicate the status of the test in the Yes, No, and Measured Data columns as instructed. Any marks in
greyed-out fields indicate a test failure. The Test Operator may record any additional observations in the Measured Data
Field or on a separate list of notes.

The certificates required by the following four sequence procedures are to be obtained directly from the manufacturer using
a trusted channel ( e.g., on a USB memory device received in-person). These certificates will be compared later to those
obtained electronically from the Test Subject.

Table 15.1. Security Manager Certificate

Step Procedure Yes No Measured Data

1. [Obtain the X.509 digital certificate associated with
the Security Manager and the complete chain
of signer certificates up to and including the
manufacturer's self-signed root certificate. Validate
each certificate using the procedures Section 2.1.1:
Basic Certificate Structure through Section 2.1.16:
Signature Validation. Check No in this row if any
procedure fails on any certificate, otherwise check
Yes.

2. Using the certificates obtained in the previous
step, vaidate the chain using the procedure in
Section 2.1.17: Certificate Chains. Check Yesin this
row if the procedure succeeds, otherwise check No.

3. Perform the procedure given in Section 5.1.1: SPB
Digital Certificate. Record the serial number of the
Test Subject in the Measured Data field. Check Yes
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Step Procedure Yes No Measured Data

inthisrow if the procedure succeeds, otherwise check
No.

The certificates required by the following three procedures are to be obtained directly from the manufacturer using atrusted
channel ( e.g., on a USB memory device received in-person). These certificates will be compared later to those obtained
electronically from the Test Subject.

Table 15.2. Screen Manager Certificate

Step Procedure Yes No Measured Data

4. |Obtain the X.509 digital certificate associated with
the SM S and the complete chain of signer certificates
up to and including the manufacturer's self-signed
root certificate. Validate each certificate using the
procedures Section 2.1.1: Basic Certificate Structure
through Section 2.1.16: Signature Validation. Check
No in this row if any procedure fails on any
certificate, otherwise check Yes.

5. |Using the certificates obtained in the previous
step, vdidate the chain using the procedure in
Section 2.1.17: Certificate Chains. Check Yesin this
row if the procedure succeeds, otherwise check No.

6. Perform the procedure given in Section 5.1.1: SPB
Digital Certificate. Record the serial number of the
Test Subject in the Measured Data field. Check Yes
inthisrow if the procedure succeeds, otherwise check
No.

The certificates required by the following three procedures are to be obtained directly from the manufacturer using a trusted
channel ( e.g., on a USB memory device received in-person). These certificates will be compared later to those obtained
electronically from the Test Subject.

Table 15.3. Projector Certificate

Step Procedure Yes No Measured Data

7. |Obtain the X.509 digital -certificate associated
with the Type 2 SPB and the complete chain
of signer certificates up to and including the
manufacturer's self-signed root certificate. Validate
each certificate using the procedures Section 2.1.1:
Basic Certificate Structure through Section 2.1.16:
Signature Validation. Check No in this row if any
procedure fails on any certificate, otherwise check
Yes.

8. Using the certificates obtained in the previous
step, vaidate the chain using the procedure in
Section 2.1.17: Certificate Chains. Check Yesin this
row if the procedure succeeds, otherwise check No.

9. Perform the procedure given in Section 5.1.1: SPB
Digital Certificate. Record the serial number of the
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Step Procedure Yes No Measured Data
Test Subject in the Measured Data field. Check Yes
inthisrow if the procedure succeeds, otherwise check
No.
Table 15.4. Power
Step Procedure Yes No Measured Data
10. [Record the published operating voltage of each power None
inletinthe Measured Datafield. Connect power to the
Test Subject asdirected by the operating instructions.
If the Test Subject does not automatically start when
power isapplied, follow the manufacturer's power-up
instructions to start the system.
Table 15.5. Operator Roles
Step Procedure Yes No Measured Data
11. |Perform the procedure given in Section 8.2.9: SMS
User Accounts. Record the available operator roles
(names) and whether locally-defined accounts can
be created. Check Yes in this row if the procedure
succeeds, otherwise check No.
Table 15.6. Screen Management System
Step Procedure Yes No Measured Data
12. | Perform the procedure given in Section 8.2.10: SMS

Operator Identification. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

13.

Perform the procedure given in Section 8.2.11: SMS
Identity and Certificate. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

14.

Perform the proceduregivenin Section 8.1.1: Storage
System Ingest Interface. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

15.

Perform the proceduregivenin Section 8.1.2: Storage
System Capacity. Check Yes in this row if the
procedure succeeds, otherwise check No.

16.

Perform the procedure given in Section 8.1.3: Storage
System Redundancy. Check Yes in this row if the
procedure succeeds, otherwise check No.

17.

Perform the procedure givenin Section 8.1.4: Storage
System Performance. Check Yes in this row if the
procedure succeeds, otherwise check No.

18.

Perform the procedure given in Section 8.2: Screen
Management System. Check Yes in this row if the
procedure succeeds, otherwise check No.

19.
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Step Procedure Yes No Measured Data

Perform the procedure given in Section 8.2.2: Show
Playlist Creation. Check Yes in this row if the
procedure succeeds, otherwise check No.

20. |Perform the procedure given in Section 8.2.3: Show
Playlist Format. Check Yes in this row if the
procedure succeeds, otherwise check No.

21. |Perform the procedure given in Section 8.2.4: KDM
Validity Checks. Check Yes in this row if the
procedure succeeds, otherwise check No.

22. |Perform the procedure given in Section 8.2.5:
Automation Control and Interfaces. Check Yesinthis
row if the procedure succeeds, otherwise check No.

23. |Peform the procedure given in Section 8.2.6:
Interrupt Free Playback. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

24. |Performtheproceduregivenin Section 8.2.7: Artifact
Free Playback of Image Content. Check Yes in this
row if the procedure succeeds, otherwise check No.

25. |Perform the procedure given in Section 8.2.8:
Restarting Playback. Check Yes in this row if the
procedure succeeds, otherwise check No.

26. |Perform the procedure given in Section 8.2.12:
Content Keysand TDL check. Check Yesin thisrow
if the procedure succeeds, otherwise check No.

Table 15.7. KDM Ingest

Step Procedure Yes No Measured Data

27. |Perform the procedure given in Section 3.5.1: KDM
NonCritical Extensions Element. Check Yes in this
row if the procedure succeeds, otherwise check No.

28. |Perform the procedure given in Section 3.5.2; ETM
IssueDate Field Check. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

29. |Perform the procedure given in Section 3.5.3:
Maximum Number of DCP Keys. Check Yesin this
row if the procedure succeeds, otherwise check No.

30. |Perform the procedure given in Section 3.5.4:
Structure ID Check. Check Yes in this row if the
procedure succeeds, otherwise check No.

31. |Peform the procedure given in Section 3.5.5:
Certificate Thumbprint Check. Check Yesin thisrow
if the procedure succeeds, otherwise check No.

32. |Peform the procedure given in Section 3.5.6:
Certificate Presence Check. Check Yesin thisrow if
the procedure succeeds, otherwise check No.
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FrameSequencePlayed Event. Check Yesin this row
if the procedure succeeds, otherwise check No.

Step Procedure Yes No Measured Data
33. |Perform the procedure given in Section 3.5.7:
Keylnfo Field Check. Check Yes in this row if the
procedure succeeds, otherwise check No.
Table 15.8. Interface
Step Procedure Yes No Measured Data
34. |Perform the procedure given in Section 6.6.1: Digital
Audio Interfaces. Check Yes in this row if the
procedure succeeds, otherwise check No.
Table 15.9. Log Reporting
Step Procedure Yes No Measured Data
35. |Perform the procedure given in Section 5.3.2.1: Log
Structure. Check Yes in this row if the procedure
succeeds, otherwise check No.
36. |Perform the procedure given in Section 5.3.2.2: Log
Records for Multiple SPBs. Check Yesin thisrow if
the procedure succeeds, otherwise check No.
37. |Perform the procedure given in Section 5.3.2.3: Log
Sequence Numbers. Check Yes in this row if the
procedure succeeds, otherwise check No.
38. |Perform the procedure given in Section 5.3.2.4: Log
Collection by the SM. Check Yes in this row if the
procedure succeeds, otherwise check No.
39. |Perform the procedure given in Section 5.3.2.5:
General Log System Failure. Check Yes in this row
if the procedure succeeds, otherwise check No.
40. |Perform the procedure given in Section 5.3.3.1: SM
Proxy of Log Events. Check Yes in this row if the
procedure succeeds, otherwise check No.
41. |Perform the procedure given in Section 5.3.3.2: SM
Proxy of Security Operations Events. Check Yes in
this row if the procedure succeeds, otherwise check
No.
42. |Perform the procedure given in Section 5.3.3.3: SM
Proxy of Security ASM Events. Check Y esinthisrow
if the procedure succeeds, otherwise check No.
Table 15.10. Security Events
Step Procedure Yes No Measured Data
43. |Perform the procedure given in Section 5.4.1.1:

Perform the procedure given in Section 5.4.1.2:
CPLStart Event. Check Yes in this row if the
procedure succeeds, otherwise check No.
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Step Procedure Yes No Measured Data

45. |[Perform the procedure given in Section 5.4.1.3:
CPLENnd Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

46. |[Perform the procedure given in Section 5.4.1.4:
PlayoutComplete Event. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

47. |Perform the procedure given in Section 5.4.1.5:
CPLCheck Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

48. |[Perform the procedure given in Section 5.4.1.6:
KDMKeysReceived Event. Check Yesin thisrow if
the procedure succeeds, otherwise check No.

49. |Perform the procedure given in Section 5.4.1.7:
KDMDeleted Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

50. |Perform the procedure given in Section 5.4.2.6:
SPBStartup SPBShutdown Events. Check Yesinthis
row if the procedure succeeds, otherwise check No.

51. |Perform the procedure given in Section 5.4.2.8:
SPBClockadjust Event. Check Yesin this row if the
procedure succeeds, otherwise check No.

52. |Perform the procedure given in Section 5.4.2.10:
SPBSoftware Event. Check Yes in this row if the
procedure succeeds, otherwise check No.

Table 15.11. Essence Reproduction

Step Procedure Yes No Measured Data

53. |Perform the procedure given in Section 6.5.2:
Decoder Requirements. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

54. |Perform the procedure given in Section 6.5.1:
Playback of Image Only Material. Check Yesin this
row if the procedure succeeds, otherwise check No.

55. | Perform the procedure given in Section 6.1.1: Image
Integrity Checking. Check Yes in this row if the
procedure succeeds, otherwise check No.

56. |Perform the procedure given in Section 6.6.2: Audio
Sample Rate Conversion. Check Yesinthisrow if the
procedure succeeds, otherwise check No.

57. |Perform the procedure given in Section 6.6.3: Audio
Delay Setup. Check Yesin thisrow if the procedure
succeeds, otherwise check No.

58. |Perform the procedure given in Section 6.6.4: Click
Free Splicing of Audio Track Files. Check Yesinthis
row if the procedure succeeds, otherwise check No.
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Step Procedure Yes No Measured Data
59. | Perform the procedure given in Section 6.1.2: Sound
Integrity Checking. Check Yes in this row if the
procedure succeeds, otherwise check No.
60. |Perform the procedure givenin Section 6.7.1: Media
Block Overlay. Check Y esinthisrow if the procedure
succeeds, otherwise check No.
61. |Perform the procedure given in Section 6.7.2: Timed
Text Synchronization. Check Yes in this row if the
procedure succeeds, otherwise check No.
62. |Performtheproceduregivenin Section6.7.3: Support
for Multiple Captions. Check Yes in this row if the
procedure succeeds, otherwise check No.
63. |Performtheproceduregivenin Section 6.7.4: Default
Timed Text Font. Check Yes in this row if the
procedure succeeds, otherwise check No.
Table 15.12. Media Block Security
Step Procedure Yes No Measured Data
64. |Perform the procedure given in Section 6.1.3:

Restriction of Keying to Monitored Link Decryptors.
Check Yes in this row if the procedure succeeds,
otherwise check No.

65.

Perform the procedure given in Section 6.1.4:
Restriction of Keying to MD Type. Check Yesinthis
row if the procedure succeeds, otherwise check No.

66.

Perform the procedure given in Section 6.1.5:
Restriction of Keying to valid CPLs. Check Yesin
this row if the procedure succeeds, otherwise check
No.

67.

Perform the proceduregivenin Section 6.1.6: Remote
SPB Integrity Monitoring. Check Yes in this row if
the procedure succeeds, otherwise check No.

68.

Perform the procedure given in Section 6.1.7: SPB
Integrity Fault Consequences. Check Yesin thisrow
if the procedure succeeds, otherwise check No.

69.

Perform the procedure given in Section 6.2.1: LDB
Trust. Check Yes in this row if the procedure
succeeds, otherwise check No.

70.

Perform the procedure given in Section 6.2.2:
Multiple LE Operation. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

71.

Perform the procedure given in Section 6.2.3: LE
Key Usage. Check Yesin this row if the procedure
succeeds, otherwise check No.

72.
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Step Procedure Yes No Measured Data

Perform the procedure given in Section 6.2.4: IMB
Link Encryption. Check Yes in this row if the
procedure succeeds, otherwise check No.

73. | Perform the procedure given in Section 6.3.1: Clock
Adjustment. Check Yes in this row if the procedure
succeeds, otherwise check No.

74. |Perform the procedure given in Section 6.3.2: Clock
Battery. Check Yes in this row if the procedure
succeeds, otherwise check No.

75. |Perform the procedure given in Section 6.3.3: Clock
Resolution. Check Yes in this row if the procedure
succeeds, otherwise check No.

Table 15.13. Forensic Marking

Step Procedure Yes No Measured Data

76. |Perform the procedure given in Section 6.4.1: FM
Application Constraints. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

77. |Perform the procedure given in Section 6.4.2:
Granularity of FM Control. Check Yesin thisrow if
the procedure succeeds, otherwise check No.

78. |Perform the procedure given in Section 6.4.3: FM
Payload. Check Yes in this row if the procedure
succeeds, otherwise check No.

Table 15.14. Secure Processing Block Type 2

Step Procedure Yes No Measured Data

79. |Perform the procedure given in Section 5.1.2: SPB
Type 2 Security Perimeter. Check Yesin this row if
the procedure succeeds, otherwise check No.

80. |Perform the procedure given in Section 5.1.3: SPB
Type 2 Secure Silicon. Check Yesin this row if the
procedure succeeds, otherwise check No.

81. |Perform the procedure given in Section 7.2.3: SPB2
Requirements. Check Yesinthisrow if the procedure
succeeds, otherwise check No.

82. |Perform the procedure given in Section 7.2.4: SPB2
Secure Silicon Requirements. Check Yesin this row
if the procedure succeeds, otherwise check No.

83. |Perform the procedure given in Section 7.2.5: SPB2
Tamper Evidence. Check Yes in this row if the
procedure succeeds, otherwise check No.

84. |Perform the procedure given in Section 7.2.6: SPB2
Secure Silicon Field Replacement. Check Yesin this
row if the procedure succeeds, otherwise check No.
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Step Procedure Yes No Measured Data

85. |Perform the procedure given in Section 7.2.1:
Projector Physical Protection. Check Yesin this row
if the procedure succeeds, otherwise check No.

86. |Perform the procedure given in Section 7.3.1:
Projector Companion SPB Location. Check Yes in
this row if the procedure succeeds, otherwise check
No.

87. |Perform the procedure given in Section 7.2.7:
Systems Without Electronic Marriage. Check Yesin
this row if the procedure succeeds, otherwise check
No.

88. |Perform the procedure given in Section 7.2.8:
Electronic Marriage Break Key Retaining. Check Y es
inthisrow if the procedure succeeds, otherwise check
No.

89. |Perform the procedure given in Section 7.2.2:
Projector Access Door. Check Yesin thisrow if the
procedure succeeds, otherwise check No.

Table 15.15. Image Processing

Step Procedure Yes No Measured Data

90. |Perform the procedure given in Section 7.5.1:

Projector Overlay. Check Yes in this row if the
procedure succeeds, otherwise check No.

91.

Perform the procedure given in Section 7.5.2:
Projector Lens. Check Y esinthisrow if the procedure
succeeds, otherwise check No.

92.

Perform the procedure given in Section 7.5.3:
Projector Pixel Count/Structure. Check Yes in this
row if the procedure succeeds, otherwise check No.

93.

Perform the procedure given in Section 7.5.4:
Projector Spatial Resolution and Frame Rate
Conversion. Check Yes in this row if the procedure
succeeds, otherwise check No.

94.

Perform the procedure given in Section 7.5.5; White
Point Luminance and Uniformity. Check Yesin this
row if the procedure succeeds, otherwise check No.

95.

Perform the procedure given in Section 7.5.6; White
Point Chromaticity and Uniformity. Check Y esinthis
row if the procedure succeeds, otherwise check No.

96.

Perform the procedure given in Section 7.5.7:
Sequentia Contrast. Check Yes in this row if the
procedure succeeds, otherwise check No.

97.

Perform the procedure given in Section 7.5.8: Intra-
frame Contrast. Check Yes in this row if the
procedure succeeds, otherwise check No.
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Step Procedure Yes No Measured Data

98. |Perform the procedure given in Section 7.5.9:
Grayscale Tracking. Check Yes in this row if the
procedure succeeds, otherwise check No.

99. |Perform the procedure given in Section 7.5.10:
Contouring. Check Yes in this row if the procedure
succeeds, otherwise check No.

100. [Perform the procedure given in Section 7.5.11:
Transfer Function. Check Yes in this row if the
procedure succeeds, otherwise check No.

101. | Perform the procedure given in Section 7.5.12: Color
Accuracy. Check Yes in this row if the procedure
succeeds, otherwise check No.
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Appendix A. Test Materials
A.l. Overview

To facilitate consistent testing of d-cinema equipment, a set of reference files has been produced to be used as directed in
the respective test procedures. These materials are described in detail in this Appendix with the intention that the materials
can be re-created from the descriptions and used to achieve testing results equivalent to those achieved with the origina
referencefiles.

The test material described below consists of digital certificates, Key Delivery Messages (KDM) and D-Cinema Packages
(DCP). A DCP can befurther deconstructed as a set of Track Files, Composition Playlists and related file descriptions. Some
Track Files will be encrypted.

Because the identity of a Test Subject cannot be known until the device has been manufactured, it is not possible to create
reference KDM files in advance. It is therefore necessary to divide the test material into two categories: common-use
reference material and per-device reference material. Common-use reference material can be created once and used without
limit on any compliant system. Per-device reference material must be created for each Test Subject, with foreknowledge of
the date and time of the test session.

Two additional categories of reference material exist: compliant and intentionally non-compliant. Most of the material will
be "golden" reference files, intended to be entirely compliant with the relevant specifications. Other files, however, will be
intentionally broken to allow testing of error detection and recovery mechanisms.

A.2. Images

A.2.1. Introduction

This section defines a set of MXF track files. For each track file, adescription is given which details the images encoded
inthefile. The image track files will be combined with sound files to make complete compositions (see Section A .4).

A.2.2. Sync Count

[tem Data Data Description

type: MXFj2c

filename: sync_count_j2c_pt.mxf

description: MXF track file containing two seconds (48 frames) of full black framesfollowed by aten

second countdown and two seconds of black. The countdown consists of tenidentical one-
second count segments, from 9-0. Each count segment consists of twenty-four frames of
the respective digit for the count period. The first frame of each count segment will have
apunch set to indicate sync. The example image below showsthe first frame of the fourth
count period, which contains the number 6 (six).

conforms to: S377M-2004, $429-3-2006, S422M
prerequisites: None

malformations: None

meta: Duration 0:14

meta: PixelArraySize 2048x1080

meta: EditRate 24/1
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Sync Count (Encrypted)

Figure A.1. Sync Count

A.2.3. Sync Count (Encrypted)

[tem Data Data Description

type: MXFj2c

filename: sync_count_j2c_ct.mxf

description: Encrypted MXF track file, contents are identical to sync_count_j2c_pt.
conformsto: S377M-2004, S429-3-2006, S429-6-2006, S422M

prerequisites: None

malformations: None

meta: Duration 0:14

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

A.2.4. 4K sync count

[tem Data Data Description

type: MXFj2c

filename: 4K _sync _count_j2c_pt.mxf

description:

conforms to: S377M-2004, $S429-3-2006, S429-4, S422M
prerequisites: None

malformations: None
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Sync Count 48fps

A.2.5. Sync Count 48fps

[tem Data Data Description

type: MXFj2c

filename: sync_count_48fps j2¢c_pt.mxf

description:

conforms to: S377M-2004, $429-3-2006, $429-4, SA422M
prerequisites: None

malformations: None

A.2.6. Channel I.D. 5.1

[tem Data Data Description

type: MXFj2c

filename: channel_id 51 j2c pt.mxf

description: MXF track file containing two seconds (48 frames) of full black frames followed by

a thirty second audio channel identification set and two seconds of black. The audio
channel identification set consists of six identical five-second identifier ssgments having
the following consecutively displayed labels: Left, Center, Right, Left Surround, Right
Surround, LFE. Each channel identifier ssgment consists of five seconds (120 frames)
of the respective label. The example image below shows the first frame of the first 1abel
period, which contains the label "L eft".

conforms to: S377M-2004, $429-3-2006, $429-4, SA422M
prerequisites: None

malformations: None

meta: Duration 0:34

meta: PixelArraySize 2048x1080

meta: EditRate 24/1
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Channdl 1.D. 7.1

Figure A.2. Channel I.D. 5.1

A.2.7. Channel I.D. 7.1

[tem Data Data Description

type: MXFj2c

filename: channel_id_71 j2c_pt.mxf

description: MXF track file containing two seconds (48 frames) of full black frames followed by a
forty second audio channel identification set and two seconds of black. The audio channel
identification set consists of eight identical five-second identifier segments having the
following consecutively displayed labels: Left, Left Center, Center, Right Center, Right,
Left Surround, Right Surround, LFE. Each channel identifier segment consists of five
seconds (120 frames) of the respective label.

conforms to: S377M-2004, $429-3-2006, $429-4, SA422M

prerequisites: None

malformations: None

meta: Duration 0:44

meta: PixelArraySize 2048x1080

meta: EditRate 24/1
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Channel I.D. 1-16

A.2.8. Channel I.D. 1-16

[tem Data Data Description

type: MXFj2c

filename: channel_id_01-16 j2c pt.mxf

description: MXF track file containing two seconds (48 frames) of full black frames followed by an

eighty second audio channel identification set and two seconds of black. The audio channel
identification set consists of sixteen identical five-second identifier segments displaying
consecutively numbered channel labels: 1, 2, 3, 4, etc. through 16. Each channel identifier
segment consists of five seconds (120 frames) of the respective label. The exampleimage
below shows the first frame of the first 1abel period, which contains the label "1".

conformsto: S377M-2004, S429-3-2006, S429-4, SA22M
prerequisites: None

malformations: None

meta: Duration 1:24

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

Figure A.3. Channel I.D. 1-16

2.39

Channel 1

333



Pink Noise 7.1

A.2.9. Pink Noise 7.1

[tem Data Data Description

type: MXFj2c

filename: pink_noise 71 j2c_pt.mxf

description: MXF track file containing 30 seconds (720 frames) of the text "Pink Noise (-20 dBFS)".
conformsto: S377M-2004, S429-3-2006, S429-4, SA22M

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

Figure A.4. Pink Noise 7.1

2.39

Pink Noise (-20 dB fs)
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1 kHz Sine Wave

A.2.10. 1 kHz Sine Wave

[tem Data Data Description

type: MXFj2c

filename: 1 khz_sine wave j2c_pt.mxf

description: MXF track file containing 30 seconds (720 frames) of the text "1 kHz Sine Wave (-20
dBFS)".

conformsto: S377M-2004, S429-3-2006, S429-4, SA22M

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

Figure A.5. 1 kHz Sine Wave

2.39

1 kHz (-20 dB fs)
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400 Hz Sine Wave

A.2.11. 400 Hz Sine Wave

[tem Data Data Description

type: MXFj2c

filename: 400 hz_sine wave j2c pt.mxf

description: MXF track file containing 30 seconds (720 frames) of the text "400 Hz Sine Wave (-20
dBFS)".

conforms to: S377M-2004, $429-3-2006, $429-4, SA422M

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

A.2.12. "NIST" 2k Test Pattern

Item Data Data Description

type: MXFj2c

filename: nist_2k_test pattern j2c_pt.mxf

description: MXF track file containing the "DCI NIST" pattern created during origina DCI
research project. The pattern (shown below) includes geometric dimensions, color chips,
dimensional patterns, a grayscale gradient and full-color photographic images. The track
file contains 30 seconds (720 frames) of thisimage.

conformsto: S377M-2004, S429-3-2006, S429-4, SA22M

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

336




"NIST" 4k Test Pattern

Figure A.6. "NIST" 2k Test Pattern
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A.2.13. "NIST" 4k Test Pattern

[tem Data Data Description

type: MXFj2c

filename: nist 4k test pattern j2c_pt.mxf

description: MXF track file containing the "DCI NIST" shown in Section A.2.12. The track file
contains 30 seconds (720 frames) of thisimage.

conforms to: S377M-2004, $429-3-2006, $429-4, S422M

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 4096x2160

meta: EditRate 24/1
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Black to Gray Step Series

A.2.14. Black to Gray Step Series

Item Data Data Description

type: MXFj2c

filename: gray_step_j2c_pt.mxf

description: MXF track file containing five seconds (120 frames) of achart showing all gray step values
for the Black to Gray values in Section 7.5.9: Grayscale Tracking. Thisisfollowed by 5
seconds of each of the 10 values as afull frame.

conforms to: S377M-2004, S429-3-2006, S429-4, S422M

prerequisites: None

malformations: None

meta: Duration 0:55

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

Figure A.7. Black to Gray Step Series

A.2.15. 4K gray step

[tem Data Data Description

type: MXFj2c

filename: 4K _gray_step j2c_pt.mxf

description:

conforms to: S377M-2004, S429-3-2006, S429-4, S422M
prerequisites: None

malformations: None
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Black to White Step Series

L
RS %,
% %50
A.2.16. Black to White Step Series % ®Llo
7 ST
Item Data Data Description @/@(:/ 04/("37&’
type: MXF j2c 0'@%4% Q,
filename: white_step j2c_pt.mxf % g 'V@((P
description: M XF track file containing five seconds (120 frames) of achart showing all gray step values Tj00 ;\
for the Black to White valuesin Section 7.5.9: Grayscale Tracking. Thisisfollowed by 5
seconds of each of the 10 values as afull frame.
conforms to: S377M-2004, S429-3-2006, S429-4, S422M
prerequisites: None
malformations: None
meta: Duration 0:55
meta: PixelArraySize 2048x1080
meta: EditRate 24/1

Figure A.8. Black to White Step Series

A.2.17. 4K grayscale grad

[tem Data Data Description

type: MXFj2c

filename: 4K _grayscale grad j2c_pt.mxf
description:

conformsto: S377M-2004, S$429-3-2006, S429-4, SA22M
prerequisites: None

malformations: None
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Color Accuracy Series

A.2.18. Color Accuracy Series

[tem Data Data Description

type: MXFj2c

filename: color_accuracy j2c_pt.mxf

description: MXF track file containing five seconds (120 frames) of a chart showing all color values
for the test in Section 7.5.12: Color Accuracy. Thisis followed by 5 seconds of each of
the 12 color values as afull frame.

conforms to: S377M-2004, $429-3-2006, S422M

prerequisites: None

malformations: None

meta: Duration 1:05

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

Figure A.9. Color Accuracy Series

lor Accuracy 016016.0

Cyan-1 [2911,3618,3890]
Y(xy) = 37.94 (.2048 .3602)

Yellow-1 [3494,3853,1221]
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Yellow-2 [3461,3777,2065]
Y(xy) = 42.46 (.3973 .4989)




Contouring

A.2.19. Contouring

Item Data Data Description

type: MXFj2c

filename: contouring_j2c_pt.mxf

description: MXF track file containing images with gradients to reveal contouring artifacts.
conforms to:

prerequisites: None

malformations: None

meta: Duration

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

A.2.20. Black (Empty Frame)

[tem Data Data Description

type: MXFj2c

filename: black j2c pt.mxf

description: MXF track file containing 30 seconds (720 frames) of black (all pixels zero).
conforms to: S377M-2004, $429-3-2006, $429-4, SA422M

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

A.2.21. White (White Frame)

Item Data Data Description

type: MXFj2c

filename: white_j2c_pt.mxf

description: MXF track file containing 30 seconds (720 frames) of white.
conformsto: S377M-2004, S429-3-2006, S429-4, SA22M

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 2048x1080

meta: EditRate 24/1
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Checkerboard Frame

A.2.22. Checkerboard Frame

Item Data Data Description

type: MXF j2c

filename: 2K _checkerboard_j2c_pt.mxf

description: MXF track file containing 30 seconds (720 frames) of checkerboard pattern.
conforms to:

prerequisites: None

malformations: None

meta: Duration 0:30

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

A.2.23. Frame Number Burn-in

Item Data Data Description

type: MXFj2c

filename: frame_number_burn_in_j2c_pt.mxf

description: MXF track file containing asequence of frameshaving avisible number field. Thesix digit
field contains 000000 in thefirst frame of thefile, with each consecutive frame increasing
the count by 1. The last frame will be numbered 007199.

conformsto: S377M-2004, S429-3-2006, S429-4, SA22M

prerequisites: None

malformations: None

meta: Duration 5:00

meta: PixelArraySize 2048x1080

meta: EditRate 24/1

A.2.24. Frame Number Burn-in, 48fps

[tem Data Data Description

type: MXFj2c

filename: frame_number_burn_in_48fps_j2c_pt.mxf

description: M XF track file containing asequence of frameshaving avisible number field. Thesix digit
field contains 000000 in the first frame of thefile, with each consecutive frame increasing
the count by 1. Thelast frame will be numbered 014399.

conformsto: S377M-2004, S429-3-2006, S429-4, SA22M

prerequisites: None

malformations: None

meta: Duration 5:00

meta: PixelArraySize 2048x1080

meta: EditRate 48/1
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StEM 2K

A.2.25. StEM 2K

Item Data Data Description

type: MXFj2c

filename: StEM_2K_j2c_pt.mxf

description: MXF track file containing the complete DCI StEM Mini Movie.
conformsto: S377M-2004, S429-3-2006, S429-6-2006, S422M
prerequisites: None

malformations: None

meta: Duration 12:05

meta: PixelArraySize 2048x858

meta: EditRate 24/1
A.2.26. StEM 2K (Encrypted)

[tem Data Data Description

type: MXFj2c

filename: StEM_2K_j2c_ct.mxf

description: Encrypted MXF track file containing the complete DCI StEM Mini Movie.
conformsto: S377M-2004, $429-3-2006, S429-6-2006, S422M

prerequisites: None

malformations: None

meta: Duration 12:05

meta: PixelArraySize 2048x858

meta: EditRate 24/1

A.2.27. StEM 4K

Item Data Data Description

type: MXFj2c

filename: StEM_4K _j2c_pt.mxf

description: MXF track file containing the complete DCI StEM Mini Movie.
conformsto: S377M-2004, S429-3-2006, S429-6-2006, S422M

prerequisites: None

malformations: None

meta: Duration 12:05

meta: PixelArraySize 4096x1716

meta: EditRate 24/1
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StEM 4K (Encrypted)

A.2.28. StEM 4K (Encrypted)

[tem Data Data Description

type: MXFj2c

filename: StEM_4K_j2c_ct.mxf

description: Encrypted MXF track file containing the complete DCI StEM Mini Movie.
conforms to: S377M-2004, $429-3-2006, S429-6-2006, S422M

prerequisites: None

malformations: None

meta: Duration 12:05

meta: PixelArraySize 4096x1716

meta: EditRate 24/1

A.2.29. m01 pict foos

[tem Data Data Description

type: MXFj2c

filename: mOL1_pict_foos j2¢c_pt.mxf

description:

conformsto: S377M-2004, S429-3-2006, S429-4, SA22M
prerequisites: None

malformations: None

A.2.30. m03 snd splc

Item Data Data Description

type: MXFj2c

filename: mO03_snd_splc_j2c_pt.mxf

description:

conforms to: S377M-2004, S429-3-2006, S429-4, S422M
prerequisites: None

malformations: None

A.2.31. m09 pict bad hmac

[tem Data Data Description

type: MXFj2c

filename: mO09_pict_bad_hmac j2¢c_pt.mxf

description: Picture track file in which one of the HMAC values for a single frame has been changed.
conforms to: S377M-2004, S429-3-2006, S429-4, S422M

prerequisites: None

malformations: TDB
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Sound

A.3. Sound

A.3.1. Introduction

This section defines a set of sound elements and MXF track files. The MXF track fileswill be used in Section A .4.

A.3.2. Sync Count 5.1

[tem Data Data Description

type: MXF pcm

filename: sync_count_51 pcm_pt.mxf

description: MXF track file containing six channels of audio. Channels 1,2,4,5 and 6 are silent.
Channel 3 (Center) contains two seconds (48 frames) of silence followed by a ten
second countdown and two seconds of silence. The countdown consists of ten identical
one-second count segments. Each count segment consists of one frame (2000 samples)
encoding a1 kHz sine wave at -20 dBFS, followed by 23 frames of silence.

conformsto: S377M-2004, S429-3-2006, S382M-2006

prerequisites: None

malformations: None

meta: Duration 0:14

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1

A.3.3. Sync Count 5.1 (Encrypted)

[tem Data Data Description

type: MXF pcm

filename: sync_count_51_pcm_ct.mxf

description: Encrypted MXF track file, contents are identical to sync_count_51 pcm_pt.
conforms to: S377M-2004, $S429-3-2006, S382M-2006
prerequisites: None

malformations: None

meta: Duration 0:14

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1
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Sync Count 5.1 48fps

A.3.4. Sync Count 5.1 48fps

[tem Data Data Description

type: MXF pcm

filename: sync_count_51 48fps pcm_pt.mxf

description: MXF track file, contents are identical to sync_count_51 pcm_pt. Note that 48 fps frame
rate. Because of this, each count segment consists of two frames (1000 samples) encoding
al kHz sinewave at -20 dBFS, followed by 46 frames of silence.

conformsto: S377M-2004, S429-3-2006, S382M -2006

prerequisites: None

malformations: None

meta: Duration 0:14

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 48/1

A.3.5. Channel I.D. 5.1

[tem Data Data Description

type: MXF pcm

filename: channel_id_51 pcm_pt.mxf

description: MXF track file containing a repeated voice announcement of the channel label of the
respective channel: Left, Center, Right, Left Surround, Right Surround, LFE. Voice
announcements are sequential, in the order given here.

conforms to: S377M-2004, $S429-3-2006, S382M-2006

prerequisites: None

malformations: None

meta: Duration 0:30

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1
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Channdl 1.D. 7.1

A.3.6. Channel I.D. 7.1

[tem Data Data Description

type: MXF pcm

filename: channel_id_71 pcm_pt.mxf

description: MXF track file containing a repeated voice announcement of the channel label of the
respective channel: Left, Left Center, Center, Right, Right Center, Left Surround, Right
Surround, LFE. Voice announcements are sequential, in the order given here.

conformsto: S377M-2004, S429-3-2006, S382M -2006

prerequisites: None

malformations: None

meta: Duration 0:30

meta: SampleRate 48000

meta: SoundFormat 7.1

meta: EditRate 24/1

A.3.7. Channel I.D. 1-16

[tem Data Data Description

type: MXF pcm

filename: channel_id_01-16_pcm_pt.mxf

description: MXF track file containing a repeated voice announcement of the channel number of the
respective channel. Announcements occur simultaneously on all channels.

conforms to: S377M-2004, $S429-3-2006, S382M-2006

prerequisites: None

malformations: None

meta: Duration 0:30

meta: SampleRate 48000

meta: SoundFormat 16

meta: EditRate 24/1
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Pink Noise, 16 Channels

A.3.8. Pink Noise, 16 Channels

[tem Data Data Description

type: MXF pcm

filename: pink_noise 71 _pcm_pt.mxf

description: Pink (1/ f) noise at -20 dBFS on sixteen channels, band limited to 22 KHz. Identical,
sample-aligned signal must be used on al channels.

conformsto: S377M-2004, S429-3-2006, S382M-2006

prerequisites: None

malformations: None

meta: Duration 0:30

meta: SampleRate 48000

meta: SoundFormat 16

meta: EditRate 24/1

A.3.9. Pink Noise, 16 Channels, 96 kHz

[tem Data Data Description

type: MXF pcm

filename: pink_noise 71 96khz_pcm_pt.mxf

description: Pink (1/ f) noise at -20 dBFS on sixteen channels, band limited to 44 KHz. Identical,
sample-aligned signal must be used on al channels.

conforms to: S377M-2004, $S429-3-2006, S382M-2006

prerequisites: None

malformations: None

meta: Duration 1:00

meta: SampleRate 96000

meta: SoundFormat 16

meta: EditRate 24/1
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1 kHz Sine Wave

A.3.10. 1 kHz Sine Wave

Item Data Data Description

type: MXF pcm

filename: 1 khz_sine wave pcm_pt.mxf
description: 1 kHz sine wave on sixteen channels at -20 dBFS.
conforms to: S377M-2004, $429-3-2006, S382M-2006
prerequisites: None

malformations: None

meta: Duration 1:00

meta: SampleRate 48000

meta: SoundFormat 16

meta: EditRate 24/1

A.3.11. 1 kHz Sine Wave

[tem Data Data Description

type: MXF pcm

filename: 1 khz_sine wave 96khz_pcm_pt.mxf
description: 1 kHz sine wave on sixteen channels at -20 dBFS.
conformsto: S377M-2004, S429-3-2006, S382M -2006
prerequisites: None

malformations: None

meta: Duration 1:00

meta: SampleRate 96000

meta: SoundFormat 16

meta: EditRate 24/1
A.3.12. 400 hz sine wave

[tem Data Data Description

type: MXF pcm

filename: 400 hz_sine wave pcm_pt.mxf
description: 400 Hz sine wave on six channels at -20 dBfs (dB Full Scale). LFE channel isfull-range.
conformsto: S377M-2004, S429-3-2006, S382M-2006
prerequisites: None

malformations: None

meta: Duration 1:00

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1
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Silence, 5.1

A.3.13. Silence, 5.1

Item Data Data Description

type: MXF pcm

filename: black_51 pcm_pt.mxf

description: MXF track file containing six channels of silence.
conforms to: S377M-2004, $429-3-2006, S382M-2006
prerequisites: None

malformations: None

meta: Duration 2:00

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1

A.3.14. Silence, 5.1 (Encrypted)

[tem Data Data Description

type: MXF pcm

filename: black_51 pcm_ct.mxf

description: Encrypted MXF track file containing six channels of silence.
conformsto: S377M-2004, S429-3-2006, S382M -2006
prerequisites: None

malformations: None

meta: Duration 2:00

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1
A.3.15. StEM 5.1 Sound

[tem Data Data Description

type: MXF pcm

filename: StEM_51 pcm_pt.mxf

description: MXF track file containing 5.1 sound essence for the DCI StEM Mini Movie.
conformsto: S377M-2004, $429-3-2006, S382M-2006
prerequisites: None

malformations: None

meta: Duration 12:05

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1
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StEM 5.1 Sound (Encrypted)

A.3.16. StEM 5.1 Sound (Encrypted)

Item Data Data Description

type: MXF pcm

filename: StEM_51 pcm_ct.mxf

description: Encrypted MXF track file containing 5.1 sound essence for the DCI StEM Mini Movie.
conforms to: S377M-2004, $429-3-2006, S429-6-2006, S382M-2006
prerequisites: None

malformations: None

meta: Duration 12:05

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1

A.3.17. m02 snd foos

[tem Data Data Description

type: MXF pcm

filename: mO02_snd_foos _pcm_pt.mxf

description: Broken MXF track file containing six channels of silence.
conformsto: S377M-2004, S429-3-2006, S382M -2006

prerequisites: None

malformations:

The KLV packets containing edit units 96 and 97 are swapped.

meta: Duration 0:30

meta: SampleRate 48000

meta: SoundFormat 5.1

meta: EditRate 24/1
A.3.18. m10 snd bad hmac

[tem Data Data Description

type: MXF pcm

filename: m10_snd _foos pcm pt.mxf

description: Sound track file in which one of the HMAC values for a single frame has been changed.
conformsto: S377M-2004, S429-3-2006, S382M-2006
prerequisites: None

malformations: TBD

meta: Duration 0:30

meta: SampleRate 48000

meta: SoundFormat 51

meta: EditRate 24/1
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D-Cinema Packages

A.4. D-Cinema Packages

A.4.1. Introduction

This section defines a set of D-Cinema Compositions and D-Cinema Packages. The Compositions depend upon the track
files created in Section A.2 and Section A.3. The Packages contain the Compositions for ingest.

A.4.2. DCI 2K Sync Test

[tem Data Data Description
type: CPL

filename: sync_test.cpl.xml
description:

conforms to: $429-7-2006
prerequisites: sync_count_j2c_pt.mxf
malformations: None

A.4.3. DCI 2K Sync test with Subtitles

[tem Data Data Description

type: CPL

filename: sync_test_with_subs.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: sync_count_j2c_pt.mxf
malformations: None

A.4.4. DCI 2K Sync test with Subtitles (Encrypted)

Item Data Data Description

type: CPL

filename: sync_test with subs ct.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: sync_count_j2c_ct.mxf
malformations: None
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DCI 2K Sync Test (48fps)

A.4.5. DCI 2K Sync Test (48fps)

[tem Data Data Description

type: CPL

filename: sync_test_48fps.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: sync_count_48fps j2c_pt.mxf
malformations: None

A.4.6. 4K Sync Test

[tem Data Data Description

type: CPL

filename: 4K _sync _test.cpl.xml
description:

conforms to: SA429-7-2006

prerequisites: 4K _sync_count_j2c_pt.mxf
malformations: None

A.4.7. DCI 5.1 Channel Identification

Item Data Data Description

type: CPL

filename: channel_id_51.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: channel_id 51 j2c pt.mxf
malformations: None

A.4.8. 5.1 Channel Identification

[tem Data Data Description

type: CPL

filename: 4K _channel_id 51.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: 4K _channel _id 51 j2c_pt.mxf
malformations: None
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DCI 7.1 Channel Identification

A.4.9. DCI 7.1 Channel Identification

[tem Data Data Description

type: CPL

filename: channel_id_71.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: channel_id_71 j2c_pt.mxf

malformations:

None

A.4.10. 7.1 Channel Identification

[tem Data Data Description

type: CPL

filename: 4K _channel_id_71.cpl.xml
description:

conforms to: SA429-7-2006

prerequisites: 4K _channel _id 71 j2c_pt.mxf
malformations: None

A.4.11. DCI 0-16 Numbered Channel Identification

Item Data Data Description

type: CPL

filename: channel_id_01-16.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: channel_id_01-16 j2c pt.mxf
malformations: None

A.4.12. 0-16 Numbered Channel

[tem Data Data Description

type: CPL

filename: 4K_channel _id_01-16.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: 4K _channel _id_1-16 j2c_pt.mxf
malformations: None
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DCI Gray Steps

A.4.13. DCI Gray Steps

[tem Data Data Description
type: CPL

filename: gray_step.cpl.xml
description:

conforms to: $429-7-2006
prerequisites: gray_step_j2c_pt.mxf
malformations: None

A.4.14. DCI White Steps

[tem Data Data Description
type: CPL

filename: white_step.cpl.xml
description:

conforms to: SA429-7-2006
prerequisites: white_step j2c_pt.mxf
malformations: None

A.4.15. DCI Grayscale Gradient

Item Data Data Description

type: CPL

filename: gray_scale_gradient.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: gray_scale grad_j2c_pt.mxf
malformations: None

A.4.16. 4K Gray Steps

[tem Data Data Description

type: CPL

filename: 4K _gray_step.cpl.xml
description:

conforms to: $429-7-2006
prerequisites: 4K _gray_step j2c_pt.mxf
malformations: None
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4K Grayscale Gradient

A.4.17. 4K Grayscale Gradient

[tem Data Data Description

type: CPL

filename: 4K _gray_scale_gradient.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: 4K _grayscale grad j2c_pt.mxf

malformations:

None

A.4.18. Color Accuracy Series

[tem Data Data Description

type: CPL

filename: color_accuracy pt.cpl.xml

description: Composition containing five seconds (120 frames) of a chart showing all color values for
the test in Section 7.5.12: Color Accuracy. Thisis followed by 5 seconds of each of the
12 color values as afull frame.

conforms to: S377M-2004, $429-3-2006, S422M

prerequisites: None

malformations: None

A.4.19. Contouring Sequence

Item Data Data Description

type: CPL

filename: Contouring.cpl.xml

description: Composition contai ning asequence of imageswith gradientsto reveal contouring artifacts.
conforms to:

prerequisites: contouring_j2c_pt.mxf

malformations: None

A.4.20. DCI NIST Frame with silence

[tem Data Data Description

type: CPL

filename: nist_pattern_black audio.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: nist 2k test pattern j2c_pt.mxf
malformations: None
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DCI NIST Frame with Pink Noise

A.4.21. DCI NIST Frame with Pink Noise

[tem Data Data Description

type: CPL

filename: nist_pattern_pink_noise.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: nist_2k_test pattern j2c_pt.mxf
malformations: None

A.4.22. DCI NIST Frame with 1 kHz tone (-20 dB fs)

[tem Data Data Description

type: CPL

filename: nist_pattern_1k.cpl.xml
description:

conforms to: SA429-7-2006

prerequisites: nist 2k test pattern j2c_pt.mxf
malformations: None

A.4.23. DCI NIST Frame with Pink Noise (96 kHz)

Item Data Data Description

type: CPL

filename: nist_pattern_pink_noise_96k.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: nist 2k test pattern j2c_pt.mxf
malformations: None

A.4.24. DCI NIST Frame with 1 kHz tone (-20 dB fs, 96kHz)

[tem Data Data Description

type: CPL

filename: nist_pattern_1k 96k.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: nist 2k test pattern j2c_pt.mxf
malformations: None
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DCI NIST Frame no sound files

A.4.25. DCI NIST Frame no sound files

[tem Data Data Description

type: CPL

filename: nist_pattern_no_audio.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: nist_2k_test pattern j2c_pt.mxf
malformations: None

A.4.26. 4K NIST Pattern

[tem Data Data Description

type: CPL

filename: 4K _nist_pattern.cpl.xml
description:

conforms to: SA429-7-2006

prerequisites: 4K nist_test pattern_j2c.mxf
malformations: None

A.4.27. DCI 2K Image with Frame Number Burn In

Item Data Data Description

type: CPL

filename: frame_num_burn_in.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: frame_number_burn_in_j2c_pt.mxf
malformations: None

A.4.28. DCI 2K Image with Frame Number Burn In (48 fps)

[tem Data Data Description

type: CPL

filename: frame_num_burn_in_48fps.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: frame_number_burn_in_48fps_j2c_pt.mxf
malformations: None
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DCI 2K Image with Frame
Number Burn In (Flat)

A.4.29. DCI 2K Image with Frame Number Burn In (Flat)

[tem Data Data Description

type: CPL

filename: frame_count_flat_2_reels.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: TBD

malformations: None

A.4.30. DCI 2K Image with Frame Number Burn In (Scope)

[tem Data Data Description

type: CPL

filename: frame_count_scope 2 _reels.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: TBD

malformations: None

A.4.31. DCI 2K StEM Test Sequence

Item Data Data Description

type: CPL

filename: 2K_StEM_sequence_pt.cpl.xml

description: A plaintext composition consisting of six (6) reels. Each redl is composed of the StEM
2K image and 5.1 sound track files.

conforms to: $429-7-2006

prerequisites: StEM 2K _j2c_pt.mxf StEM_51 pcm_pt.mxf

malformations: None

A.4.32. DCI 2K StEM Test Sequence (Encrypted)

[tem Data Data Description

type: CPL

filename: 2K_StEM_sequence_ct.cpl.xml

description: An encrypted composition consisting of six (6) reels. Each reel is composed of the
encrypted StEM 2K image and encrypted 5.1 sound track files.

conforms to: $429-7-2006

prerequisites: StEM_2K_j2c_ct.mxf, StEM_51 pcm_ct.mxf

malformations: None
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4K StEM Test Sequence

A.4.33. 4K StEM Test Sequence

[tem Data Data Description

type: CPL

filename: 4K_StEM_sequence pt.cpl.xml

description: A plaintext composition consisting of six (6) reels. Each redl is composed of the StEM
4K image and 5.1 sound track files.

conforms to: SA429-7-2006

prerequisites: StEM_4K_j2c_pt.mxf StEEM_51 pcm_pt.mxf

malformations: None

A.4.34. 4K StEM Test Sequence (Encrypted)

[tem Data Data Description

type: CPL

filename: 4K_StEM_sequence_ct.cpl.xml

description: An encrypted composition consisting of six (6) reels. Each reel is composed of the
encrypted StEM 4K image and encrypted 5.1 sound track files.

conforms to: $429-7-2006

prerequisites: StEM_4K _j2c_ct.mxf StEM_51 pcm_ct.mxf

malformations: None

A.4.35. 128 Reel Composition, "A" Series (Encrypted)

I[tem Data Data Description

type: CPL

filename: 2K_StEM_128 a reels ct.cpl.xml

description: An encrypted composition consisting of one hundred and twenty eight (128) reels. Each
reel is composed of part of the encrypted StEM 2K image and encrypted 5.1 sound track
files.

conforms to: $429-7-2006

prerequisites: StEM_2K_j2c_ct.mxf, SSEM_51 pcm_ct.mxf

malformations: None
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128 Reel Composition,
"B" Series (Encrypted)

A.4.36. 128 Reel Composition, "B" Series (Encrypted)

[tem Data Data Description

type: CPL

filename: 2K_StEM_128 b _reels ct.cpl.xml

description: An encrypted composition consisting of one hundred and twenty eight (128) reels. Each
reel is composed of part of the encrypted StEM 2K image and encrypted 5.1 sound track
files.

conformsto: $429-7-2006

prerequisites: StEM_2K _j2c_ct.mxf, StEM_51 pcm_ct.mxf

malformations: None

A.4.37. DCI Black Spacer - 5 seconds

[tem Data Data Description

type: CPL

filename: black _spacer_5s.cpl.xml
description:

conforms to: $429-7-2006
prerequisites: black_j2c_pt.mxf
malformations: None

A.4.38. White Frame Sequence

Item Data Data Description
type: CPL

filename: white_pt.cpl.xml
description:

conforms to: $431-1-2006
prerequisites: white j2c_pt.mxf
malformations: None

A.4.39. Checkerboard Sequence

[tem Data Data Description

type: CPL

filename: checkerboard pt.cpl.xml
description:

conforms to: $431-2

prerequisites: 2K_checkerboard_j2c_pt.mxf
malformations: None
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DCI Maformed Test 1: Picture
with Frame-out-of-order error

A.4.40. DCI Malformed Test 1: Picture with Frame-out-of-order ‘error

[tem Data Data Description

type: CPL

filename: mO21_pict_frame_oo.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: mOL1_pict_foos j2¢c_pt.mxf
malformations: None

A.4.41. DCI Malformed Test 2: Sound with Frame-out-of-order error

[tem Data Data Description

type: CPL

filename: mO02_snd_frame_oo.cpl.xml
description:

conforms to: SA429-7-2006

prerequisites: frame_number_burn_in_j2c_pt.mxf
malformations: None

A.4.42. DCI Malformed Test 3: Sound Splice Tests

Item Data Data Description

type: CPL

filename: mO03_snd_splc_test.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: mO03_snd_splc _j2c_pt.mxf
malformations: None

A.4.43. DCI DCP With an incorrect sound file (Wrong ID)

[tem Data Data Description

type: CPL

filename: mO04_sndtk_wrong_file.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: frame_number_burn_in_j2c_pt.mxf
malformations: None
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DCI DCP With an incorrect
picture file (Wrong ID)

A.4.44. DCI DCP With an incorrect picture file (Wrong ID)

[tem Data Data Description

type: CPL

filename: mO05_pict_wrong_file.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: frame_number_burn_in_j2c_pt.mxf
malformations: None

A.4.45. DCI CPL with incorrect trackfile hashes

[tem Data Data Description

type: CPL

filename: mO06_cpl_hash_error.cpl.xml
description:

conforms to: SA429-7-2006

prerequisites: sync_count_j2c_ct.mxf
malformations: None

A.4.46. DCI CPL with an Invalid Signature

Item Data Data Description

type: CPL

filename: mO7_cpl_invalid_signature.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: frame_number_burn_in_j2c_pt.mxf
malformations: None

A.4.47. DCI DCP with timed text and a missing font

[tem Data Data Description

type: CPL

filename: mO08_dcp_timetext_missing_font.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: subtitle_background_j2c_pt.mxf
malformations: None
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DCI Madformed Test 9: Picture with
HMAC error in MXF Track File

A.4.48. DCI Malformed Test 9: Picture with HMAC error in MXE Track

File

[tem Data Data Description

type: CPL

filename: mO09_pict_bad_hmac.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: mO09_pict_bad_hmac j2c_pt.mxf

malformations:

None

A.4.49. DCI Malformed Test 10: Sound with HMAC error in MXF Track

File

[tem Data Data Description

type: CPL

filename: m10_snd_bad hmac.cpl.xml
description:

conforms to: $429-7-2006

prerequisites: m10_snd_bad hmac _pcm_pt.mxf
malformations: None

A.4.50. DCI DCP 2K

Item Data Data Description

type: DCP

filename: DCl_2K_tests

description: DCP containing well-formed test compositions

conforms to: $429-8-2007,5429-9-2007

prerequisites: sync_test, sync_test with subs, sync_test_with subs ct, sync_test 48fps,

channel_id_51, channel_id_71, channel_id_01-16, KDM_success _ct, KDM_failure_ct,
gray_step, gray _scae gradient, nist pattern black audio, nist pattern pink noise,
nist_pattern_1k, nist_pattern_pink_noise 96k, nist_pattern_1k_96k,
nist_pattern_no_audio, frame_num_burn in, frame_num_burn_in_48fps,
2K_StEM_sequence _pt, 2K_StEM_sequence ct, subt_multiple captions,
black spacer 5s

malformations:

None
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DCI DCP 2K, Maformed

A.4.51. DCI DCP 2K, Malformed

[tem Data Data Description

type: DCP

filename: DCI_2K_malf

description: DCP containing malformed test compositions

conforms to: $429-8-2007,5429-9-2007

prerequisites: mO1_pict_frame oo, m02_snd_frame 0o, m03_snd_splc_test, m04_sndtk_wrong_file,

mO05_pict_wrong_file, mO06_cpl_hash_error, mO07_cpl_invalid_signature,
mO08_dcp_timetext_missing_font

malformations:

None

A.4.52. DCI DCP 4K

[tem Data Data Description

type: DCP

filename: DCI_4K_tests

description: DCP containing well-formed 4K test compositions

conforms to: $429-8-2007,5429-9-2007

prerequisites: 4K _sync_test, 4K _sync_test_subs, 4K _channdl_id 51, 4K _channel_id 71,
4K _channel _id_01-16, 4K _nist_pattern, 4K_StEM_ct, 4K _gray_step,
4K _gray_scale gradient, 4K _pixar_test sequence

malformations: None

A.4.53. Multi-line Subtitle Test

I[tem Data Data Description

type: CPL

filename: multiline-caption.cpl.xml

description: Black background with multiple-line subtitles.
conforms to: $428-7-2006

prerequisites: None

malformations: None
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Multi-line Subtitle Test w/o Integral Font

A.4.54. Multi-line Subtitle Test w/o Integral Font

[tem Data Data Description

type: CPL

filename: multiline-caption-nofont.cpl.xml

description: Black background with multiple-line subtitles. This package does not include the required
font.

conforms to: $428-7-2006

prerequisites: None

malformations: Font file missing from Timed Text Track File
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Digital Certificates

A.5. Digital Certificates

Six certicicate chains are defined, which separate certificates by device type and level of conformity. In the descriptions
below, the IMB label refers to a certificate which contains roles for an Image Media Block or a certificate which’signs
such certificates. Similarly, PRJ refers to certificates or signers associated with a projector and KDS refers to certificates

associated with a Key Distribution System (a KDM authoring entity).

Chain Al contains valid IMB certificates.

Chain A2 contains valid IMB certificates but the chain has no intermediate signers.

Chain A3 containsinvalid IMB certificates.

Chain B1 contains valid PRJ certificates.

Chain C1 contains valid KDS certificates.

Chain C3 containsinvalid KDS certificates.

A.5.1. Chain A1 IMB Certificate Files

A.5.1.1. chain-al-root

[tem Data Data Description

type: IMB Certificate

filename: IMB-chain-al-root.pem

description: Self-signed root certificate for IMB devices
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.1.2. chain-al-signerl

[tem Data Data Description

type: IMB Certificate

filename: IMB-chain-al-signerl.pem
description: Intermediate Signer, level one
conforms to: $430-2-2006

prerequisites: None

malformations: None
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chain-al-signer2

A.5.1.3. chain-al-signer2

Item Data Data Description

type: IMB Certificate

filename: IMB-chain-al-signer2.pem
description: Intermediate Signer, level two
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.2. Chain A2 IMB Certificate Files

A.5.2.1. chain-a2-root

I[tem Data Data Description

type: IMB Certificate
filename: IMB-chain-a2-root.pem
description: Root cert, shallow chain
conforms to: $430-2-2006
prerequisites: None

malformations: None

A.5.2.2. chain-a2-normal

[tem Data Data Description

type: IMB Certificate

filename: IMB-chain-a2-normal .pem

description: One certificate (root certificate) in chain
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.3. Chain A3 IMB Certificate Files

A.5.3.1. chain-a3-root

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-root.pem
description: Root cert, malformed leaves
conforms to: $430-2-2006

prerequisites: None

malformations: None
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chain-a3-signerl

A.5.3.2. chain-a3-signerl

Item Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-signerl.pem
description: Intermediate Signer, level one
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.3.3. chain-a3-osig-type

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-osig-type.pem

description: Signature algorithm of outside signature not sha256WithRSAEncryption
conforms to: $430-2-2006

prerequisites: None

malformations: Signature algorithm of outside signature is shalWithRSAEncryption

A.5.3.4. chain-a3-isig-type

Item Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-isig-type.pem

description: Signature algorithm inside signature not sha256WithRSAEncryption
conforms to: $430-2-2006

prerequisites: None

malformations: Signature algorithm inside the signature is shalWithRSAEncryption

A.5.3.5. chain-a3-iosig-type

[tem Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-iosig-type.pem

description: Signature algorithm inside and outside identical, but not sha256WithRSAEncryption
conforms to: $430-2-2006

prerequisites: None

malformations: Signature algorithm is shalWithRSAEncryption
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chain-a3-no-rsa

A.5.3.6. chain-a3-no-rsa

Item Data Data Description

type: IMB Certificate

filename: M B-chain-a3-no-rsa.pem
description: Public Key not an RSA Key
conforms to: $430-2-2006

prerequisites: None

malformations:

Public Key isaDSA key.

A.5.3.7. chain-a3-short-rsa

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-short-rsa.pem
description: Public Key Length 1024 bit
conforms to: $430-2-2006

prerequisites: None

malformations: Public key is 1024 bits.

A.5.3.8. chain-a3-bad-exp

Item Data Data Description

type: IMB Certificate

filename: | M B-chain-a3-bad-exp.pem

description: Public Key Exponent other than the required 65537
conforms to: $430-2-2006

prerequisites: None

malformations: Public Key Exponent is 43.

A.5.3.9. chain-a3-bad-dnq

[tem Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-bad-dng.pem

description: dnQualifier in SubjectName field does not match RSA thumbprint

conforms to: $430-2-2006

prerequisites: None

malformations: DnQualifier in Subject field is different than the calculated DnQualifer of the public key.
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chain-a3-bad-sig

A.5.3.10. chain-a3-bad-sig

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-bad-sig.pem
description: Invalid signature
conforms to: $430-2-2006

prerequisites: None

malformations:

Plaintext message digest of signatureisdifferent than the message digest of the certificate.

A.5.3.11. chain-a3-date-ext

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-date-ext.pem

description: Validity date of child certificate extends beyond parent certificate

conforms to: SA430-2-2006

prerequisites: None

malformations: The Not After value of the leaf certificate extends 72 hours past the Not After value of
the signer certificate.

A.5.3.12. chain-a3-propext-crit

[tem Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-propext-crit.pem

description: Contains a proprietary, critical extension
conforms to: $430-2-2006

prerequisites: None

malformations: AltSubjectName is present and marked critical.

A.5.3.13. chain-a3-propext

[tem Data Data Description

type: IMB Certificate

filename: | M B-chain-a3-propext.pem

description: Contains a proprietary, non-critical extension
conforms to: $430-2-2006

prerequisites: None

malformations: None
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IMB-chain-a3-BER-enc

A.5.3.14. IMB-chain-a3-BER-enc

Item Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-BER-enc.pem
description: Encoded as BER (not DER)
conforms to: $430-2-2006

prerequisites: None

malformations: Certificate uses BER encoding.

A.5.3.15. chain-a3-bad-version

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-bad-version.pem
description: Version field other than X.509v3
conforms to: $430-2-2006

prerequisites: None

malformations: Certificate version is X.509v2.

A.5.3.16. chain-a3-no-saf

Item Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-no-saf .pem

description: Missing SignatureAlgorithm field
conforms to: $430-2-2006

prerequisites: None

malformations: SignatureAlgorithm field is not present

A.5.3.17. chain-a3-no-svf

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-no-svf.pem
description: Missing SignatureValue field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing SignatureValue field
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chain-a3-no-ver

A.5.3.18. chain-a3-no-ver

Item Data Data Description

type: IMB Certificate

filename: M B-chain-a3-no-ver.pem
description: Missing Version field
conforms to: $430-2-2006
prerequisites: None

malformations: Missing Version field

A.5.3.19. chain-a3-no-sn

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-no-sn.pem
description: Missing SerialNumber field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing SerialNumber field

A.5.3.20. chain-a3-no-sig

Item Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-no-sig.pem
description: Missing Signature field
conforms to: $430-2-2006
prerequisites: None

malformations: Missing Signature field

A.5.3.21. chain-a3-no-issuer

[tem Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-no-issuer.pem
description: Missing Issuer field
conforms to: $430-2-2006

prerequisites: None

malformations: The Issuer field is not present.
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chain-a3-no-subject

A.5.3.22. chain-a3-no-subject

Item Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-no-subject.pem
description: Missing Subject field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing Subject field

A.5.3.23. chain-a3-no-spki

[tem Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-no-spki.pem
description: Missing SubjectPublicKeyInfo field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing SubjectPublicKeyInfo field

A.5.3.24. chain-a3-no-val-f

Item Data Data Description

type: IMB Certificate

filename: M B-chain-a3-no-val-f.pem
description: Missing Validity field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing Validity field

A.5.3.25. chain-a3-no-aki-f

[tem Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-no-aki-f.pem

description: Missing AuthorityKeyldentifier field
conforms to: $430-2-2006

prerequisites: None

malformations: The AuthorityKeyldentifier is not present.
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chain-a3-no-keyuse

A.5.3.26. chain-a3-no-keyuse

Item Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-no-keyuse.pem
description: Missing KeyUsage field

conforms to: $430-2-2006

prerequisites: None

malformations: The Key Usage field is not present.

A.5.3.27. chain-a3-no-basic

[tem Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-no-basic.pem

description: Missing BasicConstraint field

conforms to: $430-2-2006

prerequisites: None

malformations: The Basic Constraints field is not present.

A.5.3.28. chain-a3-path-1

Item Data Data Description

type: IMB Certificate

filename: M B-chain-a3-path-1.pem

description: Cert.Auth. true, PathLenpresent and zero
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.3.29. chain-a3-path-2

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-path-2.pem

description: Cert.Auth. true, PathLen present and positive
conforms to: $430-2-2006

prerequisites: None

malformations: None
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A.5.3.30. chain-a3-path-3

Item Data Data Description

type: IMB Certificate

filename: M B-chain-a3-path-3.pem

description: Cert.Auth. true, PathLen present and negative
conforms to: $430-2-2006

prerequisites: None

malformations: PathLenis-1.

A.5.3.31. chain-a3-path-4

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-path-4.pem
description: Cert.Auth. false, PathLen absent
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.3.32. chain-a3-path-5

Item Data Data Description

type: IMB Certificate

filename: M B-chain-a3-path-5.pem
description: Cert.Auth. false, PathLen zero
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.3.33. chain-a3-path-6

[tem Data Data Description

type: IMB Certificate

filename: I M B-chain-a3-path-6.pem
description: Cert.Auth. false, PathLen positive
conforms to: $430-2-2006

prerequisites: None

malformations: None
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chain-a3-path-7

A.5.3.34. chain-a3-path-7

Item Data Data Description

type: IMB Certificate

filename: M B-chain-a3-path-7.pem
description: Cert.Auth. false, PathLen negative
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.3.35. chain-a3-org-name

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-org-name.pem

description: OrganizationName in subject and issuer fields does not match
conforms to: $430-2-2006

prerequisites: None

malformations: OrganizationName in subject field has first two letters transposed.

A.5.3.36. chain-a3-role-1

Item Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-role-1.pem

description: Cert.Auth. False, no role specified in CommonName
conforms to: $430-2-2006

prerequisites: None

malformations: Common Name begins with a period (".")

A.5.3.37. chain-a3-role-2

[tem Data Data Description

type: IMB Certificate

filename: IMB-chain-a3-role-2.pem

description: Non-SMSrolein CN

conforms to: $430-2-2006

prerequisites: None

malformations: Common Name does not include SMSin the section to the left of the first period (".").
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chain-a3-date-exp

A.5.3.38. chain-a3-date-exp

[tem Data Data Description

type: IMB Certificate

filename: M B-chain-a3-date-exp.pem

description: Expired

conforms to: $430-2-2006

prerequisites: None

malformations: Certificate Not After field contains a date value in the past.

A.5.4. Chain B1 Certificate Files

A.5.4.1. chain-bl-root

Item Data Data Description

type: PRJ Certificate

filename: PRJ-chain-b1-root.pem

description: Self-signed root certificate for PRJ devices
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.4.2. chain-bl-signerl

[tem Data Data Description

type: PRJ Certificate

filename: PRJ-chain-b1-signerl.pem
description: Intermediate Signer, level one
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.4.3. chain-b1l-signer2

[tem Data Data Description

type: PRJ Certificate

filename: PRJ-chain-b1-signer2.pem
description: Intermediate Signer, level two
conforms to: $430-2-2006

prerequisites: None

malformations: None
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Chain C1 Certificate Files

A.5.5. Chain C1 Certificate Files

A.5.5.1. chain-c3-root

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-root.pem

description: Self-signed root certificate for KDS devices
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.5.2. chain-cl-signerl

I[tem Data Data Description

type: IMB Certificate

filename: KDS-chain-cl-signerl.pem
description: Intermediate Signer, level one
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.5.3. KDS-chain-c1l-devicel

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-cl-devicel.pem
description: Normal device certificate
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.6. Chain C3 Certificate Files

A.5.6.1. chain-cl-root

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-cl-root.pem

description: Self-signed root certificate for KDS devices
conforms to: $430-2-2006

prerequisites: None

malformations: None
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chain-c3-signerl

A.5.6.2. chain-c3-signerl

Item Data Data Description

type: IMB Certificate

filename: KDS-chain-c3-signerl.pem
description: Intermediate Signer, level one
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.6.3. chain-a3-osig-type

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-osig-type.pem

description: Signature algorithm of outside signature is shalWithRSA Encryption
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.6.4. chain-a3-isig-type

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-isig-type.pem

description: Signature algorithm inside signature not sha256WithRSAEncryption
conforms to: $430-2-2006

prerequisites: None

malformations: Signature algorithm inside the signature is shalWithRSAEncryption

A.5.6.5. chain-a3-iosig-type

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-iosig-type.pem

description: Signature algorithm inside and outside identical, but not sha256WithRSAEncryption
conforms to: $430-2-2006

prerequisites: None

malformations: Signature algorithm is shalWithRSAEncryption
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chain-a3-no-rsa

A.5.6.6. chain-a3-no-rsa

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-rsa.pem
description: Public Key not an RSA Key
conforms to: $430-2-2006

prerequisites: None

malformations:

Public Key isaDSA key.

A.5.6.7. chain-a3-short-rsa

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-short-rsa.pem
description: Public Key Length 1024 bit
conforms to: $430-2-2006

prerequisites: None

malformations: Public key is 1024 bits.

A.5.6.8. chain-a3-bad-exp

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-bad-exp.pem

description: Public Key Exponent other than default 65537
conforms to: $430-2-2006

prerequisites: None

malformations: Public Key Exponent is 43.

A.5.6.9. chain-a3-bad-dnq

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-bad-dng.pem

description: dnQualifier in SubjectName field does not match RSA thumbprint

conforms to: $430-2-2006

prerequisites: None

malformations: DnQualifier in Subject field is different than the cal culated DnQualifier of the public key.
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chain-a3-bad-sig

A.5.6.10. chain-a3-bad-sig

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-bad-sig.pem

description: Invalid signature

conforms to: S430-2-2006

prerequisites: None

malformations: Plaintext message digest of signatureisdifferent than the message digest of the certificate.

A.5.6.11. chain-a3-date-ext

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-date-ext.pem

description: Validity date of child certificate extends beyond parent certificate

conforms to: SA430-2-2006

prerequisites: None

malformations: The Not After value of the leaf certificate extends 72 hours past the Not After value of
the signer certificate.

A.5.6.12. chain-a3-propext-crit

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-propext-crit.pem

description: Contains a proprietary, critical extension
conforms to: $430-2-2006

prerequisites: None

malformations: AltSubjectName is present and marked critical.

A.5.6.13. chain-a3-propext

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-propext.pem

description: Contains a proprietary, non-critical extension
conforms to: $430-2-2006

prerequisites: None

malformations: None
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KDS-chain-c3-BER-enc

A.5.6.14. KDS-chain-c3-BER-enc

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-BER-enc.pem
description: Encoded as BER (not DER)
conforms to: $430-2-2006

prerequisites: None

malformations: Certificate uses BER encoding.

A.5.6.15. chain-a3-bad-version

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-bad-version.pem
description: Version field other than X.509v3
conforms to: $430-2-2006

prerequisites: None

malformations: Certificate version is X.509v2.

A.5.6.16. chain-a3-no-saf

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-saf.pem

description: Missing SignatureAlgorithm field
conforms to: $430-2-2006

prerequisites: None

malformations: SignatureAlgorithm field is not present

A.5.6.17. chain-a3-no-svf

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-svf.pem
description: Missing SignatureValue field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing SignatureValue field
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chain-a3-no-ver

A.5.6.18. chain-a3-no-ver

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-ver.pem
description: Missing Version field
conforms to: $430-2-2006
prerequisites: None

malformations: Missing Version field

A.5.6.19. chain-a3-no-sn

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-sn.pem
description: Missing SerialNumber field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing SerialNumber field

A.5.6.20. chain-a3-no-sig

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-sig.pem
description: Missing Signature field
conforms to: $430-2-2006
prerequisites: None

malformations: Missing Signature field

A.5.6.21. chain-a3-no-issuer

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-issuer.pem
description: Missing Issuer field
conforms to: $430-2-2006

prerequisites: None

malformations: The Issuer field is not present.
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chain-a3-no-subject

A.5.6.22. chain-a3-no-subject

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-subject.pem
description: Missing Subject field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing Subject field

A.5.6.23. chain-a3-no-spki

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-spki.pem
description: Missing SubjectPublicKeyInfo field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing SubjectPublicKeyInfo field

A.5.6.24. chain-a3-no-val-f

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-val-f.pem
description: Missing Validity field
conforms to: $430-2-2006

prerequisites: None

malformations: Missing Validity field

A.5.6.25. chain-a3-no-aki-f

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-aki-f.pem

description: Missing AuthorityKeyldentifier field
conforms to: $430-2-2006

prerequisites: None

malformations: The AuthorityKeyldentifier is not present.
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chain-a3-no-keyuse

A.5.6.26. chain-a3-no-keyuse

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-keyuse.pem
description: Missing KeyUsage field
conforms to: $430-2-2006

prerequisites: None

malformations:

The Key Usage field is not present.

A.5.6.27. chain-a3-no-basic

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-no-basic.pem

description: Missing BasicConstraint field

conforms to: $430-2-2006

prerequisites: None

malformations: The Basic Constraints field is not present.

A.5.6.28. chain-a3-path-1

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-path-1.pem

description: Cert.Auth. true, PathLenpresent and zero
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.6.29. chain-a3-path-2

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-path-2.pem

description: Cert.Auth. true, PathLen present and positive
conforms to: $430-2-2006

prerequisites: None

malformations: None
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chain-a3-path-3

A.5.6.30. chain-a3-path-3

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-path-3.pem

description: Cert.Auth. true, PathLen present and negative
conforms to: $430-2-2006

prerequisites: None

malformations: PathLenis-1.

A.5.6.31. chain-a3-path-4

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-path-4.pem
description: Cert.Auth. false, PathLen absent
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.6.32. chain-a3-path-5

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-path-5.pem
description: Cert.Auth. false, PathLen zero
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.6.33. chain-a3-path-6

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-path-6.pem
description: Cert.Auth. false, PathLen positive
conforms to: $430-2-2006

prerequisites: None

malformations: None
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A.5.6.34. chain-a3-path-7

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-path-7.pem
description: Cert.Auth. false, PathLen negative
conforms to: $430-2-2006

prerequisites: None

malformations: None

A.5.6.35. chain-a3-org-name

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-org-name.pem

description: OrganizationName in subject and issuer fields does not match
conforms to: $430-2-2006

prerequisites: None

malformations: OrganizationName in subject field has first two letters transposed.

A.5.6.36. chain-a3-role-1

Item Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-role-1.pem

description: Cert.Auth. False, no role specified in CommonName
conforms to: $430-2-2006

prerequisites: None

malformations: Common Name begins with a period (".")

A.5.6.37. chain-a3-date-exp

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-date-exp.pem

description: Expired

conforms to: $430-2-2006

prerequisites: None

malformations: Certificate Not After field contains a date value in the past.
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KDS chain-a3-role-2

A.5.6.38. KDS chain-a3-role-2

[tem Data Data Description

type: KDS Certificate

filename: KDS-chain-c3-role-2.pem
description: Cert.Auth. False, role error (TBA).
conforms to: $430-2-2006

prerequisites: None

malformations: None
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Key Delivery Messages

A.6. Key Delivery Messages

A.6.1. Introduction

The KDM files defined in this section must be generated for the device under test and the time and date of the test

procedure.

A.6.2. KDM with invalid XML

Item Data Data Description

type: KDM

filename: kdm-malf-any.kdm.xml

description: KDM that contains an invalid XML file format
conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence ct.cpl

malformations: Missing </DCinemaSecurityM essage> tag

A.6.3. KDM that has expired

[tem Data Data Description

type: KDM

filename: kdm-expired.kdm.xml

description: KDM that has avalidity period that has expired

conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: Thevalue of the ContentK eysNotV alidAfter element isaUTC timestamp at least 24 hours
in the past.

A.6.4. KDM with incorrect message digest

[tem Data Data Description

type: KDM

filename: kdm-malf-sig-digest.kdm.xml

description: KDM in which a Signature Digest has been atered

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: The plaintext form of the encrypted message digest in the signature is not the same value
as a calculated message digest of the KDM.
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KDM with future validity period

A.6.5. KDM with future validity period

[tem Data Data Description

type: KDM

filename: kdm-future.kdm.xml

description: KDM that has avalidity period that isin the future
conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations:

The value of the ContentKeysNotValidBefore element is a UTC timestamp at least 24
hoursin the future.

A.6.6. KDM with

empty TDL

Item Data Data Description

type: KDM

filename: kdm-no-tdl.kdm.xml

description: KDM that has an empty Trusted Device List (TDL)
conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations:

The Devicel ist element of the KDM is empty.

A.6.7. KDM with

Imminent expiration date

[tem Data Data Description

type: KDM

filename: kdm-short-expire.kdm.xml

description: KDM that has avalidity period that is current, but expiresin the near future

conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence ct.cpl

malformations: The value of the ContentKeysNotValidAfter element isa UTC timestamp no greater than
60 minutesin the future.

A.6.8. KDM with

no Forensic Marking enabled

[tem Data Data Description

type: KDM

filename: kdm-no-fm.kdm.xml

description: KDM that commands Image Forensic Marking (FM) disabled, and Audio FM disabled

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: A KDM with a ForensicMarkFlag set to http://www.smpte-ra.org/430-1/2006/
KDM#mrkflg-picture-disable and http://www.smpte-ra.org/430-1/2006/K DM#mrkflg-
audio-disable
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KDM with Image
Forensic Marking enabled

A.6.9. KDM with Image Forensic Marking enabled

[tem Data Data Description

type: KDM

filename: kdm-image-only-fm.kdm.xml

description: KDM that commands Image Forensic Marking (FM) enabled, and Audio FM disabled

conformsto: $430-1-2006, SA430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: A KDM with a ForensicMarkFlag set to http://www.smpte-ra.org/430-1/2006/
KDM#mrkflg-audio-disable

A.6.10. KDM with Audio Forensic Marking enabled

[tem Data Data Description

type: KDM

filename: kdm-sound-only-fm.kdm.xml

description: KDM that commands Image Forensic Marking (FM) disabled, and Audio FM enabled

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: A KDM with a ForensicMarkFlag set to http://www.smpte-ra.org/430-1/2006/
KDM#mrkflg-picture-disable.

A.6.11. KDM with corrupted CipherData block

I[tem Data Data Description

type: KDM

filename: kdm-malf-CipherData-block.kdm.xml

description: KDM that contains an Invalid Structure ID field in the CipherData element

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: Thefirst byte of the Structure I D field contained in the <enc:CipherValue> element inside
the <enc:CipherData> element has been changed from "F1" to "1F"
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KDM with incorrect signer thumbprint

A.6.12. KDM with incorrect signer thumbprint

[tem Data Data Description

type: KDM

filename: kdm-malf-signer-tp.kdm.xml

description: KDM for which the Thumbprint of the Signer's Certificate does not match the Signer of
the KDM

conformsto: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: The thumbprint of the signer certificate as listed in the KDM is incorrect and does not
match the thumbprint for the issuing certificate.

A.6.13. KDM without signer certificate

[tem Data Data Description

type: KDM

filename: kdm-malf-chain.kdm.xml

description: KDM in which the Certificate chain does not contain the Signer's Certificate
conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: The certificate that signed the KDM is not included in the KDM.

A.6.14. KDM without AuthorityKey certificate

I[tem Data Data Description

type: KDM

filename: kdm-malf-chain-no-cert-authkeyid.kdm.xml

description: KDM in which the Certificate chain does not contain the certificate specified by the
AuthorityKeyldentifier valuein the Signer Certificate

conforms to: $430-1-2006, $430-3-2006

prerequisites: None

malformations: A KDM that specifies the signer's issuer certificate as the AuthorityKeyldentifier but
which does not contain that certificate.
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KDM with Keylnfo mismatch

A.6.15. KDM with Keylnfo mismatch

[tem Data Data Description

type: KDM

filename: kdm-bad-keyinfo.kdm.xml

description: KeylInfo field of the audio EncryptedK ey element does not match the KeylInfo field of the
image EncryptedK ey element

conformsto: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: The keyinfo element of the audio encrypted key data containsthe (incorrect) Issuer Name
and IssuerSerial of he issuer certificate of the KDM signer, the keyinfo element of the
image encrypted key contains the (correct) Issuer Name and IssuerSeria of the issuing
certificate.

A.6.16. KDM with mismatched CipherData CPL ID

[tem Data Data Description

type: KDM

filename: kdm-malf-CipherData-cplid.kdm.xml

description: KDM in which the CompositionPlaylistld in the CipherData element has been altered

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: CompositionPlaylistld field in the CipherData element is different than the
CompositionPlaylistld in the AuthenticatedPublic area of the KDM.

A.6.17. KDM without MessageType

I[tem Data Data Description

type: KDM

filename: kdm-malf-missing-M essageType.kdm.xml

description: KDM with missing MessageType element in XML structure
conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: A KDM in which the MessageType element is not present.
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KDM with invalid MessageType

A.6.18. KDM with invalid MessageType

[tem Data Data Description

type: KDM

filename: kdm-malf-bad-MessageType.kdm.xml
description: KDM with an Invalid MessageType element
conformsto: $430-1-2006, SA430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations:

MessageType element contains: "http://www.smpte-ga.org/430-1/2006/K DM#kdm-key-
type"

A.6.19. KDM with expired Signer certificate

[tem Data Data Description

type: KDM

filename: kdm-malf-expired-signer.kdm.xml

description: KDM with an expired Signer's Certificate and an ETM IssueDate later than Signer's
Certificate expiry date

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: KDM signer's certificate's Validity "Not After” dateis earlier than ETM |ssueDate

A.6.20. KDM issued bhefore certificate valid

I[tem Data Data Description

type: KDM

filename: kdm-malf-issue-before-cert-valid.kdm.xml

description: KDM with a valid Signer's Certificate, but ETM issue date before Signer's Certificate
issue date

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: The<IssueDate> element containsadate prior to thedate of thesigner certificate'sValidity
"Not Before" date.
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KDM validity exceeds signer validity

A.6.21. KDM validity exceeds signer validity

[tem Data Data Description

type: KDM

filename: kdm-malf-signer-cert-exp-before-kdm-expires.kdm.xml

description: KDM with avalidity period that extends beyond the validity of Signer's Certificate expiry
date.

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations:

The KDM has a ContentK eysNotValidAfter value later than the signer certificate's "Not
After" value.

A.6.22. KDM without CarriedKeyName

Item Data Data Description

type: KDM

filename: kdm-malf-no-Carriedk eyName.kdm.xml

description: EncryptedDatafield that has no Carriedk eyName element
conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations:

None

A.6.23. KDM without EncryptedData

[tem Data Data Description

type: KDM

filename: kdm-malf-no-EncryptedData.kdm.xml

description: CarriedkeyName field without EncryptedData field
conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence ct.cpl

malformations:

None

A.6.24. KDM with invalid message digest

[tem Data Data Description

type: KDM

filename: kdm-malf-sig-digest-2.kdm.xml

description: Invalid message digest (i.e. not matching the signed digest values)

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: The plaintext form of the encrypted message digest in the signature is not the same value
as a calculated message digest of the KDM.
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KDM with mismatched keytype

A.6.25. KDM with mismatched keytype

[tem Data Data Description

type: KDM

filename: kdm-malf-mismatched-key-keytype.kdm.xml

description: KDM with an encryption key that is valid but has an incorrect keytype
conformsto: $430-1-2006, SA430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: Key isavalid image encryption key but has the keytype "MDAK".

A.6.26. KDM for multiple LDs, 2 LDBs

[tem Data Data Description
type: KDM
filename: kdm-mult-ld-proj 1-proj2.kdm.xml
description: KDM that has a TDL containing thumbprints for the following LDB and Projector SPB
type 2 certificates:
1. chain-b1-ldb-1.pem
2. chain-b1-sph2-1.pem
3. chain-b1-ldb-2.pem
4. chain-b1-spb2-2.pem
conforms to: $430-1-2006, $430-3-2006
prerequisites: 2K_StEM_sequence _ct.cpl
malformations: None

A.6.27. KDM for

multiple LDs, 1 LD/LE, 1 LDB

I[tem Data Data Description
type: KDM
filename: kdm-mult-ld-procl-proj1.kdm.xml
description: KDM that hasaTDL containing thumbprintsfor thefollowing LD/LE, LDB and Projector
SPB type 2 certificates:
1. chain-bl-ldle-1.pem
2. chain-b1-ldb-1.pem
3. chain-b1-spb2-1.pem
conforms to: $430-1-2006, $430-3-2006
prerequisites: 2K_StEM_sequence_ct.cpl
malformations: None
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KDM for multiple LDs, 2 LD/LE, 2 LDB

A.6.28. KDM for multiple LDs, 2 LD/LE, 2 LDB

[tem Data Data Description
type: KDM
filename: kdm-mult-ld-procl-proj1-proc2-proj2.kdm.xml
description: KDM that hasaTDL containing thumbprintsfor thefollowing LD/LE, L DB and Projector
SPB type 2 certificates:
1. chain-bl-ldle-1.pem
2. chain-b1-ldb-1.pem
3. chain-b1-spb2-1.pem
4. chain-b1-ldle-2.pem
5. chain-b1-ldb-2.pem
6. chain-b1-spb2-2.pem
conforms to: $430-1-2006, $430-3-2006
prerequisites: 2K_StEM_sequence _ct.cpl
malformations: None

A.6.29. KDM for multiple LDs, 2 LD/LE, 1 LDB

Item Data Data Description
type: KDM
filename: kdm-mult-ld-procl-proc2-proj1.kdm.xml
description: KDM that hasaTDL containing thumbprintsfor thefollowing LD/LE, L DB and Projector
SPB type 2 certificates:
1. chain-bl-ldle-1.pem
2. chain-b1-ldb-1.pem
3. chain-b1-spb2-1.pem
4. chain-b1-ldle-2.pem
conforms to: $430-1-2006, S430-3-2006
prerequisites: 2K_StEM_sequence _ct.cpl
malformations: None

A.6.30. KDM for 2K StEM

[tem Data Data Description

type: KDM

filename: 2K_StEM_sequence_ct-kdm.kdm.xml
description:

conforms to: $430-1-2006, $430-3-2006
prerequisites: 2K_StEM_sequence_ct.cpl
malformations: None
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Expired KDM for 2K StEM

A.6.31. Expired KDM for 2K StEM

[tem Data Data Description

type: KDM

filename: 2K_StEM_sequence_ct-kdm-expired.kdm.xml
description:

conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence_ct.cpl

malformations: None

A.6.32. Image FM only KDM for 2K StEM

[tem Data Data Description

type: KDM

filename: 2K_StEM_sequence_ct-kdm-image-only-fm.kdm.xml
description:

conformsto: $430-1-2006, SA430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: None

A.6.33. No FM KDM for 2K StEM

Item Data Data Description

type: KDM

filename: 2K_StEM_sequence_ct-kdm-no-fm.kdm.xml
description:

conforms to: $430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence ct.cpl

malformations: None

A.6.34. Sound Only FM KDM for 2K StEM

[tem Data Data Description

type: KDM

filename: 2K_StEM_sequence_ct-kdm-sound-only-fm.kdm.xml
description:

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: None
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KDM for 128 Redl
Composition, "A" Series

A.6.35. KDM for 128 Reel Composition, "A" Series

[tem Data Data Description

type: KDM

filename: 2K_StEM 128 a reds ct-kdm.kdm.xml
description:

conforms to: $430-1-2006, $430-3-2006
prerequisites: 2K_StEM_128 a reels ct.cpl

malformations:

None

A.6.36. KDM for 128 Reel Composition, "B" Series

[tem Data Data Description

type: KDM

filename: 2K_StEM 128 b redls ct-kdm.kdm.xml
description:

conforms to: $430-1-2006, $430-3-2006
prerequisites: 2K_StEM_128 b reels ct.cpl
malformations: None

A.6.37. FM Constraints

[tem Data Data Description

type: KDM

filename: 2K_fm_constraints_ct-kdm.kdm.xml

description:

conforms to: $430-1-2006, $430-3-2006

prerequisites: 2K_StEM_sequence pt.cpl, 2K_StEM_sequence_ct.cpl
malformations: None

A.6.38. KDM with non-empty NonCriticalExtensions

[tem Data Data Description

type: KDM

filename: kdm-with-non-crit-exts.kdm.xml

description: KDM with a non-empty NonCritical Extensions element
conforms to: S430-1-2006, S430-3-2006

prerequisites: 2K_StEM_sequence _ct.cpl

malformations: None
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Appendix B. Equipment List

B.1. Hardware

AES3 Audio Analyzer
Sound System

Computer with POSIX OS

Digital Clock
Oscilloscope

Accurate Real-Time Clock
DMM

FM Decoder

FM Detector

Ethernet Switch

Photodiode

Photometer
Spectroradiometer
Stopwatch

Still Camera

48 fps Camera

SPB-2 Access Tools

D.U.T. Twin

DCI Projector Pair

Digital audio signal analyzer with AES-3 inputs.
5.1 or 7.1 sound system with calibrated level control.

Computer with POSIX-like Operating System (OS), such as Linux or Mac OS X. The system
must support TCP/IP via 1000 Mb/s ethernet and be backward-compatible to support 100 Mb/
s Ethernet.

Digital quartz time-of-day clock displaying time accurate to the second
Digital storage oscilloscope, 200 MHz or better, with two or more inputs plus external trigger.

A real-time clock that uses an external reference to maintain precise time (within 1 ms). The
external reference should be WWV, GPS or NTP traceable to atrusted hardware clock.

Digital Multimeter, A.C. / D.C. operation, measures Volts, Amperes and Ohms to at least 3
decimal places.

Forensic mark decoder for image or sound essence. The exact type of decoder is dependent
upon the type of watermark to be decoded. This equipment is expected to collect the full
payload of the forensic marking system.

Forensic mark detector for image or sound essence. The exact type of detector is dependent
upon the type of watermark to be detected. This equipment is expected to simply detect the
presence of the forensic mark.

A 1000Base-T Ethernet switch capable of sustained full-rate throughput on at least two port-
pairs. The device must also be able to configure one or more ports as "monitor" ports (selected
traffic on the switch can be copied to the monitor port to facilitate diagnostic capture).

Photodiode, of the type most sensitive in the human visible electromagnetic spectrum (about
390 nmto 780 nm), fitted with suitablelength of shielded cable, terminated inaBNC connector.

Photometer as described in [SMPTE-431-1].

Spectroradiometer as described in [SMPTE-431-1].

Digital stopwatch with .01 second resolution.

Digital still image camera.

Camera and recorder/reproducer system capable of 48fps (or better) capture rate.

Tools, supplied by the manufacturer of an SPB-2 device, required to gain authorized accessto
the protected area of the SPB-2.

A deviceidentical to the Device Under Test.

Two DCI-complaint projectors of the same model and revision.
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Software

Dual-Link Monitor
Bridge Tap Connector

GPIO Test Fixture

DCI Projector

DCI Server

B.2. Software

Audio Editor

asm-responder
asm-requester
ftlint

Network Analyzer

Text Editor

OpenJPEG
j2c-scan
identify
klvwalk
asdcp-test
openss|

schema-check

checksig

dsig_cert.py

Dual-link HD monitor.
Connector with a bridge tap takeoff point, e.g. a"BNC Tee".

A test fixture comprising L.E.D. indicators, switches and a power supply, per the“sehematic
in Appendix E.

DCl-compliant standalone projector.

DCl-compliant server (includes Image/Sound Media Block)

A digital audio workstation (DAW), such as Pro Tools or Audacity.

Auditorium Security Message (ASM) responder simulator. Allows inspection of ASM
communications behavior in a peer device. See Appendix D for more information.

Auditorium Security Message (ASM) requester simulator. Allows inspection of ASM
communications behavior in a peer device. See Appendix D for more information.

The ftlint command line utility from the FreeType library.
It is available from http://www.freetype.org/.

Network analysis tool such as Wireshark or tcpdump.
It is available from http://www.wireshark.org/.

Any text editor that can display and write plain text, such as emacs or vi, €tc.

JPEG 2000 encoder/decoder software such as OpenJPEG.
It is available from http://www.openjpeg.org/.

JPEG 2000 scanner based on the OpenJPEG library. The source code for this program is
availablein Section C.8.

identify is part of the ImageMagick library and utility suite.
It is available from http://www.imagemagick.org/.

The klvwalk utility from the free asdcplib software package.
It is available from http://www.cinecert.com/asdcpliby/.

The asdcp-test utility from the free asdceplib software package.
It is available from http://www.cinecert.com/asdcpliby/.

Genera purpose command line utility from the OpenSSL software package.
It is available from http://www.openssl.org/.

Validating XML Parser (note: may use parser from Xerces package). The source code for this
program is availablein Section C.3.
It is available from http://xml.apache.org/security/.

XML Signature validator, distributed with the XML Security library.
It is available from http://xml.apache.org/security/.

XML Signature certificate manipulator. The source code for this program is available in
Section C.8.
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Software

dsig_extract.py

uuid_check.py
dc-thumbprint

eab_calc.py

kdm-decrypt

XML Signature certificate extractor. The source code for this program'is available in
Section C.9.

UUID validator. The source code for this program is available in Section C.7.
Certificate thumbprint cal culator. The source code for this programisavailablein Section C.2,

Delta E*ab Calculator for color accuracy measurements. The source code for this programis
availablein Section C.6.

KDM decryption tool. The source code for this program is available in Section C.4.
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Appendix C. Source Code

C.1. Overview

Wherever possible, the computer programs used in the test procedures in this document are freely available. Where
appropriate, the listings in Appendix B provide a URL where the software can be obtained.

In some cases, it was necessary to develop programs because free aternatives were not available. Those programs are
presented here in source code form along with instructions for building and executing the programs.

The programs are expressed in the C, C++ and Python programming languages. Build instructions and prerequisites for the
C and C++ programs are given in the comments at the beginning of each source module. Machine readable copies of the
programs are availablein the sour ce- code directory in the Reference Materials distribution (see Appendix A).

405



dc-thumbprint

C.2. dc-thumbprint

This program reads a PEM formatted X509 certificate and calculates a SHA-1 message digest over the signedportion of
the certificate as required by [SMPTE 430-2-2006]. The value is encoded as a Base64 string and returned on st dout,. The
following example illustrates this usage:

Example C.1. dc-thumbprint execution

$ dc-thunbprint ny-cert.pem
aZWwWnZ/ TzEvLUCMQFcc8U0j e9uo=

C.2.1. dc-thumbprint Source Code Listing

/
dc-thunmbprint.c -- calculate certificate thunmbprint of PEM encoded
X. 509 docunent per SMPTE 430-2

This programrequires OpenSSL. To buil d:
$ cc -0 dc-thunbprint dc-thunbprint.c -lcrypto

EE T

/

#i ncl ude <stdi o. h>

#i ncl ude <string. h>

#i ncl ude <openssl/sha. h>
#i ncl ude <openssl/pem h>

typedef unsigned char byte_t;

char*
encodeBase64(byte_t* in_buf, int in_len, char* out_buf, int out_len)
{

Bl O *bnem *b64;

BUF_MEM *bptr;

b64 = Bl O_new( Bl O_f_base64());
bmem = Bl O_new Bl O s_men());
b64 = Bl O _push(b64, bmen);
BIOwite(b64, in_buf, in_len);
Bl O _fl ush(b64);

Bl O _get _mem ptr(b64, &bptr);

if ( bptr->length + 1 > out_len )

{
fprintf(stderr, "\n");
return O;

}

mencpy((byte_t*)out_buf, bptr->data, bptr->length-1);
out _buf[bptr->length-1] = 0;

return out _buf;

}
int
mai n(int argc, char** argv)
{
byte_t sha_val ue[ 20]; /* buffer for resulting thunbprint digest */
char sha_base64[ 64] ; /* buffer for Base64 version of the thunbprint digest */
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dc-thumbprint Source Code Listing

}

/*

byte_t p_key_buf[8192]; /* buffer holds DER encoded certificate body */

size_t length; /* length of DER encoded certificate body (p_key_buf)
byte_t* p = p_key_buf; /* pointer that QpenSSL will nove at will */

int i /* character iterator for output stage */

SHA_CTX SHA; /* SHA-1 context for thumbprint */

Fl LE* f p; /* PEM source file */

X509* x5090bj ; /* X509 object for mangling certificate contents */

OpenSSL_add_al | _di gests();

if (argc!=2)
{
fprintf(stderr, "USAGE: dc-thunmbprint cert-file.pemn");

return 1,

}
if ( (fp = fopen (argv[1], "r")) ==0)
{

perror ("fopen");

return 2;
}
if ( (x5090bj = PEM read_X509(fp, 0, O, 0)) ==0)
{
fprintf(stderr, "Error decoding file %\n", argv[1]);
fclose (fp);
return 3;
}
fclose (fp);

/* get the certificate body as a DER string */
if ( i2d_X509_Cl NF(x5090bj->cert_info, &) == 0)
{
fprintf(stderr, "i2d_X509_CINF error\n");
return 4;

}
length = p - p_key_buf;

if ( length > 8192 )

{
fprintf(stderr, "i2d_X509_CI NF val ue exceeds buffer length\n");
return 5;

}

SHAL1_I ni t (&SHA) ;
SHA1_ Updat e( &SHA, p_key_buf, length);
SHA1_Fi nal (sha_val ue, &SHA);

if ( encodeBase64(sha_val ue, 20, sha_base64, 64) == 0 )
return 6;

printf("%\n", sha_base64);
return O;

* end dc-thunbprint.c

*/

*/
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schema-check

C.3. schema-check

This program parses and validates XML instance documents. When an XML document is specified alone, the fileis checked
for well-formedness but is not validated. When an XML document is specified with one or more schema files, schema-
check validates that file against the schemas. Only one file to be tested may be specified at atime. The following example
illustrates using the program to check well-formedness:

Example C.2. Using schema-check to check well-formedness

$ schenm- check perfect-novie.cpl.xn

The next example shows how to use the program to check for valid content:

Example C.3. Uisng schema-check to check validity

$ schenm- check perfect-novie.cpl.xm SMPTE-428-7-2007. xsd

C.3.1. schema-check Source Code Listing

/1

/'l schema-check.cpp -- test XML docunment agai nst schema

/1

/1

/1 This programrequires the Xerces-c¢ XM. library. To build:
/!l $ c++ -0 schema-check schema-check.cpp -1 xerces-c

/1

#i ncl ude <i ostrean»
#i nclude <list>
#i ncl ude <string>

#i ncl ude <xercesc/ util/Qut Of Mermor yExcepti on. hpp>

#i ncl ude <xercesc/ dom DOM hpp>

#i ncl ude <xercesc/ parsers/ Xer cesDOVPar ser . hpp>

#i ncl ude <xercesc/framewor k/ XMLG anmar Descri pti on. hpp>
#i ncl ude <xercesc/ sax/ ErrorHandl er. hpp>

#i ncl ude <xercesc/ sax/ SAXPar seExcepti on. hpp>

using std::cerr;
using std::endl;
XERCES_CPP_NAMESPACE_USE

e e R T PP
/1l Wility code adapted fromthe DOWrint programdistributed with Xerces-c

/'l sinmple transcodi ng wrapper
class StrX

{

char* fLocal Form

public :
StrX(const XM.Ch* const toTranscode) { flLocal Form = XM.String::transcode(toTranscode); }
~StrX() { XM.String::rel ease(&f Local Form; }
const char* |ocal Form() const { return fLocal Form }

3

std:: ostream&
operator<<(std::ostream& target, const StrX& toDunp)
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schema-check Source Code Listing

{
target << toDunp.!|ocal Form();
return target;

}

/'l error handler interface

cl ass DOMIr eeError Reporter : public ErrorHandl er

{

publi c:
voi d war ni ng(const SAXParseException& toCatch) {}
void resetErrors() {}

voi d DOMTr eeErrorReporter::error(const SAXParseException& toCatch) {
cerr << "Error at file \"" << StrX(toCatch. getSystem d())

<< "\", line " << toCatch. getLineNunber ()
<< ", colum " << toCatch. get Col uimNunber () << endl
<< " Message: " << StrX(toCatch. get Message()) << endl;

}

voi d DOMTreeErrorReporter::fatal Error(const SAXParseException& toCatch) {
cerr << "Fatal Error at file \"" << StrX(toCatch. getSystem d())

<< "\", line " << toCatch. getLineNurber ()
<< ", colum " << toCatch. get Col uimNunber () << endl
<< " Message: " << StrX(toCatch. get Message()) << endl;
}
s
e e T T
int
mai n(int argc, const char** argv)
{
try
{
XMLPlatformdtils::Initialize();
}

cat ch(const XM_Exception& e)

StrX tnp_e(e. get Message());
cerr << "Xerces initialization error: " << tnp_e.local Form() << endl;
return 2;

}

/'l check comand line for argunents
if (argc < 1)
{
cerr << "usage: schema-check <xm -file> [<schema-file> ...]" << endl;
return 3;

}

Xer cesDOVPar ser *parser = new Xer cesDOWPar ser ;
DOMIT eeEr r or Reporter *errReporter = new DOMIT eeError Reporter();
par ser - >set Error Handl er (err Reporter);

par ser - >set DoNanmespaces(true);
par ser->set Creat eEnti t yRef erenceNodes(true);
par ser - >useCachedG ammar | nPar se(true);

if (argc > 2)
{
par ser - >set DoSchenma(true);
par ser->set DoVal i dati on(true);
par ser - >set Val i dat i onSchemaFul | Checki ng(true);

for (int i =2; i < argc; i++)
{

if ( parser->loadG ammar(argv[i], Ganmar::SchemaG amrar Type, true) == 0 )
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{

cerr << "Error loading grammar " << std::string(argv[i]) << endl;
return 4;

}
}

bool errorsCccured = true;
try
{

parser->parse(argv[1]);

errorsCccured = fal se;

}
catch ( const Qut Of MenoryException& )

{

cerr << "CQut of nenory exception." << endl;

}
catch ( const XM.Exception& e )

{
cerr << "An error occurred during parsing" << endl
<< " Message: " << StrX(e.getMessage()) << endl;

}
catch ( const DOVException& e )

{
const unsigned int maxChars = 2047;
XM.Ch errText[maxChars + 1];

cerr << endl
<< "DOM Error during parsing: '" << std::string(argv[l]) <<
<< "DOM Exception code is: " << e.code << endl;

<< endl

if ( DOM npl enentation:: | oadDOVEXcepti onMsg(e. code, errText, nmaxChars) )
cerr << "Message is: " << StrX(errText) << endl;

}
catch (...)

{

cerr << "An error occurred during parsing." << endl;

}

return errorsCccured ? 1 : O;

}

/1
/'l end schema-check. cpp
/1
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kdm-decrypt

C.4. kdm-decrypt

This program reads aKDM and an RSA private key in PEM format and decrypts the EncryptedK ey elements inthe K DM-
The decrypted key blocks are printed to stdout. Note that key blocksin the KDM must have been encrypted using thespublic
key which corresponds to the RSA key given as the second argument to this program.

Example C.4. kdm-decrypt execution

$ kdm decrypt test_file.kdmxm ny_id_key. pem
Ci pherDat al D: f1dc124460169a0e85bc300642f 866ab
Si gner Thunmbpri nt: g50gr 6Gkf GGVWW2HzcBTee5mDQ zw=
CPL 1d: 119d8990-2e55-4114-80a2- e53f 3403118d
Key 1d: b6276c4b- b832-4984- aab6- 250c9e4f 9138
Key Type: MK
Not Before: 2007-09-20T03: 24: 53-00: 00
Not After: 2007-10-20TO03: 24: 53-00: 00
Key Data: 7f2f711f 1b4d44b83elddlbf 90dc7d8c

C.4.1. kdm-decrypt Source Code Listing

/1

/1 kdm decrypt.cpp -- decrypt and di spl ay KDM Encrypt edKey el ements
/1

/1

/1 This programrequires the Xerces-c XM., XM.Security, OpenSSL

/1 and asdcplib libraries. To build:

/1

/] c++ -0 kdmdecrypt kdm decrypt.cpp \

11 -l xerces-c -1l xm -security-c -l kumu -1crypto
/1

#i nclude <KM util . h>

#i ncl ude <KM fil ei 0. h>

#i ncl ude <i ostrean

#i ncl ude <string>

#i ncl ude <openssl/pem h>

#i ncl ude <xercesc/ util/Qut Of Mermor yExcept i on. hpp>
#i ncl ude <xercesc/ parsers/ Xer cesDOVPar ser . hpp>

#i ncl ude <xercesc/ framewor k/ MenBuf | nput Sour ce. hpp>
#i ncl ude <xsec/ framewor k/ XSECPr ovi der . hpp>

#i ncl ude <xsec/ framewor k/ XSECExcept i on. hpp>

#i ncl ude <xsec/ enc/ XSECCr ypt oExcepti on. hpp>

#i ncl ude <xsec/enc/ OpenSSL/ OpenSSLCr ypt oKeyRSA. hpp>

XERCES_CPP_NAMESPACE_USE
using std::cout;

using std::cerr;

using std::endl;

usi ng nanespace Kumu;

const size_t KeyType_Length = 4;
const size_t DateTinme_Length = 25;
const ui 32_t X509Thunbprint_Length = 20;

/'l A structure to hold key block data retrieved during a decrypt operation.
struct S430_2_KeyBl ock
{

byte_t Ci pherDatal D[ UUIl D_Lengt h];

byte_t Si gner Thunbpri nt [ X509Thunbpri nt _Lengt h];

byte_t CPLId[UU D_Length];

byte_t KeyType[ KeyType_Length];
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byte_t Keyl d[ UUI D_Length];

byte_t Not Bef ore[ Dat eTi me_Lengt h] ;
byte_t Not After[ DateTi me_Length];
byte_t KeyData[ Symmetri cKey_Lengt h] ;

S430_2_KeyBl ock() {
menset (this, 0, sizeof(S430_2_KeyBl ock));
}

std::string Dunp() const;
s

/1 Pretty-print key block data.
std::string
S430_2_KeyBl ock: : Dunp() const
{
using std::string;
Kumu: : I denti fi er <X509Thunbpri nt _Lengt h> TnpThunbpri nt;
UU D TnpUU D
char t np_buf [ 64] ;
string out_string;

bi n2hex( Ci pherDatal D, UU D _Length, tnp_buf, 64);

out _string =" Ci pherDatal D: " + string(tnp_buf);

TpThunbpri nt. Set ( Si gner Thunbprint) ;

out _string += "\nSi gner Thumbprint: " + string(TnpThunmbpri nt. EncodeBase64(tnp_buf, 64));
TnpUUI D. Set (CPLI d) ;

out _string += "\n CPL Id: " + string(TnmpUU D. EncodeHex(t np_buf, 64));

TrpUUI D. Set (Keyl d) ;

out _string += "\n Key Id: " + string(TnpUU D. EncodeHex(tnp_buf, 64));

out _string += "\n Key Type: " + KeyType[O] + KeyType[l] + KeyType[2] + KeyType[3];

assert (Dat eTi me_Lengt h<64) ;

t np_buf [ Dat eTi ne_Lengt h] = 0;

mencpy(tnmp_buf, NotBefore, DateTi me_Length);

out _string += "\n Not Before: " + string(tnp_buf);
menmcpy(tnmp_buf, NotAfter, DateTine_Length);

out _string += "\n Not After: " + string(tnp_buf);
bi n2hex(KeyData, UU D _Length, tnp_buf, 64);

out _string += "\n Key Data: " + string(tnp_buf);
out _string += "\n";

return out_string;

}

/!l Gven a KDM string and a parsed RSA key, decrypt the key bl ocks
/1 in the KDM and print themto stdout.

int

decrypt _kdn{const std::string& KDVDocunment, EVP_PKEY* Target)

assert(Target);

Xer cesDOVPar ser* parser = new Xer cesDOWPar ser ;
par ser - >set DoNanmespaces(true);
par ser - >set Creat eEnti t yRef erenceNodes(true);

try
{
MenBuf | nput Sour ce xm Sour ce(rei nterpret_cast<const XM.Byte*>( KDMDocument.c_str()),
stati c_cast <const unsigned int>(KDVDocunent.|ength()),
"pidc_rules_file");
par ser - >par se( xm Sour ce) ;
int errorCount = parser->getErrorCount();
if ( errorCount > 0 )
{
cerr << "XM. parse errors: " << errorCount << endl;
return -1;

}
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catch ( const Qut Of MenoryException& )

{
cerr << "CQut of nenory exception." << endl;
}
catch ( const XMLException& e )
{

char* emsg = XM.String::transcode(e. get Message());
cerr << "An error occurred during parsing" << endl
<< " Message: " << enmsg << endl;
XSEC_RELEASE_XM.CH( ensg) ;
}
catch ( const DOVException& e )
{
const unsigned int maxChars = 2047;
XM.Ch errText[maxChars + 1];

cerr << endl
<< "DOM Exception code is: " << e.code << endl;

if ( DOM npl ementation:: | oadDOVEXcepti onMsg(e. code, errText, nmaxChars) )

t char* emsg = XM.String::transcode(errText);
cerr << "Message is: " << ensg << endl;
XSEC_RELEASE_XM.CH( ensg) ;

}

}
catch (...)
{
cerr << "Unexpected XM. parser error." << endl;
}
try
{

XSECPr ovi der prov;
OpenSSLCrypt oKeyRSA* Pri vat eKey = new OpenSSLCrypt oKeyRSA( Tar get ) ;
if ( PrivateKey == 0 )
{
cerr << "Error reading private key" << endl;
return -1;

}

DOVDocunent * doc = par ser->get Docunent () ;
assert(doc);

XENCCi pher* ci pher = prov. newG pher (doc);
ci pher - >set KEK( Pri vat eKey) ;

DOWNodel terator* Iter =
((DOvDocunent Tr aver sal *) doc) - >cr eat eNodel t er at or ( doc,

(DOWNodeFi | t er: : SHOW ELEMENT) ,
0, false);

assert(lter);

DOWNode* Node;

int keys_accepted = 0;

int key_nodes_found = O;

while ( (Node = Iter->nextNode()) !=0)
{
char* n = XM.String::transcode(Node->get Local Nane());
if ( n==0) continue;

if ( strcmp(n, "EncryptedKey") == 0 )
{
key_nodes_f ound++;
S430_2_KeyBl ock Ci pher Dat a;
ui 32_t decrypt_len =
ci pher - >decr ypt Key( ( DOVEl ement *) Node,
(byte_t*)&GCi pherData, sizeof(CipherData));
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}

/1

if ( decrypt_len == sizeof (C pherData) )
{
keys_accept ed++;
cout << Ci pherData. Dunp();

else if ( decrypt_len > 0)

cerr << "Unexpected cipher block length: " << decrypt_len << endl;
el se
cerr << "Error decoding key block: " << key_nodes_found << endl;
}
XSEC_RELEASE_XM.CH( n) ;

}

Iter->rel ease();

catch ( XSECException &e)

{
char* emsg = XM.String::transcode(e.getMg());
cerr << "Key decryption error: " << emsg << endl;
XSEC_RELEASE_XML.CH( ensg) ;
return -1;

}
cat ch ( XSECCrypt oException &e)

{
cerr << "Crypto error: " << e.getMsg() << endl;
return -1;

}

catch (...)

{
cerr << "Unexpected decryption error." << endl;

}

del ete parser;
return O;

mai n(int argc, const char** argv)

{

if ( argc < 3)

cerr << "USAGE: kdm decrypt <kdmfile> <RSA-PEMfile>" << endl;
return 2;

XMLPlatformltils::Initialize();
XSECPl atformhtils::Initialise();

cat ch(const XM.Exception& e)
{
char* emsg = XM.String::transcode(e. get Message());
cerr << "Xerces or XM.Security initialization error: " << emsg << endl;
XSEC_RELEASE_XM.CH( ensg) ;
return 3;
}
catch (...)
{

cerr << "Unexpected Xerces or XM.Security initialization error." << endl;

}

FILE* fp = fopen (argv[2], "r");
if ( fp==0)
{
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perror(argv[2]);

return 4;
}
EVP_PKEY* Target = PEMread_PrivateKey(fp, 0, 0, 0);
fclose(fp);
if ( Target == 0)
{
cerr << "Error reading RSA key in file " << std::string(argv[2]) << endl;
return 5;
}

std::string XM__doc;
Result _t result = ReadFilelntoString(argv[1], XM._doc);
if ( KM_FAILURE(result) )

{

cerr << "Error reading XM file " << std::string(argv[1l]) << endl;
return 6;

}

if ( decrypt_kdm XM._doc, Target) !=0)
return 1;

return O;

}

/1
/1 end kdm decrypt.cpp
/1
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C.5.j2c-scan

This program reads a JPEG 2000 codestream from afile and produces parametric data on the standard output. Thefollowing
exampleillustrates this usage:

Example C.5. j2c-scan execution

$ j2c-scan test _franme_000002. | 2c
codi ng paraneters
digital cinema profile: none
rsiz capabilities: standard
pi xel offset fromtop-left corner: (0, 0)
tile width/height in pixels: (2048, 1080)
image width/height in tiles: (1, 1)
tile #1
coding style: 1
progressi on order: Conponent - Position-Resol ution-Layer
POC marker flag: 0O
nunber of quality layers: 1
rate for layer #1: 0.0
mul ti-conponent transformflag: 1
conponent #1
coding style: 1
nunber of resolutions: 6
code bl ock wi dth/height: (5, 5)
code bl ock coding style: 0
di screte wavel et transformidentifier: 0
quanti zation style: 2
nunber of guard bits: 1
step size pairs: 16
region of interest shift: 0O
conponent #2
coding style: 1
nunber of resolutions: 6
code bl ock wi dth/height: (5, 5)
code bl ock coding style: 0
di screte wavel et transformidentifier: 0
quanti zation style: 2
nunber of guard bits: 1
step size pairs: 16
region of interest shift: 0O
conponent #3
coding style: 1
nunber of resolutions: 6
code bl ock wi dth/height: (5, 5)
code bl ock coding style: 0
di screte wavel et transformidentifier: 0
quanti zation style: 2
nunber of guard bits: 1
step size pairs: 16
region of interest shift: 0O

C.5.1. j2c-scan Source Code Listing

/
j2c-scan.cpp -- parse j2c file and display data concerning it

This programrequires the OpenJPEG i brary. Furthernore, it
requires the header files "openjpeg.h" and "j2k.h" fromthe
OpenJPEG source distribution. Copy the headers to your build

* %k ok ok ok Ok F
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* directory. After doing so, execute the following to build:
* $ c++ -0 j2c-scan j2c-scan.cpp -l openjpeg
*/

#i ncl ude <stdi o. h>

#i ncl ude <string. h>
#i ncl ude <stdlib. h>
#i ncl ude "openj peg. h"
#i ncl ude "j 2k. h"

static void
j 2k_dunp_cp (opj_inage_t * image, opj_cp_t * cp)
{

char *s;

int i, j, k;

int step_size_pairs;

printf ("coding paranmeters\n");

if (cp->coment != NULL)
{
printf (" coding comrent: %\n", cp->coment);
}
switch (cp->ci nenn)
{
case OFF: s = "none"; br eak;
case Cl NEMA2K_24: s = "2k @24 fps"; br eak;
case Cl NEMA2K_48: s = "2k @48 fps"; br eak;
case Cl NEMAMK_24: s = "4k @24 fps"; br eak;
defaul t: s = "unknown"; br eak;

printf (" digital cinema profile: %\n", s);
switch (cp->rsiz)

{

case STD _RSI zZ: s = "standard"; br eak;

case Cl NEMA2K: s = "2k digital cinem"; br eak;
case Cl NEMMK: s = "4k digital cinem"; br eak;
defaul t: s = "unknown"; br eak;

}

printf (" rsiz capabilities: %\n", s);

printf (" pixel offset fromtop-left corner: (%, %l)\n", cp->tx0,
cp->ty0);

printf (" tile width/height in pixels: (%, %)\n", cp->tdx, cp->tdy);

printf (" image width/height in tiles: (%, %)\n", cp->tw, cp->th);

for (i =0; i <cp->tw?* cp->th; i++)
{

printf (" tile #%\n", i + 1);

printf (" coding style: 9%\n", cp->tcps[i].csty);

switch (cp->tcps[i].prg)
{
case LRCP: s = "Layer-Resol uti on- Conponent - Posi ti on"; br eak;
case RLCP: s = "Resol ution-Layer - Conponent - Posi ti on"; br eak;
case RPCL: s = "Resol ution-Position- Conponent - Layer"; br eak;
case PCRL: s = "Position-Conponent - Resol uti on-Layer"; br eak;
case CPRL: s = "Conponent - Posi ti on- Resol uti on-Layer"; br eak;
defaul t: s = "unknown"; br eak;
}

printf (" progression order: %\n", s);

printf (" POC marker flag: %\n", cp->tcps[i].POC);

printf (" nunber of quality layers: %\ n", cp->tcps[i].num ayers);

for (j =0; j < cp->tcps[i].num ayers; |++)
{

printf (" rate for layer #%: % 1f\n", j + 1,
cp->tcps[i].rates[j]);

}

printf (" mul ti-conmponent transformflag: %\ n", cp->tcps[i].ntt);

for (j = 0; j < image->nunconps; | ++)
{

printf (" conponent #%\n", j + 1);
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printf (" coding style: 9%\n", cp->tcps[i].tccps[j].csty);

printf (" nunmber of resolutions: %\ n",
cp->tcps[i].tccps[j].nunresol utions);

printf (" code bl ock wi dth/height: (%, %l)\n",
cp->tcps[i].tccps[j].cbl kw, cp- >tcps[ i].tccps[j].cblkh);

printf (" code bl ock coding style: %\n"
cp->tcps[i].tccps[j].cblksty);

printf (" di screte wavel et transformidentifier: %\ n",
cp->tcps[i].tccps[j].qnfbid);

printf (" quanti zation style: %\n"
cp->tcps[i].tceps[j].qntsty);

printf (" number of guard bits: %\n",

cp->tcps[i].tceps[j].nungbits);
step_size_pairs =
(cp->tcps[i].tcecps[j].gntsty ==
J2K_CCP_ONTSTY_SIQNT) ? 1 : cp->tcps[i].tccps[j].nunresolutions *

3 - 2
printf (" step size pairs: %\ n", step_size_pairs);
printf (" region of interest shift: %\ n",
cp->tcps[i].tccps[j].roishift);
}
}
}
voi d

error_cal I back (const char *nsg, void *client_data)

FILE *stream = (FILE *) client_data;
fprintf (stream "[ERROR] %", nsQ);

}

voi d

war ni ng_cal | back (const char *msg, void *client_data)

{
FILE *stream = (FILE *) client_data;
fprintf (stream "[WARNING %", nsQ);

}

int

main (int argc, char *argv[])

{
char *fil enane; /* name of the file to process */
FILE *fp; /* input file pointer */
int file_length; /* length of the input file */
unsi gned char *buffer = NULL; /* in-nenory buffer containing the input file */
opj _cio_t *cio = NULL; /* OpenJPEG wr apper around file buffer */
opj _dparaneters_t paraneters; /* deconpression paranmeters */
opj _dinfo_t *dinfo = NULL; /* pointer to a JPEG 2000 deconpressor */
opj _event _ngr_t event _nyr; /* manager of events' callback functions */
opj _i mage_t *inmage = NULL; /* pointer to the decoded inage */

menset (&event_ngr, 0, sizeof (opj_event_ngr_t));
event _ngr.error_handl er = error_cal | back;

event _ngr. war ni ng_handl er = war ni ng_cal | back;
event _ngr.info_handl er = NULL;

/* establist default decoding paraneters for JPEG 2000 codestreans */
opj _set _defaul t _decoder _paraneters (&paraneters);
paranet ers. decod_format = 0;

if (argc != 2)
{
fprintf (stderr, "USAGE: j2c-scan file.j2c\n");
return 1;

}

filenane = argv[1];
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strncpy (paranmeters.infile, filenane, sizeof (paranmeters.infile) - 1);

/* read the input file and put it in menory */
fp = fopen (paraneters.infile, "rb");
if (fp == NULL)
{
perror ("fopen");
return 2;

}
fseek (fp, 0, SEEK_END);
file_length = (int) ftell (fp);
fseek (fp, 0, SEEK_SET);
buffer = (unsigned char *) malloc (file_length);
fread (buffer, sizeof (unsigned char), file_length, fp);
fclose (fp);

/* decode the JPEG 2000 codestream */
dinfo = opj_create_deconpress (CODEC J2K);
opj _set _event _ngr ((opj_comon_ptr) dinfo, &event_ngr, stderr);
opj _setup_decoder (dinfo, &paraneters);
cio = opj_cio_open ((opj_comon_ptr) dinfo, buffer, file_length);
i mmge = opj _decode (dinfo, cio);
if (image == NULL)
{
fprintf (stderr, "ERROR -> j2c-scan: failed to decode imge!\n");
opj _destroy_deconpress (dinfo);
opj _cio_close (cio);
free (buffer);
return 1;
}
opj _cio_close (cio);
free (buffer);

/* display information about the inage */
j 2k_dunp_cp (i mage, ((opj_j2k_t *) dinfo->j2k_handl e)->cp);

/* free the nenory */
opj _destroy_deconpress (dinfo);
opj _i mage_destroy (inage);

return O;
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C.6. Eab_calc.py

This program reads a measured set of xyY values and a set of reference values and calculates the Delta E*ab valuge of the
two. This calculation is required to perform the test in Section 7.5.12 The following example illustrates this usage:

Example C.6. Eab_calc.py execution

$ Eab_cal c. py 0.2650 0.6900 34.64 0.2719 0.6835 34. 64
L=88.0 a*=-110.2 b*=106.1

L=88.0 a*=-106.2 b*=106.0

Del t aE=4. 0

C.6.1. Eab_calc.py Source Code Listing

#!/ usr/ bi n/ pyt hon

#

# Eab_calc.py -- Calculate Delta E*ab from xyY inputs.

# Adapted fromthe exanples in SMPTE EG432- 1.

#
#
i mport sys

_Xwhite
_Ywhite
_Zwhite

42.940 # d-cinema reference white constants
48.0
45, 81

def _Lab_f1(measured, white_ref):
q = nmeasured / white_ref
if q > 0.008856: return pow(q, 1.0/3)
return 903.3 * ¢

class Lab_set:
def init_with_xyY(self, x, y, Y):

X=(x/ly)*Y
z=1-Xx-Y
Z=(z/ly)*Y

return self.init_wth_XYZ(X Y, 2)

def init_with_XYZ(self, X, Y, 2):

Yratio = _Lab_f1(Y, _Ywhite);
self.L = 116.0 * Yratio - 16;
self.a = 500.0 * ( _Lab_f1(X, _Xwhite) - Yratio );
self.b = 200.0 * ( Yratio - _Lab_f1(Z, _Zwhite) );

return self

def cal c_DeltaE(self, rhs):
sum = pow(self.L - rhs.L, 2)
sum += pow(self.a - rhs.a, 2)
sum += pow(self.b - rhs.b, 2);
return pow(sum O0.5);

def __repr__(self):
return "L=% 1f a*=% 1f b*=% 1f" % (self.L, self.a, self.b)

if _name__ =="__main__":
if len(sys.argv) !'=7:
sys.stderr.wite("usage: Eab_calc <x-nm> <y-nmp <Y-np <x-ref> <y-ref> <Y-ref>\n")
sys.exit(1)
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measured_data = Lab_set().init_wi th_xyY(float(sys.argv[1]),
float(sys.argv[2]),
float(sys.argv[3]))

reference_data = Lab_set().init_wi th_xyY(float(sys.argv[4]),
float(sys.argv[5]),
float(sys.argv[6]))

print " measured: %" % (neasured_data)

print "reference: %" % (reference_data)

print "DeltaE=% 1f" % (reference_dat a. cal c_Del t aE( neasur ed_dat a))

#
# end Eab_cal c. py
#
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C.7. uuid_check.py

This program reads one or more XML files containing d-cinema metadata and tests each of the UUID valuesfor compliance
with [RFC 4122]. The program will halt with an exception if any unexpected values are encountered. The following example
illustrates this usage for aKDM file:

Example C.7. uuid_check.py execution

$ uui d_check. py Exanpl e. kdm xn

UUI D:  7556bf f 9- 58f 9- 4320- bb1f - f b594219a957
UUI D: bdb3a717-5062- 4822- 8df c- 0dc6570cc116
UUI D: 71f 7926e- 8ce6- 4763- b14b- Oef 7dcd952f 5
UUI D: 6083adad- 472c- 43da- b131- c6dc601cd154
UUI D: aeaae312-a257-11da-a601- 8b319b685f 8e

C.7.1. uuid_check Source Code Listing

#!/ usr/ bi n/ pyt hon

#

# uui d_check.py -- Scan an XM. file and see that all UU D val ues
# conformto RFC 4122

#

#

import sys, re

# regul ar expressions for use bel ow

urn_uuid_re = re.conmpile('urn:uuid: ([*<]*)")

uuid_re = re.conpile('~[0-9a-f]1{8}-[0-9a-f]{4}-\
([1-5])[0-9a-f]1{3}-[8-9a-b][0-9a-f]{3}-[0-9a-f]{12}$', re.| GNORECASE)

#
def uui d_scan(text)
uuid_list =[]
while text:
match = urn_uui d_re. search(text)
if not match: break

uui d_val = match. group(1)
text = text[match.end():]

mat ch = uui d_re. mat ch(uui d_val)

if not match
sys.stderr.wite("urn:uuid: value is not an RFC-4122 UU D: %\n" % (uuid_val))
continue

type = int(match. group(1)[0])
if type not in (1, 4, 5)
sys.stderr.wite("Unexpected UU D type: % for value %\n" % (type, uuid_val))

uui d_I i st.append(uui d_val)
return uuid_|ist

#

#

if len(sys.argv) < 2
sys.stderr.wite("usage: uuid_check.py <xm -file>[...]\n")
sys.exit(1)
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for filename in sys.argv[1l:]:
try:
handl e = open(fil enane)
text = handl e.read()
handl e. cl ose()

except Exception, e
print "%: 9%" % (filenane, e)

el se
for uuid in uuid_scan(text)
print "UUID: " + uuid

#
# end uui d_check. py
#
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C.8. dsig_cert.py

This program reads a signed XML file and re-writes the file to the standard output using the certificate order expected by
the checksig from the XML Security package. The following example illustrates this usage for aKDM file;

Example C.8. dsig_cert.py execution

$ dsig-cert.py test-kdmxm >tnp.xnl
$ checksig tnp. xn
Signature verified OK!

C.8.1. dsig_cert.py Source Code Listing

#!/ usr/ bi n/ pyt hon

Z dsig_cert.py -- Re-order certificates in an XM signature
Z NOTE: This programrequires Python 2.4 or greater

:

import sys, re
from subprocess inport Popen, PlIPE

# regul ar expressions for use bel ow

Si gnatureValue_end_re = re.conpile('</(?:[\w-]+:)?Si gnatureVal ue[*>]*>")

X509Data_re = re.conpile(' <(?:[\wW-]+:)X509Data[ *>] *>(.*?)</(?:[\wW -] +:) X509Dat a\ s*>\ s+',
re. DOTALL)

X509Certificate_re = re.conpile(' X509Certificate[">]*>(.*?)</', re.DOTALL)

dnQualifier_re = re.conpile( dnQualifier=([\\w+=)")

#
def get_dng_type(pemtext, type):
"""Extract the dnQualifier value for the given certificate and comran nane. """
handl e = Popen(('/usr/bin/openssl', 'x509', '-noout', '-'+type),
stdi n=PI PE, stdout=PIPE, close_fds=True)

handl e. stdin.wite(pemtext)
handl e. st di n. cl ose()

name_t ext = handl e. stdout . read()
handl e. wai t ()

if handle.returncode != 0:
rai se Exception, "No X509Certificate element in " + pemtext

dng = dnQualifier_re.search(name_text)
if not dnqg:

rai se Exception, "Error retrieving dnQualifier from%." %type
return dng. group(1)

def PEM fy(base64_text):
create canonical PEMIlines fromany base64 input"""

in_text =re.sub('[\r\n]", "', base64_text)
idx =0

end = len(in_text)

retval ="'

while idx < end:
retval += in_text[idx:idx+64] + '"\n'
idx += 64
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return retval

#
class dsig_certificate_set:
"""An object for manipulating XM. Signature certificates."""
def __init__(self, xm _doc):
"""Initialize with a signed XM. docunent string."""
body_end = Si gnatureVal ue_end_re. search(xm _doc)

if not body_end:
rai se Exception, "Docunment does not contain a SignatureVal ue el enment."

sel f. kdm head = xm _doc[: body_end. end()]
xm _doc = xm _doc[ body_end. end():]
sel f. X509Data_list =[]

x509_data = X509Dat a_r e. sear ch(xm _doc)
if x509_dat a:
sel f. kdm head += xm _doc[: x509_data.start ()]

whi | e x509_dat a:
x509_text = xm _doc[x509_data.start():x509_data.end()]
sel f. X509Data_| i st.append({ 'text': x509_text })
xm _doc = xm _doc[x509_data. end():]
x509_data = X509Dat a_r e. sear ch(xm _doc)

self.kdmtail = xm _doc

for x509_data in self.X509Data_|ist:
# extract the certificate
cert = X509Certificate_re.search(x509 data['text'])
if not cert:
rai se Exception, "No X509Certificate element in " + x509_data['text']

cert = PEMfy(cert.group(1))
cert = "----- BEG N CERTI FI CATE- - - - - \n%s----- END CERTI FI CATE- - - - - \n" % (cert)

x509_dat a[ ' subj ect_dnq'] = get_dnq_type(cert, 'subject')
x509_data['issuer_dnqg'] = get_dng_type(cert, 'issuer')
x509_data[' pemcert'] = cert

def order_by_dnq(sel f):
"""Arrange certificates in |eaf-root order."""
root = None
i ssuer_map = {}

for x509_data in self.X509Data_|ist:
if x509_data[' subject_dng'] == x509_data['issuer_dnq']:
if root:
rai se Exception, "Certificate list contains nultiple roots."
root = x509_data
el se:
i ssuer _map[ x509_data['issuer_dng']] = x509_data

if not root:
rai se Exception, "Self-signed root certificate not found."

tnp_list = [root];
try:
key = tnp_list[-1][' subject_dnq']
next = issuer_map[ key]
whi | e next:
tnp_list.append(next)
key = tnp_list[-1][' subject_dnq']
next = issuer_map[ key]
except:
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pass

if len(self.X509Data_list) !'=len(tnmp_list):
rai se Exception, "Certificates do not forma conplete chain."

tnp_list.reverse()
sel f. X509Data_list = tnp_list
return self

def wite_certs(self, prefix="cert_set_'):
"""Wite PEMcertificates to files using the optional filename prefix value."""

count =1
for x509_data in self.X509Data_|ist:
filenane = "%%. pem' % (prefix, count)

handl e = open(filenanme, 'wW)

handl e. wite(x509_data[' pemcert'])
handl e. cl ose()

count +=1

def __repr__(self):
cert_text ="'
for cert in self.X509Data_list:
cert_text += cert['text']

return self.kdmhead + cert_text + self.kdmtail

#
if _name__ =="'__main__":
if len(sys.argv) < 2:
sys.stderr.wite("usage: dsig_cert.py <xm-file>\n")
sys.exit(1)

try:
handl e = open(sys.argv[1])
text = handl e.read()
handl e. cl ose()

set = dsig_certificate_set(text)
set.order _by_dnq()
print set
except Exception, e:
print e

#
# end dsig_cert. py
#
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C.9. dsig_extract.py

Thisprogram reads asigned XML file and writes the certificates contained within to individual PEM files. As shown below,
the - p option can be used to provide a prefix for the automatically-generated filenames. In this example, the input document

contained four certificates.

Example C.9. dsig_extract.py execution

$ dsig-extract.py -p ny_prefix_ test-kdm xmni
$|Is ny_prefix_*
ny_prefix_1. pem
ny_prefix_2. pem
ny_prefix_3. pem
ny_prefix_4. pem

C.9.1. dsig_extract.py Source Code Listing

#!/ usr/ bi n/ pyt hon

#

# dsig_extract.py -- Extract certificates froman XM signature
#

#

fromdsig cert inport dsig certificate_set
i mport sys

prefix = 'xmdsig_cert_'
filenane = None

def usage():
sys.stderr.wite("usage: dsig extract.py [-p <prefix>] <xm-file>\n")
sys.exit(1)

if len(sys.argv) < 2:
usage()

if sys.argv[1l] == "-p":
if len(sys.argv) < 4:
usage()
prefix = sys.argv[2]
filenane = sys.argv[3]
el se:
filenane = sys.argv[1]

try:
handl e = open(fil enane)
text = handl e.read()
handl e. cl ose()

set = dsig_certificate_set(text)
set.wite_certs(prefix=prefix)

except Exception, e:

print e
#
# end dsig_extract. py
#
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Appendix D. ASM Simulator

The asm-requester and asm-responder programs implement the Auditorium Security Message (ASM) protocol via TLS
as defined in [SMPTE-430-6]. Both programs have options that are required for each invocation, e.g., to specify the TLS
certificate, certificate chain, and RSA private key. In the examplesin thetext of this document, these are collectively referred
toas(... standard options ...).Suchcommand examples (illustrated below) are intended to illustrate the
options that apply specifically to the use case at hand.

asm-requester performs ASM requester duties, i.e. sending request messages to an LDB. It has options to specify the
destination | P address, plusthe certificate, certificate chain, and RSA private key that compriseitsidentity. To configureits
ASM functionality, it has options to send message requests according to the message types defined in [SMPTE-430-6], as
well asoptionsthat control its message sending behavior. It also has optionsto specify afilename prefix to storereceived data
in the local filesystem. The standard behavior of the program is to display received messages to the standard output device.

asm-responder performs ASM Responder duties, i.e., responding to requests from an SM. It acts as an ASM responder
at startup, logging events that occur from "boot time" (program invocation) through program termination. If the program
receives aHUP signal it will display the contents of its LE key register and log message queue. The program understands
message types defined in [SMPTE-430-6] which it accepts and responds to accordingly. To control TLSfunctionality, it has
optionsto specify the | P bind address and TCP port, plusthe certificate, certificate chain, and RSA private key that comprise
its identity. To configure its ASM functionality, it has options to control its message response behavior, e.g., causing the
program to respond to all request messages with "Busy". Files containing XML messages can be specified at invocation to
pre-load log events to be returned in response to GetEventList messages. Preloaded messages will have their date stamps
and message | Ds, and message sequence numbers replaced with appropriate values.

The asm-requester and asm-responder programs are not provided with this document. They are described in detail in this
appendix to allow Testing Organizations and other interested parties to develop an implementation that can provide the
services required to execute the respective test procedures defined in this document. In lieu of developing this program,
interested parties may instead choose to instrument an existing ASM requester or ASM responder implementation.

Name
asm-requester — initiate Request-Response-Pair (RRP) messagetype requests to an RRP responder

Synopsis
asm r equest er --responder-address <address> --certificate-file <cert.pem> --certificate-chain-file <chain.pem>
--private-key-file <key.pem> [- - capt ured- prefi x <string>] [--pre-request-wait-tine <seconds>]
[--post-request-wait-tinme <seconds>][--strict-response-tines]|[--nmessagetype-id <id-

string>] [- - messaget ype <nessaget ype>][--i nt erval <seconds>] [--repeat - count <integer>]
[--start-time<datestanp>][--end-tine <dat est anp>]

Description
asm-requester isan ASM requester simulator. For aresponder at aspecified IP address, it will issue ASM Request messages

to aresponder and receive the ASM Responses from the responder. asm-requester recognizes ASM message types specified
by [SMPTE 430-6].

Options

--responder - addr ess <addr ess> -- The address of the responder host.
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--certificate-file <cert. penp -- The certificate used to initialize the TL S connection to the responder.

--certificate-chain-file <cert-chain. pen -- A file containing the concatenated certificates starting with
the CA root and ending with the last signer certificate.

--private-key-file <private-key. pem> --A filecontaining the private key that correspondsto the certificate
specified by --certificate-file.

--captured-prefix <string> --Specify afilename prefix for logging responses from a responder to afile. The
default is to write received responses to standard output.

--pre-request-wait-time <seconds> -- The time to wait, in seconds, after establishing the TLS session and
before issuing requests to the responder.

--post-request-wait-tine <seconds> -- Thetime to wait, in seconds, after issuing requests to the responder
but before terminating the TL S session.

--strict-response-times -- Enforce 2 second response time as specified in SMPTE 430-6.

- -messaget ype-i d <i d- st ri ng> -- Specify an ID to be used with messagetypes that set or request aresponse based
onanlD.

- -messaget ype <nessaget ype> -- Specify the messagetype of the RRP being initiated. Valid message types are
listed in the MESSAGE TY PES section below.

--interval <seconds> -- Theinterval, in seconds, between repetitions of commands. When absent, the messagetype
request is sent only once.

--repeat - count <i nt eger > -- Thenumber of timesamessagerequest is sent to the requester, subject to any specified
walit periods or intervals.

--start-time <dat est anp> -- Specify the starting timestamp for retrieving events using GetEventList.

--end-ti me <dat est anp> -- Specify the end timestamp for retrieving events using GetEventList.

Message Types

ASM messagestypesfit into two categories. General Purpose ASM commands and Link Encryption ASM commands. Only
one command (messagetype request) can be specified at atime. The following list describes the ASM Responder message
types are accepted by the - - nessaget ype option:

BadRequest Issues arequest for an unknown message typetoillicit a"BadRequest” response.

GetTime Issues arequest for the current time of the responder.

GetEventList Issues arequest for the list of events recorded between specified start and stop times.

GetEventlD Issues arequest for the log record matching one of the log record IDs returned from a GetEventList
response.

QuerySPB Issues arequest for a system status report from the responder.

LEKeyLoad Issues an LEK eyl oad message containing alink decryption key to the responder.

LEKeyQuerylD Issues an LEK eyQuery message specifying the ID of alink decryption key

430



LEKeyQueryAll Issues an LEKeyQueryAL L message to aresponder.

LEKeyPurgel D Issues an LEK eyPurgel D message containing an ID of akey to be purged.
LEKeyPurgeAll Issues an LEK eyPurgeAll message instructing a responder to purge al link decryption keys,
Examples

$ asmrequester --responder-address 192.168.1.100 \
--certificate-file virt-sm00l-cert.pem\
--certificate-chain smco-cert-chain. pem\
--private-key virt-sm001. key \
--captured-prefix virt-1db-001-test01- \
--pre-request-wait-tine 60 \
--nessaget ype Cet Event Li st

Starts an instance of the asm-requester with the specified identity files, to establish a TL S connection to 192.168.1.100, wait
60 seconds, then send a GetEventList message request. Output is logged to a file starting with the filename "virt-Idb-001-
testO1-".

Name
asm-responder — respond to Request-Response-Pair (RRP) messagetype requests from an RRP requester

Synopsis
asm r esponder --bind-address <address:port> --certificate-file <cert.pem> --certificate-chain-file <chain.pem>
--private-key-file <key.pem> [--captured-prefix <string>] [--respond-w th-busy] [--respond-
wi th-invalid][--prel oad-I|og-event <xm -file>][--tls-only]

Description
asm-responder isan ASM responder simulator. It will respond to ASM Request messagesreceived from an ASM requester.
asm-responder recognizes ASM message types specified by SMPTE 430-6.

Options

- - bi nd- addr ess <addr ess: port > -- The IP address and port number to bind to and listen for connections. If not
addressis specifed, bind to all addresses. If a port is not specified, the default port of 1173 is used.

--certificate-file <cert. penp -- Thecertificate used when initializing the TL S connection to the requester.

--certificate-chain-file <cert-chain. pen -- A file containing the concatenated certificates starting with
the CA root and ending with the last signer certificate.

--private-key-file <private-key. penm> --A filecontaining the private key that correspondsto the certificate
specified by --certificate-file.

--captured-prefix <string> --Specify afilename prefix for logging responses from a responder to afile. The
default is to write received responses to standard outpuit.

--respond-wi th <nessage-type> -- Respond to all request messages with the specified messagetype, either
"Busy" or "Invalid". This option overrides all other response message options.
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--respond-wi t h- queryspb-type <message-type> --Respondtoal "QuerySPB" request messages with the
specified response, either "NotPlaying”, "Playing"”, or " SecurityAlert".

--prel oad-1 og-event <event-1log-file.xmn >--Specify afile containing alog event. This optionimay be used
multiple times, but only asingle file may be specified per use.

--tls-only -- This option causes asm-responder to establish a TLS session when requested, then ignore (not respond
to) any messages sent from a requester.

Message Types

ASM messagestypesfit into two categories. General Purpose ASM commands and Link Encryption ASM commands. Only
one command (messagetype request) can be specified at atime. The following list describes the ASM Responder message
types that are recognized by the responder, and the action and response generated by receiving each message type:

BadReguest Respond with a"BadRequest" response.

GetTime Responds with a GetTime response message.

GetEventList Responds with a message containing the list of events recorded between the start and stop times.

GetEventlD Responds with a message containing the log record matching the log record ID specified in the
Requester's request message.

QuerySPB Responds with a message containing a system status report.

LEKeyLoad AcceptsaLink Encryption key and responds with a message indicating that the key was received.

LEKeyQuerylD Respondswith amessageindicating the presence or absence of the key matching the KeyI D specified
in the requester's message.

LEKeyQueryAll Responds with a message containing all of the KeylDs corresponding to the Link Decryption keys
in the responder.

LEKeyPurgelD Deletes the specified key, and responds with a message indicating that the key matching the KeylD

specified by the requester has been del eted.

LEKeyPurgeAll Deletes all Link Encryption keys and responds with a message indicating that the key matching the
KeylID specified by the requester has been deleted.

Examples

$ asmresponder --bind-address 192.168.1.100: 1173

--certificate-file virt-1db-001-cert. pem\
--certificate-chain | db-co-cert-chain. pem\
--private-key virt-1|db-001. key

Invokes asm-responder with an identity, and alistening address and port.

$ asmresponder --bind-address 192.168.1.100: 1173
--certificate-file virt-1db-001-cert. pem\

--certificate-chain | db-co-cert-chain. pem\

--private-key virt-1db-001. key \

--respond-w th Busy
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Invokes asm-responder with an identity, and a listening address and port. This invocation is configured to-respond-«o all
message requests with a "ResponderBusy" response.
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Appendix E. GPIO Test Fixture

The GPIO test fixture has eight outputs, which connect to ground via normally-open switch contacts. These outputs-are
expected to interface to command and/or status inputs of the d-cinema equipment under test.

The fixture has eight inputs, which connect to powered, current limited LEDs and will illuminate when the corresponding
input is grounded. These inputs interface to command and/or status outputs of the d-cinema equipment under test.

Example circuits are provided below. Interface of outputs, inputs and ground is made via a single DB-25 female connector
on the test fixture.

Testing Entities are not required to follow the above design, and are free to develop their own equipment and connector
standards. The manufacturer of the d-cinema equipment being tested isresponsible for providing acable, appropriate for the
individual device under test, that will interface to the test fixture being used.

Figure E.1. GPIO Test Fixture Schematic

+12VDC

—O pins 1,10-13
LO pins 22-25

Note that the LED inputs are internally current limited. External devices will be expected to sink 25mA per channel. Also,
the test fixture has an integral PSU (the PSU may be external but it must use a different connector).

Figure E.2. GPIO Test Fixture Connector

—
Ground 110
, O (14 LED1
Switch 1 2O
, Of15 LED2
Switch 2 3|10
Switch 3 4 OO 16 LED3
i
Switch 4 5|0 O |17 LED4
witc
, O |18 LEDS
Switch 5 6 | O
, O [ 19 LED®6
Switch 6 70O
, O 20 LED7
Switch 7 8 | O
. O |21 LEDS
Switch 8 9|0
O | 22 Ground
Ground 10| O
O | 23 Ground
Ground 1] O
O | 24 Ground
Ground 12 OO 05 Ground
Ground 13| O
/
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Appendix G. DCI Specification v1.1
References to CTP

DCSS V1.1 Section Procedure Title CTP Section | CTP Page
3212 Image Structure Container and Image Container Format 451 118
3213 Image Structure Container and Image Container Format 451 118
3215 Image Compression Standard & Encoding Parameters 452 120
3217 Image Structure Container and Image Container Format 451 118
3322 Audio Characteristics 453 122
3323 Audio Sample Rate Conversion 6.6.2 206
334 Timed Text Track File Format 443 111
3341 Audio Characteristics 453 122
3422 Timed Text Resource Encoding 454 124
34.25 Timed Text Synchronization 6.7.2 211
3434 Timed Text Resource Encoding 454 124
34.37 Support for Multiple Captions 6.7.3 212
3.4.38 Timed Text Synchronization 6.7.2 211
4.2 Image Compression Standard & Encoding Parameters 45.2 120
4.3.2 Decoder Requirements 6.5.2 202
4.4 Image Compression Standard & Encoding Parameters 452 120
4432 Timed Text Resource Encoding 454 124
5222 Image and Audio Packaging Standard 442 109
5223 Image and Audio Packaging Standard 4.4.2 109
5224 Image and Audio Packaging Standard 442 109
5225 Image and Audio Packaging Standard 4.4.2 109
5226 Image and Audio Packaging Standard 442 109
523 Composition Playlist File 431 100

Composition Playlist Signature Validation 4.3.2 102

5.3.1.10 Image and Audio Packaging Standard 442 109
53111 Image and Audio Packaging Standard 4.4.2 109
53.1.12 Image and Audio Packaging Standard 442 109
5312 Image and Audio Packaging Standard 442 109
5313 Track File Length 444 113

Playback of Image Only Material 6.5.1 201

53.1.6 Click Free Splicing of Audio Track Files 6.6.4 209

5317 Track File Key Epoch 433 103
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5332 Image Track File Frame Boundary 445 114
5342 Audio Track File Frame Boundary 4.4.6 116
54.2 Composition Playlist File 431 100
54.3 Composition Playlist File 431 100
54.32 Composition Playlist File 431 100
54.3.3 Composition Playlist File 431 100
5434 Composition Playlist File 431 100
54.3.6 Composition Playlist Signature Validation 4.3.2 102
54.4 Composition Playlist Signature Validation 432 102
5521 Asset Map File 411 93
Volume Index File 412 94
5523 Packing List Signature Validation 4.2.2 98
5531 Packing List File 421 96
5532 Packing List File 421 96
Packing List Signature Validation 4.2.2 98
6.2.3 Storage System Ingest Interface 811 249
7.2.2 Screen Management System 8.2 253
7231 Theater System Reliability 104.1 281
7.2.3.11 Storage System Capacity 8.1.2 250
7.2.3.13 Restarting Playback 828 261
7232 Theater System Reliability 104.1 281
7.2.35 Show Playlist Creation 8.2.2 254
7.2.3.7 Show Playlist Creation 8.2.2 254
7.3.2 Show Playlist Format 8.2.3 256
7331 Show Playlist Format 823 256
7332 Show Playlist Format 823 256
734 Show Playlist Creation 8.2.2 254
Automation Control and Interfaces 8.25 258
7411 Show Playlist Creation 8.2.2 254
7412 Show Playlist Creation 822 254
Restarting Playback 8.2.8 261
7413 Show Playlist Creation 8.2.2 254
SMS User Accounts 8.29 262
74.1.4 Show Playlist Creation 8.2.2 254
74.15 Show Playlist Creation 822 254
74.1.6 Show Playlist Creation 8.22 254
KDM Vdlidity Checks 8.24 257
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Automation Control and Interfaces 8.25 258
Artifact Free Playback of Image Content 8.2.7 260
7417 Automation Control and Interfaces 8.25 258
74.1.8 Interrupt Free Playback 8.2.6 259
Restarting Playback 8.2.8 261
Audio Delay Setup 6.6.3 207
7532 Storage System Redundancy 8.13 251
7.5.3.3 Storage System Performance 814 252
7534 Storage System Performance 8.14 252
75.3.6 Storage System Performance 8.14 252
7538 Theater System Storage Security 10.4.2 281
75425 Media Block Overlay 6.7.1 210
7.5.4.2.6 Media Block Overlay 6.7.1 210
75427 Media Block Overlay 6.7.1 210
756.1 Digital Audio Interfaces 6.6.1 204
756.2 Digital Audio Interfaces 6.6.1 204
75.7.2 Automation Control and Interfaces 8.25 258
758 Screen Management System 8.2 253
8.2.2.10 IMB Link Encryption 6.2.4 194
8224 Projector Lens 75.2 237
8.2.2.6 Projector Pixel Count/Structure 753 238
8.2.2.7 Projector Pixel Count/Structure 753 238
Projector Spatial Resolution and Frame Rate Conversion 754 239
8.2.2.8 Projector Spatial Resolution and Frame Rate Conversion 754 239
8.34.10 Contouring 7.5.10 245
83411 Transfer Function 7511 246
8.34.3 White Point Luminance and Uniformity 755 240
8.34.4 White Point Luminance and Uniformity 755 240
8.345 White Point Chromaticity and Uniformity 7.5.6 241
8.34.6 White Point Chromaticity and Uniformity 756 241
8.34.7 Sequentia Contrast 7.5.7 242
8.34.8 Intra-frame Contrast 758 243
8.34.9 Grayscale Tracking 759 244
8.4.2 IMB Link Encryption 6.2.4 194
8431 IMB Link Encryption 6.24 194
844 Projector Overlay 751 236
941 Security Devices Self-Test Capabilities 104.3 281
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9411 SMS Operator Identification 8.2.10 263
Security Entity Physical Protection 104.4 281
Secure SMS-SM Communication 10.4.5 282
94.2.2 Projector Physical Protection 721 216
9.4.24 SM Operating Environment 951 274
L ocation of Security Manager 10.4.6 282
SM Usage of OS Security Features 10.4.7 282
SM Secure Communications 10.4.8 282
9.4.25 SMS Identity and Certificate 8.2.11 264
9.4.35 Image Integrity Checking 6.1.1 181
Sound Integrity Checking 6.1.2 183
Restriction of Keying to Monitored Link Decryptors 6.1.3 184
Restriction of Keying to MD Type 6.1.4 185
Restriction of Keying to valid CPLs 6.1.5 186
Remote SPB Integrity Monitoring 6.1.6 187
SPB Integrity Fault Consequences 6.1.7 189
LE Key Generation 9.5.2 274
Location of Security Manager 10.4.6 282
Playback Preparation 10.4.9 283
SE Uniqueness Constraint 10.4.10 283
Prevention of Keying of Compromised SPBs 104.11 283
SPB Authentication 10.4.12 283
TLS Session Key Refreshes 10.4.13 283
LE Key Issuance 10.4.14 284
Maximum Key Validity Period 10.4.15 284
KDM Purge upon Expiry 10.4.16 284
Key Usage Time Window 10.4.17 284
9.4.36.1 Projector Physical Protection 721 216
Projector Access Door 7.2.2 217
Electronic Marriage Break Key Retaining 7.2.8 223
Projector Companion SPB Location 731 224
Companion SPBs with Electronic Marriage 7.3.2 225
Projector Secure Silicon Device 10.4.18 285
Access to Projector Image Signals 10.4.19 285
Systems with Electronic Marriage 10.4.20 285
9.4.3.6.2 Companion SPBs with Electronic Marriage 7.3.2 225
Companion SPB Marriage Break Key Retaining 7.3.3 227
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LDB TLS Session Constraints 74.2 229
LDB Time-Awareness 74.3 230
LDB ASM Conformity 744 231
LDB Key Storage 745 232
LDB Key Purging 7.4.6 233
LDB Logging 747 235
SPB1 Tamper Responsiveness 953 274
9.4.36.2.1 SPB1 Tamper Responsiveness 953 274
9.4.3.6.3 Companion SPBs with Electronic Marriage 7.3.2 225
Companion SPB Marriage Break Key Retaining 7.33 227
SPB1 Tamper Responsiveness 953 274
9.4.3.6.6 Systems Without Electronic Marriage 7.2.7 222
LDB without Electronic Marriage 74.1 228
Systems Without Electronic Marriage 104.21 285
9.4.3.7 Clock Adjustment 6.3.1 195
Clock Battery 6.3.2 196
Clock Resolution 6.3.3 197
Clock Date-Time-Range 10.4.22 285
Clock Setup 10.4.23 286
Clock Stability 10.4.24 286
9.4.4 LDB Trust 6.2.1 190
LE Key Usage 6.2.3 193
LE Key Generation 9.5.2 274
94.4.1 Multiple LE Operation 6.2.2 191
SE Uniqueness Constraint 10.4.10 283
9.4.4.7 Clock Continuity 10.4.27 286
9.4.5 ASM "RRP Invalid" 5223 138
ASM "GetTime" 5224 139
ASM "GetEventList" 5225 140
ASM "GetEvent| D" 5226 141
ASM "LEKeyL oad" 5227 143
ASM "LEKeyQuerylD" 5228 145
ASM "LEKeyQueryAll" 5229 146
ASM "LEKeyPurgelD" 5.2.2.10 147
ASM "LEKeyPurgeAll" 52211 148
9451 SM Secure Communications 10.4.8 282
TLS Endpoints 10.4.28 287
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Implementation of RRPs 10.4.29 287
SMS and SPB Authentication and ITM Transport Layer 10.4.30 287
94521 Idempotency of ITM RRPs 10.4.31 287
9.45.2.3 TLS Session Initiation 521 132
Auditorium Security Message Support 5221 134
Security Design Description Requirements 954 275
RRP Synchronism 10.4.32 287
TLS Mode Bypass Prohibition 10.4.33 288
RRP Broadcast Prohibition 10.4.34 288
Implementation of Proprietary ITMs 10.4.35 288
RRP Initiator 10.4.36 288
SPB TLS Session Partners 10.4.37 288
SM TLS Session Partners 10.4.38 289
RRP "Busy" and unsupported Types 10.4.39 289
RRP Operational Message Ports 10.4.40 289
94532 LDB ASM Conformity 744 231
ASM Failure Behavior 5222 136
9.4.6.1.1 FM Payload 6.4.3 200
FM Generic Inserter Requirements 10.4.41 289
FM Algorithm General Requirements 10.4.42 290
FM Insertion Requirements 10.4.43 290
9.46.1.2 IFM Visual Transparency 10.4.44 290
IFM Robustness 10.4.45 290
9.4.6.1.3 AFM Inaudibility 10.4.46 291
AFM Robustness 10.4.47 291
94.6.2 FM Application Constraints 6.4.1 198
Granularity of FM Control 6.4.2 199
FM Control Instance 10.4.48 291
9.4.6.3.1 Log Records for Multiple SPBs 5322 154
Log Collection by the SM 5324 156
SE Time Stamping 10.4.49 2901
SE Log Authoring 10.4.50 291
SPB Log Storage Requirements 10.4.51 292
Remote SPB Log Storage Requirements 10.4.52 292
IMB Log Storage Capabilities 10.4.53 292
Logging for Standalone Systems 10.4.54 292
9.4.6.3.10 General Log System Failure 53.25 157
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SPB Log Failure 10.4.56 293
Log Purging in failed SPBs 10.4.57 293
9.4.6.3.2 Log Structure 5321 153
9.4.6.34 Log Sequence Numbers 5323 155
9.4.6.3.7 SM Proxy of Log Events 5331 158
SM Proxy of Security Operations Events 5332 159
SM Proxy of Security ASM Events 5.3.33 161
FrameSequencePlayed Event 5411 163
CPL Start Event 54.1.2 164
CPLENd Event 5413 165
PlayoutComplete Event 54.14 166
CPL Check Event 5415 167
KDMKeysReceived Event 54.1.6 168
KDMDeleted Event 54.1.7 169
LinkOpened Event 5421 170
LinkClosed Event 54.22 171
LinkException Event 5423 172
LogTransfer Event 5424 173
KeyTransfer Event 54.25 174
SPBStartup SPBShutdown Events 54.2.6 175
SPBOpen SPBClose Events 54.27 176
SPBClockadjust Event 54.2.8 177
SPBMarriage and SPBDivorce Events 54.29 178
Logging of Failed Procedures 10.4.55 292
9.4.6.6.3 IMB Tasks 10.4.58 293
951 SPB Digital Certificate 511 129
9521 SPB2 Secure Silicon Reguirements 724 219
SPB2 Tamper Evidence 7.25 220
SPB1 Tamper Responsiveness 953 274
SPB1 Tamper Resistance 955 275
SPB1 FIPS Requirements 9.5.6 275
9522 SPB2 Secure Silicon Reguirements 724 219
SPB Type 2 Secure Silicon 513 131
SPB1 Tamper Responsiveness 953 274
SPB1 Tamper Resistance 955 275
SPB1 Secure Silicon FIPS Requirements 9.5.7 275
Private Keys outside Secure Silicon 10.4.59 293
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Image Keys Outside Secure Silicon 10.4.60 293
9523 SPB2 Secure Silicon Field Replacement 7.2.6 221
Repair and Renewal of SPBs 10.4.25 286
Prohibition of SPB1 Field Serviceability 10.4.61 294
Use of Software Protection Methods 10.4.62 294
9524 Projector Physical Protection 721 216
SPB2 Requirements 723 218
SPB Type 2 Security Perimeter 512 130
SPB2 Protected Devices 10.4.26 286
9525 SPB2 Secure Silicon Requirements 724 219
SM Operating Environment 951 274
LE Key Generation 9.5.2 274
SPB1 Tamper Responsiveness 953 274
Security Design Description Requirements 954 275
SPB1 Tamper Resistance 955 275
SPB1 FIPS Requirements 9.5.6 275
SPB1 Secure Silicon FIPS Requirements 9.5.7 275
Asymmetric Key Generation 958 276
Critical Security Parameter Protection 959 276
TMSrole 10.4.63 294
9.5.2.6 SPB1 Tamper Responsiveness 95.3 274
Critical Security Parameter Protection 959 276
D-Cinema Security Parameter Protection 10.4.64 294
9527 SM Operating Environment 951 274
SPB 1 Firmware Modifications 9.5.10 276
9.6.1 L ocation of Security Manager 10.4.6 282
9.6.1.2 L ocation of Security Manager 10.4.6 282
9.75 Composition Playlist Signature Validation 432 102
9.7.6 RSA Key Format 216 16
LE Key Generation 952 274
Asymmetric Key Generation 958 276
RSA Key Entropy 10.4.65 294
Preloaded Symmetric Key Entropy 10.4.66 295
9.7.7 Maximum Number of DCP Keys 353 85
Composition Playlist File 431 100
MD Caching of Keys 10.4.67 295
9.8 Basic Certificate Structure 211 11
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SignatureAlgorithm Fields 212 12
SignatureVaue Field 213 13
SerialNumber Field 214 14
SubjectPublicKeyInfo Field 215 15
Validity Field 217 17
AuthorityKeyldentifier Field 218 18
KeyUsage Field 219 19
Basic Constraint Field 2.1.10 20
Public Key Thumbprint 2111 21
Organization Name Field 2112 23
OrganizationUnitName Field 2113 24
Entity Name and Roles Field 2114 25
Unrecognized Extensions 2115 26
Signature Validation 2.1.16 27
Certificate Chains 2.1.17 28
ASN.1 DER Encoding Check 221 30
Missing Required Fields 222 31
PathLen Check 223 33
OrganizationName Match Check 224 35
Certificate Role Check 225 36
Validity Date Check 2.2.6 37
Signature Algorithm Check 227 38
Public Key Type Check 228 39
ETM Structure 331 50
ETM Validity Date Check 332 51
ETM Signer Element 333 52
ETM EncryptionMethod Element 334 53
KDM MessageType Element 34.1 62
KDM SubjectName Element 34.2 63
KDM ContentAuthenticator Element 343 64
KDM KeyldList/TypedKeyld Field 3.45 66
KDM EncryptedData Element 34.7 68
KeylInfo Element 34.8 69
KDM Devicel istDescription Element 349 70
KDM CompositionPlaylistld Element 34.13 74
KDM Vdlidity Fields 3.4.14 75
KDM KeyldList Element 3.4.15 76
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KDM CipherData Structure ID 3.4.16 77
KDM CipherData Signer Thumbprint 34.17 78
KDM CipherData Validity 3.4.18 79
KDM CipherData CPL 1D 3.4.19 80
KDM NonCritical Extensions Element 35.1 83
ETM lIssueDate Field Check 35.2 84
Certificate Thumbprint Check 355 87
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Appendix H. Abbreviations

AES Advanced Encryption Standard

CPL Composition PlayList

DCI Digital Cinema Initiatives, LLC

DCDM Digital Cinema Distribution Master

DCP Digital Cinema Package

DSM Digital Source Master

ETM Extra Theater Message

FM Forensic Marking

GUI Graphical User Interface

IMB Image Media Block

ISO International Organization for Standards

IETF Internet Engineering Task Force

J2K JPEG2000

KDM Key Delivery Message

LCD Liquid Crystal Display

LD Link Decryptor

LDB Link Decryptor Block

LE Link Encryptor

MB Media Block

MD Media Decryptor

POSIX Portable Operating System Interface

RAID Redundant Array of Independent Disks (formerly: Redundant Array of Inexpensive
Disks)

SM Security Manager

SMS Screen Management System

SPB Secure Processing Block

SPL Show Play List

SMPTE Saciety of Motion Picture and Television Engineers
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StEM Standard Evaluation Material

TCP/IIP Transmission Control Protocol/Internet Protocol

TDL Trusted Device List

TLS Transport Layer Security (formerly known as SSL (Secure Socket Layer)
T™MS Theater Management Station

UMID Unique Material Identifier

UsSB Universal Serial Bus

uuID Universally Unique Identifier

XML eXtensible Markup Language
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A
Abbreviations, 451
Access to Projector Image Signals, 285
AFM Inaudibility, 291
AFM Robusthess, 291
Artifact Free Playback of Image Content, 260
ASM "GetEventlD", 141
ASM "GetEventList", 140
ASM "GetTime", 139
ASM "LEKeyLoad", 143
ASM "LEKeyPurgeAll", 148
ASM "LEKeyPurgelD", 147
ASM "LEKeyQueryAll", 146
ASM "LEKeyQuerylD", 145
ASM "RRP Invalid", 138
ASM Failure Behavior, 136
ASM Simulator
Requester, 429
ASN.1 DER Encoding Check, 30
Asset Map File, 93
Asymmetric Key Generation, 276
Audio Characteristics, 122
Audio Delay Setup, 207
Audio Reproduction, 204
Audio Sample Rate Conversion, 206
Audio Track File Frame Boundary, 116
Auditorium Security Message, 134
Auditorium Security Message Support, 134
AuthorityKeyldentifier Field, 18
Automation Control and Interfaces, 258

B

Basic Certificate Structure, 11
Basic Constraint Field, 20

C

Certificate Chains, 28
Certificate Presence Check, 88
Certificate Role Check, 36
Certificate Thumbprint Check, 87
Certificates
Certificate Decoder Behavior, 30
Testing, 9
Click Free Splicing of Audio Track Files, 209
Clock Adjustment, 195
Clock Battery, 196
Clock Continuity, 286
Clock Date-Time-Range, 285
Clock Resolution, 197

Clock Setup, 286
Clock Stability, 286
Clocks and Time, 195
Color Accuracy, 247

Companion SPB Marriage Break Key Retaining, 227

Companion SPB Type 1, 224
Companion SPBs with Electronic Marriage, 225
Composition Playlist File, 100
Composition Playlist Signature Validation, 102
Content Keysand TDL check, 265
Contouring, 245
Control Messages
ETM, 50
KDM, 62
KDM Decoder Behavior, 83
CPL Check Event, 167
CPLENd Event, 165
CPL Start Event, 164
Critical Security Parameter Protection, 276

D

D-Cinema Security Parameter Protection, 294
DCI Requirements Review, 279
DCI Specification v1.1 Referencesto CTP, 441
DCP, 91
Asset Map, 91
Composition Playlist, 100
Consolidated Test Sequence, 301
d-cinema Package, 126
Essence, 118
Packing List, 95
Track Files, 104
DCP Integrity, 126
Decoder Requirements, 202
Default Timed Text Font, 213
Digital Audio Interfaces, 204

E

Electronic Marriage Break Key Retaining, 223
Entity Name and Roles Field, 25
Equipment List

Hardware, 401

Software, 402
ETM AnnotationText Language, 54
ETM EncryptionMethod Element, 53
ETM IssueDate Field Check, 84
ETM Referencelist Element, 55
ETM Signature DigestMethod Element, 60
ETM Signature Reference Elements, 57
ETM Signature Transforms Field, 59
ETM Signature Validity, 61
ETM SignatureM ethod Element, 58

ETM Signedinfo CanonicalizationMethod Element, 56
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ETM Signer Element, 52
ETM Structure, 50
ETM Vadlidity Date Check, 51
Event Log Operations, 153
Event Logs

Logging, 149

F

FIPS Testing

Type 1 SPB, 269
FM Algorithm General Requirements, 290
FM Application Constraints, 198
FM Control Instance, 291
FM Generic Inserter Requirements, 289
FM Insertion Requirements, 290
FM Payload, 200
Forensic Marking, 198
FrameSequencePlayed Event, 163

G

General Log System Failure, 157
GPIO Test Fixture

GPIO Test Fixture, 435
Granularity of FM Control, 199
Grayscale Tracking, 244

I

|dempotency of ITM RRPs, 287

IFM Robustness, 290

IFM Visua Transparency, 290

Image and Audio Packaging Standard, 109

Image Compression Standard & Encoding Parameters, 120

Image Integrity Checking, 181
Image Keys Outside Secure Silicon, 293
Image Reproduction, 201

Image Structure Container and |mage Container Format, 118

Image Track File Frame Boundary, 114
IMB Link Encryption, 194

IMB Log Storage Capabilities, 292
IMB Tasks, 293

Implementation of Proprietary ITMs, 288
Implementation of RRPs, 287

Ingest and Storage, 249

Interrupt Free Playback, 259
Intra-frame Contrast, 243

Intra-Theater Communication, 132
Issuer Certificate Presence Check, 40

K

KDM CipherData CPL 1D, 80

KDM CipherData Signer Thumbprint, 78
KDM CipherData Structure ID, 77

KDM CipherData Validity, 79

KDM CompositionPlaylistld Element, 74
KDM ContentAuthenticator Element, 64

KDM ContentTitleText Language Attribute, 7%

KDM DevicelistDescription Element, 70
KDM EncryptedData Element, 68
KDM EncryptedKey KeyType, 81
KDM EncryptionMethod, 73
KDM ForensicMarkFlagList Element, 67
KDM KeyldList Element, 76
KDM KeyldList/TypedKeyld Field, 66
KDM KeyType Scope Attribute, 72
KDM MessageType Element, 62
KDM NonCritical Extensions Element, 83
KDM Purge upon Expiry, 284
KDM Recipient X509IssuerName, 82
KDM Signer Certificate Presence, 65
KDM SubjectName Element, 63
KDM Vadlidity Checks, 257
KDM Vadlidity Fields, 75
KDMDeleted Event, 169
KDMKeysReceived Event, 168
Key Delivery Message

Example, 45
Key Usage Time Window, 284
Keylnfo Element, 69
Keylnfo Field Check, 89
KeyTransfer Event, 174
KeyUsage Field, 19

L

LDB ASM Conformity, 231
LDB Key Purging, 233
LDB Key Storage, 232
LDB Logging, 235
LDB Time-Awareness, 230
LDB TLS Session Constraints, 229
LDB Trust, 190
LDB without Electronic Marriage, 228
LE Key Generation, 274
LE Key Issuance, 284
LE Key Usage, 193
Link Decryptor Block, 228
Link Encryption, 190
LinkClosed Event, 171
LinkException Event, 172
LinkOpened Event, 170
Location of Security Manager, 282
Log Collection by the SM, 156
Log Event Proxy

Log Proxy, 158
Log Purging in failed SPBs, 293
Log Records for Multiple SPBs, 154
Log Sequence Numbers, 155
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Log Structure, 153

Logging for Standalone Systems, 292
Logging of Failed Procedures, 292
LogTransfer Event, 173

M

Maximum Key Validity Period, 284
Maximum Number of DCP Keys, 85
MD Caching of Keys, 295

Media Block Overlay, 210

Missing Required Fields, 31
Multiple LE Operation, 191

O

Organization Name Field, 23
OrganizationName Match Check, 35
OrganizationUnitName Field, 24
Overview, 1

P
Packing List File, 96
Packing List Signature Validation, 98
PathLen Check, 33
Playback of Image Only Material, 201
Playback Preparation, 283
PlayoutComplete Event, 166
Preloaded Symmetric Key Entropy, 295
Prevention of Keying of Compromised SPBs, 283
Private Keys outside Secure Silicon, 293
Prohibition of SPB1 Field Serviceability, 294
Projector

Consolidated Test Sequence, 313, 319

Test Environment, 215
Projector Access Door, 217
Projector Companion SPB Location, 224
Projector Image Reproduction, 236
Projector Lens, 237
Projector Overlay, 236
Projector Physical Protection, 216
Projector Pixel Count/Structure, 238
Projector Secure Silicon Device, 285
Projector Spatial Resolution and Frame Rate Conversion, 239
Public Key Thumbprint, 21
Public Key Type Check, 39

R

Reference Documents, 437

Remote SPB Integrity Monitoring, 187

Remote SPB Log Storage Requirements, 292

Repair and Renewal of SPBs, 286

Restarting Playback, 261

Restriction of Keying to MD Type, 185

Restriction of Keying to Monitored Link Decryptors, 184

Restriction of Keying to valid CPLs, 186
RRP "Busy" and unsupported Types, 289
RRP Broadcast Prohibition, 288

RRP Initiator, 288

RRP Operational Message Ports, 289
RRP Synchronism, 287

RSA Key Entropy, 294

RSA Key Format, 16

S

Screen Management System, 253, 253
SE Log Authoring, 291

SE Time Stamping, 291

SE Uniqueness Constraint, 283
Secure Processing Block, 129

Secure SMS-SM Communication, 282

Security Design Description Requirements, 275
Security Devices Self-Test Capabilities, 281

Security Entity Physical Protection, 281
Security Log Events

ASM, 170

Log Events, 163
Security Manager, 181
SecurityLog Events

Playout, 163
Sequentia Contrast, 242
SeriaNumber Field, 14
Server

Consolidated Test Sequence, 305
Show Playlist Creation, 254
Show Playlist Format, 256
Signature Algorithm Check, 38
Signature Validation, 27
SignatureAlgorithm Fields, 12
SignatureVaue Field, 13
SM Operating Environment, 274
SM Proxy of Log Events, 158
SM Proxy of Security ASM Events, 161

SM Proxy of Security Operations Events, 159

SM Secure Communications, 282
SM TLS Session Partners, 289
SM Usage of OS Security Features, 282

SMS and SPB Authentication and ITM Transport Layer, 287

SMS Identity and Certificate, 264

SM S Operator Identification, 263

SMS User Accounts, 262

Sound Integrity Checking, 183

Source Code, 405

SPB 1 Firmware Modifications, 276
SPB Authentication, 283

SPB Digital Certificate, 129

SPB Integrity Fault Consequences, 189
SPB Log Failure, 293




SPB Log Storage Requirements, 292

SPB TLS Session Partners, 288

SPB Type 2, 216

SPB Type 2 Secure Silicon, 131

SPB Type 2 Security Perimeter, 130

SPB1 FIPS Requirements, 275

SPB1 Secure Silicon FIPS Requirements, 275
SPB1 Tamper Resistance, 275

SPB1 Tamper Responsiveness, 274

SPB2 Protected Devices, 286

SPB2 Requirements, 218

SPB2 Secure Silicon Field Replacement, 221
SPB2 Secure Silicon Requirements, 219
SPB2 Tamper Evidence, 220
SPBClockadjust Event, 177

SPBMarriage and SPBDivorce Events, 178
SPBOpen SPBClose Events, 176
SPBSoftware Event, 179

SPBStartup SPBShutdown Events, 175
Storage System Capacity, 250

Storage System Ingest Interface, 249
Storage System Performance, 252

Storage System Redundancy, 251

Structure ID Check, 86
SubjectPublicKeylnfo Field, 15

Support for Multiple Captions, 212

Systems with Electronic Marriage, 285
Systems Without Electronic Marriage, 222, 285

T
Test Materials, 329

Theater System Reliability, 281
Theater System Storage Security, 281
Timed Text Reproduction, 210
Timed Text Resource Encoding, 124
Timed Text Synchronization, 211
Timed Text Track File Format, 111
TL S Endpoints, 287

TLS Mode Bypass Prohibition, 288
TLS Session Initiation, 132

TLS Session Key Refreshes, 283
TMSrole, 294

Track File Key Epoch, 103

Track File Length, 113

Transfer Function, 246

U

Unrecognized Extensions, 26
Use of Software Protection Methods, 294

\%

Validity Date Check, 37
validity Field, 17

Volume Index File, 94

W
White Point Chromaticity and Uniformity, 241
White Point Luminance and Uniformity, 240

X
XML tutorial, 41
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